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Notes Domino 8.5

Top Sheet

= This module describes the Notes ID Vault and Notes Shared Login

features on Notes/Domino 8.5

— The Notes ID Vault is an optional, server-based database that holds protected copies of Notes
user IDs allowing administrators and users to easily manage Notes user IDs.

— Notes Shared Login allows users to start their Notes client without having to provide Notes
passwords.

= Benefits

— These features offer a potential reduction in total cost of ownership (TCO) by simplifying Notes
identity management

= Opportunities

— This feature would be useful for any organization that has a large number of Notes user IDs to
manage.

= Comparison with competition

— Notes ID files have been a key consideration in managing end-user costs and administrator
workload. However they have also been the key to Notes/Domino’s highly secure reputation
which distinguish us from the authentication systems of competitors' products.
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Agenda — Notes ID Vault

= What is a Notes ID Vault

= Why deploy a Notes ID Vault

= Notes ID Vault Creation, Configuration and Clustering
= Operations on the Notes ID Vault

= Understanding Vault Security

= Password Reset Deployment Recommendations

* Requirements and Limitations

= Compatible Features and Processes

= Audit Tracking and Monitoring




Notes Domino 8.5

What is a Notes ID Vault

= The Notes ID Vault is an optional, server-based database that holds
protected copies of Notes user IDs
— Uploading copies of ID files for existing users

— Adding ID files to vault during registration of new users

— Resetting of passwords when forgotten
— Help desk
— Self service applications

— Synchronization of ID files across multiple computers
— Future integration with iNotes/Blackberry planned post 8.5
— Recommended for use with new File Server Roaming

— Auditor function to gain access to encrypted data

— Requires administrator access to server, vault administration rights (manager in vault db
ACL), auditor role

— Can be disabled using SECURE_DISABLE_AUDITOR=1 in notes.ini
— Marking of ID files as “Inactive”

— via adminp when deleting users
— directly in vault
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Why Deploy Notes ID Vault?

= Can replace time-consuming, expensive ID file and password recovery
systems, giving potential for significant reduction in user downtime and
help desk costs
— Simplifies provisioning of Lotus Notes ID credentials
— Streamlines process for resetting forgotten passwords

— Help desk options
— Programmatic interfaces for self-service password applications

— Automates ID file maintenance

— ID file synchronization

— |ID renames

— ID key rollovers

— |D file replacement due to loss or corruption

= Supports processes for legal discovery/access to encrypted data,
potentially preventing the loss of valuable information
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Notes ID Vault Creation e

= “Tools > |ID Vaults > Create” from Configuration tab ) & Regievaton
. I ;’g Policies

= Specify a name for the vault — used for 5 63 Hoteiion
— Hierarchical name of vault > [ server

— Database file name » B DB2Sener

— Vault ID file (used when adding or removing vault replicas)

o @) vauts

= Specify password for vault ID

Password Reset Authority. .

= Select server on which to deploy vault

Create and Configure Motes ID ¥awlE
Create and Configure Notes ID Yault

Specify a narme and desc

Mates 1D vault name

Wault 1D password

| Frenovationsyaulf _
Pazzword; Werify:

: . Yaulk server
Mates |0 wault descrip I)OOOOOOOOOW I)OOO*

1 DominoB5renoyvations

Wault 1D file: location

| Location... | E:\MotesiDiatasidsvaultsrenowali
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Create and Configure Motes ID ¥ault

Select the Mates 1D vault administrators.

Notes ID Vault Creation continued

= Select at least one vault administrator
. Add / remove vau It servers The following administrators can manage the Notes 1D waul,
| # Domino Adminfrenovations

— Delete ID files from the vault

— Add / remove other administrators
Select the erganizations or arganizational units of the Motes |0 wault users.

= Select organizations or organizational
units whose IDs will be stored

— Need access to certifier IDs Ziga:"m”f

— Vault Trust certificates are created for each }

certifier and stored in Domino Directory

— Only IDs registered with these certifiers can | & : J'
IECTAN N renovations's Directory -
be uploaded tO the VaUIt Available users, groups and servers Paszword reset authority by crganization
8 Li, Minh [] o%%fnwﬂ]
. & LocalDorainddming 3< D omina Admindrencyations
= Select user names that are authorized to S retaeeaie ) 2 kb
reset passwords . dj
— Password Reset certificate is created for Ausiale rgarizlonduris
each user .
— Include IDs associated with any self-service [erme | [Eonoverond
password reset application [T Selt-semvice password reset authonty
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Notes ID Vault Creation continued

Create or edit 1D vault policy settings.

= Create ID vault policy
— Create new Haw is thixpuﬁq;p-:ass’igneﬂ?

- Ed |t eX|St| ng " Create a new policy assigned to an organization

— S k| p and Create |ater " Create a new policy assi_gned to specific people of groups

= Create Vault
— Locate certifier IDs

Create and Configure Notes ID Yault

The MNates |0 wault creation & in progress.

" Edit an evisting policy

] il specify a Nates ID vault policy at another time

Wault creation progress |

[ i3 |

-Creating wault trust certificate for Arenovations

Mates 1D vault name; Choose a Certifier HE®
Fienoyationstdaull

; Choose a certifier far Asrenovations
Fates D vault descriphon;

FHennvations aull

Cetifier [T, | IE:"-.N:::tes"uData'xcert.id
Motes D waull 1D path =

E:ANmtaziDatasidz wanltyenowatiof

gk ]|  Caneel

Mmtes (D waull prifan server
DrominoB5/ enovation:
Motes D vaulk databaze pathe
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Notes ID Vault Creation Complete

= Vault ID

— On vault creators desktop
— Should be secured like a certifier ID
— Needed to create vault replicas

= |D Vault Directory Entry

— From where ID vault can be managed

Pk =5 Blaniine@5ide muib U = :
ii  Build VB5_10152008 on Windows/2003 5 2 Intel Pentium Use Direstaty on: |Current Server x| | Tools
» [ Sarver Y
i b IHelp 3 T2 e e
» B4 Messaging r&;} o _> a Cetification
» Hfaplicati-:un Yault Mame Adrrinistration Server rDe_scripti'Dn B @ Registration
it ﬂﬁ D"Edfjr'l" Demo Domino@bidemoibim Demo p—
¥ wml Secyity } Folicies
# [z] Certificates : : =
T Certificates » @ Hosted Org
L Cedificate Fapiration ;
T > Eewer
> DB2Z Semer
b 53 Wek >_E%
B '@ Monitaring Configuration V@ 10 v aults
3 '@ Health Monitaring A
B .@ Cluster
B '@ Offline Services
» |58 Miscelaneous




Notes Domino 8.5

Notes ID Vault Creation Complete continued

ID Vault applicaton [

— Stored on hosting Domino server |

Certificate tvpe: Motes Crozs-Certificate

- Encrypted Wlth hOStlng Doman Server ID lzzued By frenovations

lzzued To: IREMWault
. Alternate narmes:
u VaUIt Trust Certlflcate Cormbined Mame: O=ren0vati0n=HEN'\-"au|t

Corment:

— Notes Cross-Certificates stored in Domino Directory] cusnzsions - osrenovations T 0=RENVaul
F'r_lmary. key identifier: 1C810 35EBD TRUXI SCOZR ZKAYF PR483

. One for eaCh reg|Stered Certlfler !g;ermf?::nalkey 10940 35EBD 7RI SCOZR ZK9YF F5483
Current key strength: Compatible with 7.0 and later (2048 Bitz)

Password Reset Certificates
— Notes Cross-Certificates stored in Domino directory

— One for each user or application authorized to reset passwords

Policy Settings Basic]] gmimitaton |
— If selected during Vault install

Certificate type: Motes Crozs-Certificate

. . . lzzued By frenovations

—_ In neW Or eXIStIng pOIICy docu ment lzsued To: Domino Adminfrenovations
Alternate names: ]
Comnbined Marme: 0=renovatinnN=Dnmino Adrmin/O=renovations
Comrment;
Organizations: O=renovationz: PR O=renovations
Frimary key identifier: 1ANEX ZYNE0 VEOPD PA7XMW ZEQZD X3424
International key TAMEX ZYHEQ WBOPD P37x0w ZEQZD x 34249
identifier:
Current kew strength: Compatible with 6.0 and later (1024 Bits)
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Notes ID Vault Configuration

Security Settings : RENVauitVaultSetting
u SeCu rity Setti ngs > I D Vau It ta b Bagics | Fassword kManagement | Execution Contral List | Kewvs and Cerificates | Signed Plug-inz | Portal Server |IDVauIt|
— Hierarchical name of vault EUE DR |

bzsigned vault: IREMWault ™ Don't setvalue r

- ForgOtten password help teXt Forgotten passward help texd: Fleaze contact Domino Admin to get ™ Don'tsetvalus r

vour password rezet

_ Enforce password Change E:iﬂbrzzﬁ.?;;\é\;?rd change after pazsword Yes [T Don't setvalue r
— Automatic ID downloads

Allowe autormatic 1D dowenloads: Mo [~ Don'tsetvalue r
- Tlme Ilmlt Allow 10 dowenloads far: 2 davs [T Don'tsetvalue r
. 0 hours
B Fallure message ID devnload autharization tailure "You have either exceeded the autharized number of ID downloads ar

message: exceeded the time limit within which downloads can be pedormed.

- Person document > ID VaultS Please conact Domino Admin to authorize your |D download
— Number of downloads

Frank Adamsfrenovations@renovations

Daming Adminfrenovations@renovations

L 3 Use this toal ta set the user's [D I oK | e o Lt o
- § B download: count, e e e e e

Lzer narme: Ron E zpinozasenovations

| 1 1D download(s] will be allowed far this user,

ITan Mizawalrenavatinnz@rennvatinns
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Notes ID Vault Application

= Application is encrypted with the host server's ID
= ACL

— Vault Administrators - Manager

— Vault server - Manager

— No access required for anyone else

- Record per ID 1D Vault fﬁﬂ Open Document] @ Mark 1D Inactive - 7 Help

_ Modlflcatlon tlme - Dwerier |0 bdodified DratelTime

woille Suarezirenoyation lanoeogg 1807149
_ Download Ilmlt i % Wault Users Ron Ezpinozalrenovations 161052008 10:57:52

__
- User ID (encrypted) Ron ESpInDSEIfrEHG?El’[IOHS'S 1D Wault entry created on:
File
ID file information Downloads
Fodification 14402008 176717 haximum allowed: 2

IBM Lotus Notes Date/Time:

L] ": Unsupported I0 file version,
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Vault Replicas

= First vault
— |ID Vaults > Create

— Primary Vault Server

Manage Motes ID ¥Yault

— Carries out key vault operations _ , -
Usze this tool to manage.th&Nntes [0 wault ADrermno.
— Name changes
— Key rollover
— Last replica to be deleted Yaul management tasks
— Checkmark in ID Vaults > Manage e e
¥ Manage vault replica servers
Add or remowe wvault adminiztrators
Add or remove arganizations that trust the waulk
e . Add ar remu:u\.we passwqrd rese.t authorities
[ | Addltlonal Vault repllcas Create or edit wault policy settings
— |ID Vaults > Manage

— Do not use Create Replica tool

= Console command — show idvaults
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Operation — Adding New Users to Vault

= Register new user PR
.. : [ in Domina diecior
— Select Vault policy in Basics tab [ Infile: E:\Notes\Datatids\peoplehjones.id

[T I mailtile

— Vault will be automatically selected in ID Info tab

[T Irpersonaladdiess ook

m During new user Setup ||7|nﬂoles1D wault - FRENVault I
— User enters their name

— Server identifies user as having ID in vault and prompts for password
— Correct password results in ID being downloaded to desktop

1BM Lotus Notes 8.5 Client Configuration ==%=,

Depending or how pou will use Notes. bou may orly need to enter
pour name and the_Du:uminu:u:s;erv!ar wou will use.

Your name

I-J ohnJones

For example: Mary Srith
Lotus Notes E

Ilzer name:; John Jones

Pazzword; ”

nient carefully | L'IIE! In I | E it |
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Operation — Adding Existing Users to Vault

= A r | TR
dd use to po Cy fizsigned palicy: IREMY aultvaultPolicy
— In person document Policy - /RENVaultVaultPolicy

- Or Vla pOIICy aSS|gnment tab Baszics I F'u:uliu:;-.f.ﬁ.ssignmentl Policy Precedence | Cal

Fenwatinns Vault Uzers

= User logs into Notes
— ID is uploaded in background
— User Security Settings indicate ID has been uploaded to vault

To change your password, click hers | Change Pazsword... |

| - Compromized Pazsward... |

If o think someone knaws pour Motes passward, click here
[ Don'tlet administrator sat Domine web/Intemet pazaword to match Mates password
I~ Dor't prompt for & password from otkher Notes-based programs [reduces security]

[T Lo il Hotes using Wour operating svstem login

Thiz |0 file haz been backed upintosvault /RERault
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Operation — Forgotten Password

= User clicks on link on login dialog

Lotus Motes K K
Uszer name: | Simone Dray/renovations x
Pazsward: |
R At location: ||:|ﬂ|iﬂE j
T

Lser name: ISimu:une Drraprenoy ations Py
Pazaword: Il
At location: l Orline j

|=]i Forgat vour paszwaord ?

Fleaze contact Domino Admin to get your pazsword reset

= User receives instructions to get password reset
— Contact an administrator

— Or use a custom-built self-service application
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Operation — Resetting Password - manual

= QOperator
— Needs to verify user's identity

— Requires Password Reset
Certificate

— Resets password from Person
Document

— Does not need access to Vault
— Does not need access to ID file

= User
— Enters new password

— Can be prompted to change
password immediately

Reset User's Password

o= a)  Ulze thiz tool to rezet the uzer's |

Rezet Pazsward I

} % Groups

i 1D Waults

= password,

| Cancel

Uzer name:  Simone Draydrenovations

| Fandom Fazsward I I

Password reset and notification

| 11D downloadiz)

Hows to oty |Ir'| pEracn ll
Passwurd Reset
MNew pazzward: =

Eunfirm new passwarnd: \:!_‘) The password For user Simone Dray renovations has successfully been reset,

IBM Lotus Noktes

L | E Your password has been reset since vou last logged in. ¥ou musk set a new password.
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Operation — Resetting Password - automated

= Custom Application
— Help Desk Application

— Self-service application

= ResetUserPassword method
— available in C, Java, JavaScript or LotusScript

— only API call currently exposed
— i.e: you cannot develop custom program to extract IDs
= Sample self-service application
— code snippet supplied with Domino 8.5
— uses the ResetUserPassword method in a LotusScript agent

— can be used as basis for own application
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Operation - Synchronizing IDs

= Synchronization Scenarios
— Name change

— Key Rollover
— Password Change
— Encryption Keys

= Vault treats synchronization and download differently
— Synchronization: Client has the ID and password

— Download: Client only has the password
= Synchronization occurs
— Atlogin
— Immediately (if local ID change is made when user is online)
— Polling interval (if local ID change is made when user is offline
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Operation — Extracting ID from the vault

= Provide user with physical copy of ID

— Extract ID from Person view 7 U Groups

— Supply Current password fOr ID Uzer whose 1D file should be extracted from the sault; \‘/ @ i "a-"au-l.ts
‘Reset Passwaord...

- EXtraCt ID from PerSOH document |Simn:une Dray/renovations Bet|D Download Count..

Mame of the Mates [0 swault fram which to extract the |D:

| /REM 20l

Pazzword for the |10 to be estracted:

= Supply copy of ID for Auditor BT o e T oo e
— User should be unaware of access [ ok || coeel |

— Operator requires Auditor role
— Extract ID from Person view
— Don't supply current password (presumably not known)

— Supply new password to be used by Auditor

Pleaze enter a new password for the extracted 1D file.

Mew pazsward: ||

Confirm new pazsword: I
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Operation - Recovering ID

= |D deleted or corrupted
— Remove corrupted ID

— Ensure user can download a new ID

— Automatic downloads set to Yes or
— Number of downloads allowed set to greater > 0

— User logs in and new copy of ID is downloaded

= |D lost or stolen
— Reset password on the ID in the vault

— Roll over the keys on the ID

— Ensure that server key checking is enabled

— Ensure user can download a new ID

— User logs in and new copy of ID is downloaded
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Understanding Vault Security

= Protection against the use of an unauthorized vault
— Creation of vault trust certificate requires access to certifier ID(s)

= Protection against unauthorized:

— Upload of IDs
— Only IDs registered by authorized certifiers can be uploaded

— Only IDs specified via policy will be uploaded
— Downloads of IDs

— Failed password attempts restricted to 10 per day (configurable)

— Option to require authorization for all downloads
— Password resets

— Requires password reset certificate

— Creation of password reset certificate requires access to certifier ID
— Access to vault contents

— Attached IDs are encrypted in vault

— All encryption/decryption done in memory — no storage of IDs on disk
— Access to data transmitted over network

— |ID vault transactions are encrypted
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Password Reset Deployment Recommendations

= Issue password reset certificates to a small number of highly trusted
individuals

= |ssue a password reset certificate to an entire “helpdesk OU”
— Renaming people into and out of that OU will grant/deny access

= |ssue special IDs for resetting passwords
— Administrators switch to these IDs to perform password reset tasks

= |ssue a single password reset certificate to an application and give the
help desk access to that application
— Easy to add and remove people from that ACL

— Can add supplemental logging and auditing
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Requirements

= All replicas of a vault must be located within a single Domino domain
— All vault users must have home servers in that domain too

— Multiple organizational certifiers within a single domain can be supported though

= All servers participating in the ID Vault processes must be Domino 8.5
— Administration server

— Vault server

— User home servers
— if clustered, at least one server in the cluster must be Domino 8.5

= Only users of Notes 8.5 clients will have their IDs uploaded to an ID vault
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Limitations

= Both ID Vault and ID Recovery can be used within the same domain
— but individual Notes IDs can only be associated with one of the processes

= No ability for iNotes users to synchronize vault IDs with IDs stored in mail
files
— Planned for future release

= Notes Single Logon is not supported with ID files using the vault
— Consider using Notes Shared login instead

= The following cannot be stored in a Vault
— ID files with multiple passwords

— Certifier and Server IDs cannot be stored in Vault

— Smartcard-enabled IDs cannot be stored in a vault
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Compatible Features and Processes

= CA Process can be used for upload of IDs during user registration
— but initial creation of Vault requires access to physical copies of certifiers

= Roaming Users
— Automatic downloads should not be restricted

= Notes Shared Login

= Password Checking

= HTTP password synchronization
= Public Key Checking

— Select the "Enforce key checking for Notes users and Domino servers listed in
trusted directories only" setting in the Server document

= User Renames
— Performed on IDs in the vault and synchronized to the user's local ID file.

= User Key Rollover
— Performed on IDs in the vault and synchronized to the user's local ID file.

— Option for users to create new public keys from a Notes client is disabled
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Audit Tracking and Monitoring

= |D vault events are reported to
— Security Events view of the client and server log file (LOG.NSF)

— Domino Domain Monitor database (DDM.NSF)

Security Events

Tirme: 1710 15:36
Elapzed Time: (Unknown) minutes

1702008 15:36:43 1D successfully downloaded by auditor frorm wault "O=REMNWault' by 'Simone Drawirenovations' (IP addresz 918024 227:1067).
171052008 17:55:18 1D for 'Ron Ezpinosa’ {(IP Address 9.180.24 227:1106) in vault 'O=REMNYault' waz not downloaded because the wrong password was
supplied. Error:Wrong Password. (Passwords are case sensitive - be sure to use correct upper and lower casze.)

17002008 17:55:29 1D successfully downloaded fram vault 'O=RENVault' by 'Ron Ezpinoza’ (P address 9.180.24 227:1106).

17102008 17:66:15 1D successfully synchronized with vault 'O=REMNYault' for 'Ron Ezpinozalfrenovations' (P Address 9180.24 227:1114).

17052008 17:57:0¢7 1D for 'Bon Espinosalrenovations' (IP Address 9.180.24 227:1120) invault '0=REMYault' wasz not downloaded because the wrong
password waz supplied. Error: Wrong Password. (Pazswords are case sensitive - be sure to use correct upper and lower case.)

171002008 17:59:45 Pazsword for 'Ron Ezpinoszalrenovations’ with 0 downloads was rezet by 'Doming Adminfrenovations' (P Address 8.180.24.227:1136)
from process nSERVER.

17052008 18:01:12 1D for 'Bon Ezpinosalrenovations' (IP Address 9.180.24 227:1142) invault '0=REMNYault' was not downloaded because the wrong
password waz supplied. Error. Wrong Password. (Pazswords are case sensitive - be sureto use correct upper and lower case.)

171002008 18:02:50 Pazsword for 'Ron Espinosalrenovations’ with 0 downloads was reset by 'Domino Adminfrenaovations' (P Address 818024 227:1160)
frarm procez: nSERVER.

171002008 18:03:46 1D successfully synchronized with vault 'O=REMNYault' for 'Ron Espinosafrenovations' (P Address 9.180.24 227:1165).

171052008 18:04:14 1D successfully synchronized with vault 'O=RENYault' for 'Ron Espinosafrenovations' (IP Address 918024 227:1168).

Hoociver vuliduie uulllilidi il

— SHOW IDVAULTS

idvaults

ault #/RENUault <IBM_ID_UAULT~RENUault.nsf>
Control Vault MHame: ~REWUault
Control Uault Servers: DominoB85S-renovations
Vault Operationz Key: UQ—usca—sovd Domino85-RENMUault
Servers: DominoB85-/renovations
Vault Mame: ~REWUault
Description: Wault for Renovations IDs
Administrators: Domino Adminsrenovations
Servers: Domino85S-/renovations
Administration Server: Domino85/renovations
srenovations trusts this vault
srenovations trustsz Lukas Geigersrenovations to reset passwords
srenovations trusts Domino AdminArenovations to reset passwords
Setting REMVaultUaultSetting uses this vault
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Notes ID Vault Summary

= In this section of the presentation we covered

— What is a Notes ID Vault

— Why deploy a Notes ID Vault

— Notes ID Vault Creation and Configuration and Clustering
— Operations on the Notes ID Vault

— Understanding Vault Security

— Password Reset Deployment Recommendations

— Requirements and Limitations

— Compatible Features and Processes

— Audit Tracking and Monitoring
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Agenda — Notes Shared Login

= What is Notes Shared Login.
= How does Notes Shared Login work.
= Enabling & Disabling Notes Shared Login.

= Notifying users when Notes Shared Login is activated or
deactivated.

= Limitations when using Notes Shared Login
= When Notes Shared Login cannot be used
= Using Notes Shared Login and Notes ID Vault together

= Troubleshooting
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What is Notes Shared Login

Notes Shared Login allows users to start IBM Lotus Notes without
having to provide Notes passwords. Instead, they only need to log
in to Microsoft Windows using their Windows passwords.

Added value to the End Users:-

— Users need to remember only their Windows passwords.

— Notes Shared Login works without interruption when Windows passwords are
changed either by users or by administrators on a Windows domain controller.

— Administrators use policies to control who uses the feature and whether its use is
required or optional.
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How Notes Shared Login works

= Windows authentication used in place of -

Notes user name/password -
— User signs on in Windows :

— A complex "secret" is used to protect the ID instead of a

password.

1. User enters Notes

— The secret is encrypted using a Windows security Hindows Password G D

mechanism and saved locally on the user's computer
Windows Lotus Notes

— No Notes password is required to start Notes

— No password synchronization required

= Unlocked Notes ID still manages Notes Lotus Domino
security from that PC :

= Password changes are only required in

Windows

= Policies are used to control the enabling of the |
feature Do
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Using Microsoft Data Protection API (DPAPI)

= Windows DPAPI is used to protect ID files that are NSL-enabled
= Steps in process:

— Generate new secret

— Encrypt secret with DPAPI (using additional application specific entropy)
— Save encrypted secret in user's profile directory

— Encrypt ID file with bulk key derived from secret

— Save updated ID file
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Enabling & Disabling Notes Shared Login.

= The feature is disabled by default.

Security Settings
Bazics | Fazsword Management | Execution Contral List | F.evs and Cenrificates | Signed Flug-ing | Paortal Semver I 1D W ault | Cormi
Fazzword Management Bazics | Maotez Shared Laogin |
T e et F | Y e
MOIES onared Login LL
Enable Motes shared login with operating Mo il IDnn't S j
avetem: :
Allowe Uzer Changes? T Yes [T Don't setvalue
* Mo
Activation Notification How to apply this sefting:
Howy to notife users when enabled: “Ma notification NEal Select Keywords X
Cuztom mezsage text Keywards fi
|SE$tem dialuﬁ
Custorn mezzage dialog
Howe to notify users when dizabled: " Mo naotification =
Custom meszage text ‘ &
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Notes Shared Login Configuration Options

NSL Configuration Policy Setting Values

NSL is disabled: Users cannot change NSL Enable NSL = No
state. How to Apply = Set value whenever modified
Allow user changes = No

NSL is enabled: Users cannot change NSL Enable NSL = Yes
state. How to Apply = Set value whenever modified
Allow user changes = No

NSL is initially disabled: Users can change Enable NSL = No
NSL state via User Security dialog. How to Apply = Set initial value
Allow user changes = Yes

NSL is initially enabled: Users can change Enable NSL = Yes
NSL state via User Security dialog. How to Apply = Set initial value
Allow user changes = Yes
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What the user sees...

= Before Notes Shared Login is ~ Tochssesan s, ik ber e B

e na bled If o think someons knows wour Motes passward, click here | Lompromized Fassward... |

[ Dion't let admiristrator set Dromino webdntermet pazsword to match Motes pazsword

- PaSSWO I"d (0) ptl ons ava | Ia b I e [ Don't prompt for & pazsword from other M otes-bazed programs [reduces security]

[T Legin e Mates Usingpoun aperating srstermdagin

— Login option unchecked

This D file has besn backed up inta vault  ¢Dema

IBM Dominoe Administrator Il ﬂ

\'!;) Motes shared login with the operating system is now enabled. You will not be prompted Fa enter a passward the next tme vou launch Nates on this
maching.

= After Notes Shared Login is

e na bled four 10 warks with Mates on this computer anly. You can make a |

T:a_sswll:gd protected copy of your 1B to uze o other computers. Click LCopy D |
B . ‘Copy D

PaSSWO rd OptIOnS removed [f o think someone has stolerpaur 10, click "Compromized 10 Lompromised D

— Login option checked

- NeW OptIOI"I tO CO py ID ¥ Log intoH ek using o operating shstem lagi

Thiz 1D file has been backed up inta vault Demo

[T Automatically lock mp Motes 1D after |15 3: minutes




Notes Domino 8.5

Limitations when using Notes Shared Login

= The following are not supported
— Security Settings for policies that relate to Notes passwords

— The "Check password on Notes ID file" security setting
— Synchronization of Internet passwords with Notes passwords

= |f Notes IDs are stored on a network share, the IDs can be used
only from the computers on which shared login is activated.

= To open a Notes Shared Login-enabled ID through the Domino
Administrator you must always use the computer and the
Windows login name that were used when the ID was Notes

Shared Login-enabled.
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When Notes Shared Login cannot be used

= Notes Shared Login cannot be used with Notes Single Login

= Notes Shared Login cannot be used on IDs that are:
— Used on Mac or Linux clients

— Protected by Smartcards

— Protected by multiple passwords

— Used by roaming users

— Used with Notes on a USB drive

— Used in a Citrix environment

— Used on computers with Windows mandatory profiles

— Enabled for password checking/expiration (unless all servers are 8.5+)
— Used with Notes to Internet password synchronization

= Notes Shared Login enabled ID cannot be imported into mail file

for iINotes/Blackberry access
— create password protected copy to import
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Using Notes Shared Login with Notes ID Vault

= Notes Shared Login and Notes ID Vault are complementary features
— Management of multiple copies of Notes Shared Login enabled IDs

—|Ds downloaded from vault
— Notes Shared Login enabled

— Can be configured in same policy settings document

= |Ds participating in Notes Shared Login are stored without a password
— Require a password reset in order to allow download

— Different process for ID recovery
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ID Recovery when using Notes Shared Login with ID Vault

= ID Recovery (deleted or corrupted ID)

— Administrator resets password on copy of ID in the vault.

— User is prompted for the new password when next starting Notes.
— Copy of the ID file is downloaded to the client from the vault.

— Notes Shared Login is re-enabled

= |D Recovery (lost or stolen ID)
— Disable Notes Shared Login in the user policy

— Force the policy to replicate to all vault servers
— Process as per an ID that is not Notes Shared Login enabled

— reset the password on the ID

—roll over the keys on the ID

—ensure that server key checking is enabled
— Re-enable Notes Shared Login
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Troubleshooting

= Notes Shared Login writes error/log messages to the "Miscellaneous

Events" view of the local LOG.NSF database
— Errors returned by DPAPI

— Errors returned by Windows when reading or writing the NSL secrets file

— Errors returned by core Notes security routines when working with NSL-enabled ID
files

= DebugNSL=1 in NOTES.INI

— Verifying a user's Windows password
— Reading an Notes Shared Login-enabled ID

— Checking for configurations which aren't compatible with Notes Shared Login (e.g. a
smartcard-protected ID file)

— Reading or writing the Notes Shared Login secrets file
= Things to keep in mind

— If the "Lotus Notes Single Logon" service is installed, Notes Shared Login will be
disabled.

— The field "Log in to Notes using your operating system login" in the User Security
dialog can be used to determine if the current ID file is Notes Shared Login enabled.
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Notes Shared Login Summary

= In this section of the presentation we covered
— What is Notes Shared Login

— How does Notes Shared Login work

— Enabling & Disabling Notes Shared Login

— Notifying users when Notes Shared Login is activated or deactivated
— Limitations when using Notes Shared Login

— When Notes Shared Login cannot be used

— Using Notes Shared Login and Notes ID Vault together

— Troubleshooting
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