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1 Objetivo

O presente documento apresenta as funcionalidades basicas do UTM Fortigate 51B
e do seu firmware.

Sao apresentados ainda os procedimentos de configuracao e operacao do referido
equipamento

2 Introducao

O Fortigate 50B é um UTM desenvolvido pela empresa Fortinet. Dentre as suas
principais funcionalidades/caracteristicas estdo:

- Firewall;

- IDS/IPS (detecao baseada em assinaturas e comportamento de rede);
- VPN gateway IPsec e SSL;

- Roteador com suporte aos protocolos RIP, OSPF, BGP e ISIS;

- Virtualizacdo completa através do recurso de Virtual Domains (VDOM);
- Operagcao no modo NAT (roteamento) e Transparent (bridge);

- Suporte a IPv6;

- Aceita gerenciamento centralizado e/ou individual;

- Configuracao através de interface web e console (local/ssh).

3 Equipamento de Testes

Equipamento utilizado nos testes:

- Fortigate 51B

- Firmware FortiOS versao 4.0 MR2

- Interfaces: 2 interfaces 100BaseT modo router - Wanl e Wan2) e 3 interfaces
100BaseT modo switch.

- URL: http://www.fortinet.com/products/fortigate/50B.html
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FoRATINET:

’—m
lEm leI.lz o o [ml_tly
Drown  Qemas Qe DD O @ Owe
FomrGee.51B 1 2 3
Hard disk
activit WAN Internal
Power Status LED  Interfaces Interface
LED LED
Back
; =
;8 B = Ivewe
WAN1
Ground" Power USB WAN2
Connection
RJ-45 Serial Internal Interface,
Connection switch connectors

4 Instalacao

Na configuracao default os firewalls Fortigate possuem o enderego 192.168.1.99
(mascara 255.255.255.0) configurado na sua interface interna. Para acessar a
Web Interface do equipamento deve-se conectar uma workstation a esta interface,
configurar nesta workstation um endereco da rede 192.168.1.0/24 e acessar a
URL https://192.168.1.99.

Na tela de login preencher o campo Name com admin e pressionar o botao Login
(o campo Password deve ser deixado “em branco”).

¥ Please login - Mozilla Firefox
Flle Edit View Higtory Bookmarks To

T et e

B I RN il 20020211450 ) 5 <[ imucgre wnel ; :
Conk & - w1 15 - - % -6 R o A
T tunneling | The Linux ati [) TIER: HOWTO:IFTunnelling || Please login BIEN-. -
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Outra forma de se acessar o equipamento é conectando-se um cabo “RJ-45 -
DB9” (que acompanha o firewall) a sua interface RJ-45 serial. O software de
console deve ser configurado com: velocidade = 9600, bits = 8, paridade = none,
stop bit = 1. Esta conexao permitird ao operador obter acesso a Command Line
Interface do equipamento (CLI).

Ao receber o prompt de login deve-se digitar admin e apenas pressionar enter no
prompt da password (ndo ha password inicialmente definida para o usuario
admin).

O processo de instalagdo com os passos especificos de cada modelo de Fortigate é
descrito no Quick Start Guide. O Quick Start Guide de cada modelo de firewall esta
disponivel no link: http://docs.fortinet.com/fgt gsg.html

5 Configuracoes Basicas

5.1 Senha do Administrador

Antes de colocar o equipamento em operagcao deve-se definir uma senha para
o administrador (o default é sem senha).

FortiGate 51B

u

. shboard
= Dashboard
Usage

15 Network

-tld DHCP Server

‘== Config

admin

Central Management
b m Settings

{E5] Certificates

£ Maintenance
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FortiGate 51B

E@ Dashboard Administrator admin

= Dashboard Old Passward sesssnane

: = lUsage
!’-,Tgl Network
-3 DHCP Server
& Config oK | [=——€ancei
E.r}; Admin

New Password

Confirm Password [sesssssse |

5.2 Administrador Remoto — TACACS+

O FortiOS permite que os administradores do equipamento sejam autenticados
através de TACACS+. A configuracdo para este tipo de autenticacdo é apresentada
nos itens a seguir.

5.2.1 Servidor TACACS+

FortiGate 51B

Firewall

uTM

3

&1 3
|
HE

= Authentication

=

) Remote

[ Directory Service

& Monitor

Router Name

Firewall Server Name/IP

utM Server Key

VPN Authentication Type
CE— =
| emuser

= User
= Authentication
& User Group
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As telas abaixo apresentam as configuracoes realizadas no Cisco ACS:

tuwsuew  Natwork Configuration

Select
User
EES

[ eoue Network Device Groups 2]

Shared Prafile Network Device Group AAA Clients AAA Servers

% ‘Comwnen(s
—— Clientes-DBI-Brasil 992 0
Contiguration T aboratori 13 )
e Clientes- DBC Brasi 415 0
I‘I"a‘nefrv;iieahan Clientes-DTC-Brasil 431 0
Record 7 0
el
33| Garemener Backbone-IP-Brasi 2 0
Backbone-DTC-Brasil 25 0
Activity e —
GRTTE Corporativos 20 0
(Not Assigned) 2
Add Entry | Search
tsasu  Network Configuration
“@Q Laboratorio AAA Clients il
AAA Client Hostname | AAA Client IP Address | Authenticate Using

G 5511094167 200.162.34.254 TACACS+ (Cisco 108)

ﬁ i AudioCodes-GTW-Voz [200.99.185.166 RADIUS (IETF)

G | Emerente Cisco 871 200.202.114.130 TACACS+ (Cisco 10S)
‘é\ [ | eng-lab-cyros 200.202.116.218 RADIUS (IETF)
=, Foundry6204 192.168.219.65 TACACS+ (Cisco 108)

durstion

Interteee 192.168.219.66 TACACS+ (Cisco 10S)
o | Ao Frotigate 200.202.114.250 TACACS+ (Cisco 108)
10y | B homol 200.198.64.186 RADIUS (IETF)

e IAD-Teste 200.99.185.164 RADIUS (IETF)

i
—— LAB-SPO 10183 TACACS+ (Cisco 10S)
router-lab-dtc 192.168.254.211 TACACS+ (Cisco 10S)
SW-Suporte-NOC ~ 200.202.116.99 TACACS+ (Cisco 108)
switch-lab-dic 192.168.255.45 TACACS+ (Cisco 10S)
200.202.114.155
teste-dmswitch 10.0.0.70 TACACS+ (Cisco 10S)
200.202.114.195
teste-Juliano 200.198.108.234 RADIUS (Ascend)
teste-lab-cng 200.202.113.226 RADIUS (IETF)
teste3com 192.168.248 33 TACACS+ (Cisco 108)
TesteSwhumiper-Luiz  |192.168.248.8 TACACS+ (Cisco 10S)
[ AadEny ]| Search |

|_Delete Group | [ Rename | [ Cancel |
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et Network Configuration
j

Add AAA Client

[EyY—

200.202.114.250
AAA Client IP Address

Key Diveo@123
A ———

Authenticate Using TACACS- (Cisco 108) =

7] Single Connect TACACS+ AAA Client (Record stop in accounting on failure)
7] Log Update/Watchdog Packets from this AAA Clicat
['] Log RADIUS Tunneling Packets from this AAA Client

[7] Replace RADIUS Port info with Username from this AAA Client

[ submit ][ Submit+Restart | [ Cancel |

9 cuncionen

*0Obs: O campo “Key” deve ser preenchido com o mesmo valor usado no campo
“Server Key” da configuracao do Fortigate.

5.2.2 Grupo a ser Autenticado no TACACS+
Criar grupo a ser autenticado no servidor Tacacs+ (Cisco ACS)

FortiGate 51B

System

S opname |

Router

p Firewall

Firewall ) Directory Service

= User
on User

‘= Authentication

=g User Group

il User Group
) Remote
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FortiGate 51B

New User Group

System
Router Name |remute—admmlstraturs—tacacs |
Firewall Type Ia Firewall |i'j Directory Service

uTM [T Allow SSL-VPN Access | full-access

VPN Available Users/Groups Members
ipsecuserl - Users on RADIUS/LDAP/TACACS+ servers -
ssluserl
g User _ Users on RADIUSiLDAPiACACS+ servers- | @
= User

= Authentication

B & User Group

T ! '

) Remote
{5 Directory Service

Match one of these group names

& & Monitor | Add i

| oK | [———Cancel—

FortiGate 51B

New User Group

System
Router Name  remote-administrators-tacacs
Firewall Type @ Firewall © Directory Service
UTM [] Allow SSL-VPN Access | full-access
VPN Available Users/Groups Members

_E - Local Users - <] @) |- Local Users - B

ipsecuserl - Users on RADIUS/LDAP/TACACS+ servers -

=/ user e RADIUS/LDAP/TACACS + servers - | &)

= User

= Authentication
- User Group
 err— ; :
3 Remote
[ Directory Service
& Monitor | Add J

s e
o 1 concer |

Match one of these group names

5.2.3 Administrador a ser Autenticado no TACACS+

FortiGate 51B

—
T Trused Hosts —

&) pashboard B admin 0.0.0.0/0 su
~= Dashboard
== Usage

2 Network

13 DHCP Server

&

= Admin Profile

= Central Management

= Settings
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FortiGate 51B

® Dashboard
-« Dashboard
= Usage

- 55 Network

-[1li DHCP Server
i Config

=G Admin

i
= Admin Profile

= Central Management

e el

istrators

= Settings
-5 Certificates

New Administrator

Administrator

|remote-administrators

Type ) Regular 0 PKI

User Group

Iremote-administrators-tacacs - |

Wildcard

Trusted Host #1 I0.0.0.0,"D.D.D.O

Trusted Host #2  0.0.0.0/0.0.0.0

Trusted Host #3  0.0.0.0/0.0.0.0

Admin Profile |5uper_admin

5.2.4 Verificacao de Acessos

Cancel

Os acessos dos administradores ao equipamento podem ser verificados através

dos logs de eventos:

FortiGate 51B

Endpoint

Log&Report

[% Log Config
= Log Setting
= Alert E-mail
= Event Log

Log Access

= Application Control
= DLP
- = Email Filter

= Attack

= Web Filter

= Antivirus

= Traffic

System
S | * 7 Date
Router
1
Firewall 2 2010-06-02 1
1
utM
4
VPN s
User 2
| ||7_2010-06-02 17
WAN Opt. & Cache 5

D Refresh T Clear All Filters
T Time Y Level

2010-06-02 17:25:23 information

17 alert

2010-06-02 17:25:07 information
2010-06-02 17:25:02 information
2010-06-02 17:24:52 information
2010-06-02 17:24:45 information
:39 alert

2010-06-02 17:24:34 information
9 2010-06-02 17:24:28 information
10 2010-06-02 17:23:42 notice
11 2010-06-02 17:21:48 information
12 2010-06-02 17:16:48 information
13 2010-06-02 17:16:18 notice
14 2010-06-02 17:11:48 information
15 2010-06-02 17:06:43 information
16 2010-06-02 17:01:48 information
17 2010-06-02 16:56:48 information
18 2010-06-02 16:51:48 information
19 2010-06-02 16:48:23 notice
20 2010-06-02 16:48:23 notice
21 2010-06-02 16:48:23 notice
22 2010-06-02 16:46:48 information
23 2010-06-02 16:42:06 information
24 2010-06-02 16:41:48 information
25 2010-06-02 16:41:42 notice

= column Settings

Fz=:RTINET

© pisk @ Memory

¥ Sub Type

T ID Y User Interface 7 Action Y Message

© Formatted ' Raw

admin 32001 http(200.162.31.4)  login Administrator Isten logged in successfully from http(200.162.31.4)

admin 32002 http(200.162.31.4)  login Administrator backup login failed from http(200.162.31.4) because of invalid passfvor
admin 32003 http(200.162.31.4) legout  Administrator backup logged out from http(200.162.31.4)

admin 32001 http(200.162.31.4)  login Administrator backup logged in successfully from http(200.162.31.4)

admin 32003 http(200.162.31.4) logout  Administrator Isten logged out from http(200.162.31.4)

admin 32001 http(200.162.31.4)  legin Administrator lsten logged in successfully from http(200.162.31.4)

admin login Isten login failed from http(200.162.31.4) because of invalid password

admin 32003 http(200.162.31.4)
admin 32001 http(200.162.31.4)
admin 32120 GUI(200.162.31.4)

his-performance 40704
his-performance 40704
admin 32120 GUI(200.162.31.4)
his-performance 40704
his-performance 40704
his-performance 40704
his-performance 40704
his-performance 40704

admin 32122 GUI(200.162.31.4)
admin 32120 GUI(200.162.31.4)
admin 32120 GUI(200.162.31.4)
his-performance 40704

admin 32001 http(200.162.31.4)
his-performance 40704

admin 32120 GUI(200.162.31.4)

logout  Administrator admin logged out from http(200.162.31.4)
login Administrator admin logged in successfully from hitp(200.162.31.4)
user admin added an admin user remote-administrators from GUI(200.162.31.4)
perf-stats Performance statistics
perf-stats Performance statistics
User admin added a user group remote-administrators-tacacs from GUI(200.162.31.
perf-stats Performance statistics
perf-stats Performance statistics
perf-stats Performance statistics
perf-stats Performance statistics
perf-stats Performance statistics
User admin deleted an admin user acs-admin from GUI(200.162.31.4)
Administrator admin edited the settings of administrator acs-admin from GUI(200.16
Administrator admin edited the settings of administrator acs-admin from GUI(200.16
perf-stats Performance statistics
Iogin Administrator Isten logged in successfully from http(200.162.31.4)
perf-stats Performance statistics
User admin added an admin user acs-admin from GUI(200.162.31.4)
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5.3 Host Name

O host name pode alterado através do Dashboard.

FortiGate 51B

System © widget (& Dashboard

) Dashboard Serial Number FG50EH3G09500388
= Usage Uptime 2 day(s) 0 hour(s) 15 min(s)
8] Netwark System Time Fri Apr 8 18:06:37 2010 [Change]
d} DHCP Server HA Status Standalone [Configure]
& Config Host Name FG508H3G09600388 [Chanae]]
rs Adm!ﬂ. Firmware Version F:;?j,;gdwn,wﬂﬁl (MRZ]
Certificates System Configuration Last Backup: N/A
@ Maintenance [Backup] [Restore]
FortiClient Version Unknown
Operation Mode NAT [Change]
Virtual Domain Disabled [Enable]
Current Administratars 1 [Details]
Current User admin [Change Password]

FortiGate 51B

E! Dashboard Current Name FG50BH3G095003588
lJDashboard New Name || |

= lUsage
EE) Network
Cf; DHCP Server

|5 Config
R e H

OK I Cancel |

5.4 Data e Hora

FortiGate 51B

@ Widget [& pashboard

+ System Information
Dashboard Serial Number FGSOBH3G09600383
i.w Usage Uptime 2 day(s) 0 hour(s) 19 min(s)

Wir ys i A 110: F
-8 Network System Time Fri Apr 9 19:10:30 2010 |t§ia|mr‘m
#-1d DHCP Server HA Status Standalone [Configure] =
&gl Config Host Mame Fortigate51E [Change]

[3..,[2 Admin Firmware Version v4.0,build0272,100331 (MR2)
[Update]
#-[E5] Certificates ) )

) Systemn Configuration Last Backup: N/A

E]--@ Maintenance [Backup] [Restore]
Fartirliant Warcinn linknaumn
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FortiGate 51B

System

E| Dashboard
Usage
-5t Network

-t DHCP Server
= Config

T Admin

-E5] Certificates
@,‘3 Maintenance

Time Settings

System Time [F1 A0 0 1011 55 2010 | Refresh |

Time Zone |(GMT—3:00)Bra5|\|a "|

O Automatically adjust clock for daylight saving changes

¥ setTime Hour [19 ¥ |Minute[11 ¥ |Second[36 +|

Year [2010 v |Month [Apr v|Day |9 v

O synchronize with NTP Server

Sync Interval |:|(1 - 1440 mins)

| 0K | |

FortiGate 51B

System

=]

@
g
= =)
: H

lUsage
-5 Network

- DHCP Server
== Config

L’;'*. Admin

-] Certificates

-} Maintenance

5.5 Timeout da Console

FortiGate 51B

System

© Dashboard
- Dashboard

= Usage
K Network
£ DHCP Server
& Corfig
T Admin
- = Administrators
= Admin Profile

= Central Management

Certificates
£ Maintenance

Time Settings

System Time [Fri ipr © 1011 201 | | Refresh |

Time Zone [ (GMT-3:00)Brasilia v
[ automatically adjust clock for daylight saving changes

O set Time Hour |10 | Minute [ 11 | second [ 25 |
Year [2010 v |Month [Apr |pay [2 |

%} Synchronize with NTP Server

Server 200.215.179.99
Sync Interval |3 I (1 - 1440 mins)

0K I

Cancel

FEERTINET

Administrators Settings

Password Policy
Enable

.

Minimum Length (8-32 characters)

Must Contain Upper Case Letters | |Lower Case Letters

Numerical Digits Non-alphanumeric Letters

Apply Password Policy to Admin Password IPSEC Preshared Key

Admin Password Expires after [0 | (days)

Timeout Settings

e Timeout —
Router
SR Display Settings
Language English v
utM
Lines Per Page (20 - 1000)
veN
IPV6 Support on GUI O
User
e Enable SCP [m]
Endpoint
Log&Report Apply |
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5.6 Interfaces

As configuragdes de interfaces sao realizadas em Network -> Interface.

FortiGate 51B

System L
IP/Netmask

olumn Settings

[

C

@ Dashboard internal 10.123.123.1 / 255.255.255.0 HTTP,HTTPS,PING,S5H [+] [+]
* bashboard wanl 200.202.114.250 / 255.255.255.248 HTTP HTTPS,PING,55H [+] (1)
wan2 0.0.0.0 / 0.0.0.0 PING o o
= Options
= DNS Server
i = \Web Proxy
= = _________——==
System Edit Interface
=) Dashbeard Name internal (00:09:0F:5F:40:57)
= Dashboard Zlias I |
" Usage Link Status up

=158 Network

- [EEEN  addressing mode
ez
one Oopteer Operoe

= Opticns
i L.« DNS Server 17/ Netmask: J10.123.123.1/255.255.255.0 1
% [ Web Proxy
i %l DHCP Server Enable one-arm sniffer
l| ®w config i [ Enable Explicit Web Proxy
&HI@ Admin

o [ Enable cons
#He3] Certificates

&8 Maintenance [ override Default MTU Value (bytes)

Enable DNS Query
Administrative Access Murres Heme Hhrre

Mzz4 Osume Oltener

O oetect interface Status for Gateway Load Balancing
Dtect Server L ]

Detect Frotocol Fing [JTcF Eche [1UDP Echo

Spillever Thresheld I:l KEps

Router

» Secondary IP Address
Firewall
uTM
VPN

Description (63 characters)
User

Administrative Status @up0 Opown©
WAN Opt. & Cache

Endpaink I 0K I | cancel

Log&Report

| Apply
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5.6.1 VLANSs

FortiGate 51B

IP/Netmask

O internal 10.123.123.1 / 255.255.255.0 HTTR,HTTFS FING,55H [+] [+]
| wanl 200.202.114.250 / 255.255.255.248 HTTP,HTTFS,FING,55H [+] [+]
O wan2 0.0.0.0 / 0.0.0.0 PING [+] [+]
= Qptions
= DNS Server
L= Web Praxy
FortiGate 51B Q |t
Help Lot

New Interface

E@ Dashboard MName wan2_vlan100o

.~ = Dashboard Type VLAN

" Usage Interface Iwanz b I
=58 Network

i terface VLAN ID [100 |

= Zone

= Options mode
= DNS Server Oprce  OppPoE
“o= Web Proxy IP/Netmask: [toaii/zs ]

‘¢l DHCP Server
=
e Config [ Enable Explicit Web Proxy
I Admin O
{e5] Certificates Enable DONS
-&% Maintenance [ Enable DNS Query

Administrative Access Owrres . Cleing D HTTR
OssH Csnme CITELNET

[ petect Interface Status for Gateway Load Balancing

Detect Protocol Oring [J7CP Echo [JUDP Echo

e CR—
Firewall Spillover Threshold l:l KBps

uTM

p Secondary IP Address
VPN

User

'WAN Opt. & Cache

Description (63 characters)

Endpoint

Log&Report I oK I | cancel | | Apply |
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*Observacao: Em equipamentos como o Fortigate-51B a Interface ldgica
“Internal” refere-se ao switch ao qual pertencem as portas fisicas 1, 2 e 3. Desta
forma, quando a interface “Internal” é configurada com VLAN, cada uma das
portas fisicas do switch (portas 1, 2 e 3) também serdo configuradas com as

VLANs em questao.

5.6.2 Enderecos Secundarios

FortiGate 51B

Edit Interface

Link Status up

Addressing mode
@Manual O DHCP O PPPOE

1P/Netmask: 10.123.123.1/255.255.255.0

- Options
- DNS Server Enable one-arm sniffer
= Web Proxy [] Enable Explicit Web Proxy
i DHCP Server [T Enable DDNS
te Config [] override Default MTU Value (bytes)
& Admin
« Administrat Enable DNS Query ~ [recursive [=]
= Admin Profil Administrative Access @uTTPs  WlPING [@IHTTP
= Central Management
< @ssi Clsump [CTELNET
- Settings
Certificates
£ Mmaintenance [Cpetect Interface Status for Gateway Load Balancing
Detect Server
Detect Protocol [@ping  [CITCP Echo [UDP Echo
weight o
Route
Spillover Threshold 0 KBps
Firewall
utm » Secondary IP Address
VPN
o Description (63 characters)
ANl Administrative Status ®upd Opown®
Endpoint
Log&Report oK J cancel Apply
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FortiGate 51B

= @ Dashboard
= Dashboard

] Edit Interface

Enable one-arm sniffer

) * Usage [7] Enable Explicit web Proxy

8 Network =

JrmEs Enable DDNS

» Zone O override Default MTU Value (bytes)

* Options Enable DNS Query recursive [=]

= DNS Server

« Web Proxy Administrative Access HTTPS PING HTTP
£l DHCP Server #ssH  [Clsnmp CITELNET
= Config
r'a Admin [] Detect Interface Status for Gateway Load Balancing

= Administrators

Detect Server
= Admin Profile
» Central Management Detect Pratocel ping [CJTCP Echo [CUDP Echo

= Settings
Certificates
# Maintenance

Weight 0

Spillover Threshaold 0 KBps

w Secondary IP Address

| IP/Netmask

Detect Server Enable Detect Server Detect Protoc

Router

[10.11.22.1/24 |

IP / Netmask:

[ Detect Interface Status for Gateway Load Balancing

Detect Server

Detect Protocol [Clring  [CITCP Echo ClUDP Echo

Administrative Access  [ZIHTTPS [V PING ::HTrP

[“ssH ¥ snmp CITELNET

w Secondary IP Address
Add

IP/Netmask Detect Server Enable Detect Server Detect Protocol Administrative Access
10.11.22.1/24 disable https ping http ssh snmp i [
10.11.44.1/24 disable https ping http ssh snmp T [
10.11.88.1/24 disable https ping http ssh snmp i [

5.6.3 Forcar Velocidade e Modo de Operacao

Nao existe um opcao opcao para forcar o modo de operacdao de uma interface

através da interface web. Isto deve ser configurado através da CLI:

Fortigate51B # config system interface
Fortigate51B (interface) # edit wanl
Fortigate51B (wanl) # set speed 100full
Fortigate51B (wanl) # end
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5.6.4 Verificar Modo de Operacao das Interfaces

Fortigateb5lB # get system interface physical
== [onboard]
==[internal]
mode: static
ip: 10.123.123.1 255.255.255.0
ipve: ::/0
status: up
speed: 100Mbps (Duplex: full)
==[wanl]
mode: static
ip: 200.202.114.250 255.255.255.248
ipv6: ::/0
status: up
speed: 100Mbps (Duplex: full)
==[wan2]
mode: static
ip: 0.0.0.0 0.0.0.0
ipve: ::/0
status: down
speed: n/a
==[modem]
mode: static
ip: 0.0.0.0 0.0.0.0
ipve: ::/0
status: down
speed: n/a

5.6.5 Agregacao de Portas — 802.3AD

al

Logout

FortiGate 200B

Help

System Switch Mode

» port1 (Servicos) 192.168.222.208 / 255.255.248.0 HTTPS,PING,S5H,SNMP

ashboard
Dashboard

port2 (INTERNAL) 182.168.1.99 / 255.255.255.0 HTTPS,PING,SSH,SNMP
port3 0.0.0.0 / 0.0.0.0
port4 0.0.0.0 / 0.0.0.0
ports 0.0.0.0 / 0.0.0.0

port6 0.0.0.0/ 0.0.0.0
DNS Server

= Web Proxy

port? 0.0.0.0 / 0.0.0.0

oooooooop

ports 0.0.0.0 / 0.0.0.0
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FortiGate 200B

Certificates [T Enable pons

@ Maintenance

Administrative Access

FortiGate 200B

=] @ Dashboard

= Dashboard
== Usage

-5 Network

-

Name

Type

D Enable DNS Query

Available Interfaces

New Interface

802.3ad Aaareaate
Redundant Interface
Loopback Interface

PPPOE

0.0.0.0/0.0.0.0

= @ Dashboard Name
= Dashboard Type
el
) sage Interface
5 Netwark
e R
= Zone
« Options Addressing mode
- = DNS Server @manual  Oonep
* Web Proxy IP/Netmask:
Ll DHCP Server
= Config
‘E Admin |:| Enable Explicit Web Proxy

[Please Select] «

Cwres Clemvg Clare

[Cssn

Clsnmp Clrewner

New Interface

Aggregl

802.3ad Aggregate -

Physical Interface Members:

Selected Interfaces

‘tli DHCP Server
=1 Config
G Admin
{e5] Certificates Addressing mode

£} Maintenance @ &
'/ Manual

IP/Netmask:

\._/DHCP

_'PPPOE
0.0.0.0/0.0.0.0

FortiGate 200B

] @ Dashboard Name
= Dashboard Type

= Usage
£8) Network

- Zone

Available Interfaces

New Interface

Aggregl

802.3ad Aggregate -

Physical Interface Members:

Selected Interfaces

= Options
= DNS Server
- = Web Proxy

- ortil -

[ld DHCP Server
== Config
5 Admin
Certificates Addressing mode

#* Maintenance =
9/ Manual

-/ DHCP

1P/Netmask:

-l© b
Q

O pppoE
0.0.0.0/0.0.0.0

25

Firewall Fortinet - Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de

Engenharia e Operacgoes.
Pagina de 215



5.7 Rotas

As configuragOes de rotas sao realizadas em Router -> Static ->Static Route

FortiGate 51B

|

=3 Static
Y] Static Route

= Policy Route
®8% Dynamic
=@ Monitor

e | e | Do

FortiGate 51B

System
LRower |
(== Static
ETrTr—
~= Policy Route
#5% Dynamic
=@ Monitor

Edit Static Route

Destinztion 18/Mazk [0.0.0.0/0.0.0.0 |

[vani V]

[2c.202.114.243 |
[ Jr-ass)

[0 Jro-42s4s67295)

Device

Gatewsy

Distance

Priority

FortiGate 51B

——— D Creats New

(= = Static

l] Static Route

= Policy Routs

= _ = IP/Mask | Gateway |  Device | Distance ||
1

0.0.0.0/0.0.0.0 200.202.114.249 wanl

A configuracao de uma rota default é exemplificada através dos comandos abaixo:

Fortigate51B
Fortigate51B #edit 1
Fortigateb51lB (1)
Fortigate51B (1)
Fortigate51B (1)

# set device
# set gateway 200.202.114.249
# end

# config router static

"wanl"
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5.8 DNS

Alguns servicos (ex: atualizacao de assinatura do IPS) podem exigir que o
FortiGate execute a resolugcdo de nomes. Pode-se configurar DNSs através de
System -> Network -> Options

FortiGate 2008 (2]

Help

e—

Networking Options

System

= @ Dashboard
= Dashboard

DNS Settings
-~ = Usage )
? Primary DNS Server 200.215.179.99
=@ vDOM I_ I
= VDOM Secondary DNS Server I 200.215.179.97 I

= Global Resources Local Domain Name

=g Network

" Interface Dead Gateway Detection
) Detection Interval 5 (seconds)
== Config
i ua Fail-over Detection 5 (lost consecutive pings)

= SNMP v1/v2c Apply

= Replacement Message

6 Firewall

6.1 Regras

As regras podem ser configuradas em Firewall-> Policy -> Policy.

FortiGate 51B Q| » =:RTINET

Help Logout

[ Column Settings ] @ Section View O Global Viey
¥ Action ¥ Status

System

¥ Destination ¥ Schedule

floulesn internal -> wanl (1)

Firewall wanl -> internal (4)

= Bolicy Implicit (1)

olicy
= Central NAT Table
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Section View
FortiGate 51B

=:RATINET

System [ Column Settings ] |® Section View| O Glabal View
¥ Action T Status
Router
E\ policy wanl -> internal (4)
|| 3 @ all © UbuntuMaster Ext Int always @ ANY ACCEPT
H @ UbuntuServerl Ext In
--= Central NAT Table O 4 o all t always @ ANY ACCEPT
= DoS Palicy O B o all L] 2huntu53mer2 Ext In etz @ ANY ACCEPT
= Sniffer Policy u
] 5 o all @ UbuntuServer3 Ext In always ° ANY ACCERT
= Protocol Ophions t
H T licit (1
@-}=] Address p Tmplicit (1)

FortiGate 51B

System
S . T Destination
outer
F 1 1 internal wani e all @ all always @ ANY ACCEPT
O 2 ] wani internal o all o UbuntuMaster Ext Int always @ ANY ACCEPT
Palicy 0 E] 4 want internal o all 0 Qe = always o ANY ACCEPT
' O 4 5 wani internal @ all @ w always @ ANY ACCEPT
= Central NAT Table Ui
. @ UbuntuServer3 Ext In
5 [ wanl internal o all s always @ ANY ACCEPT
= DoS Policy o 7 t ¥ ©
- Sniffer Policy Fl [ any any a all @ all always @ ANY DENY Implicit
- = Protocol Options

6.1.1 Regra Default

Por default o Fortigate realiza o NAT dos acessos internos para o endereco externo
da WAN1 do firewall:
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6.2 NAT

FortiGate 51B

Edit Policy

System

Router Source Interface/Zone [ |

Soure aderes [an 5 3 e
=] Policy Destination Interface/Zone [ |
T | | oestination address [l ¥ = mutiple
* Central NAT Table Schedule [always 5|
* Dos Palicy ——
Service [any | =l muttiple
* Sniffer Policy (|
H | action [accerT -

= Protocol Options

#f Address Log Allowed Traffic

# LG service
#{7) Schedule NAT
# &) Traffic Shaper O Mo NAT

#-@ virtual 1P .
@ Enable NAT _IDynamic IP Pool
¥ (3 Load Balance

© use Central NAT Table
[ Enable Identity Based Policy

O utm
[ Traffic Shaping [

Reverse Direction Traffic Shaping |

]
|
[ per-17 Traffic Shaping [ ]
|

[ Enable Endpoint NAC [

Comments (maximum 63 characters)

user | oK |~ cancel

6.2.1 Exemplo 1 - Virtual IP (VIP) - NAT de Entrada

Endereco Interno: 10.123.123.10
Enderego Externo: 200.202.114.251

1. Criar Virtual IP

FortiGate 51B

O create New

System

Service Port
Router

e
&F Policy
= palicy
= Central NAT Table
= DosS Policy
. Sniffer Palicy
[ Protocal Options
-[2] Address
= Address
= Group
- @ Service
-3 Schedule
Traffic Shaper
=48y Virtual 1P

= VIP Group
= IP Pool
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FortiGate 51B

BN ——a
Add New Virtual IP Mapping

Mame |VIP_serverLabl |
External Interface
&-[E] Policy Type Static NAT
= Policy External IP Address/Range  [200.202.114.251 ]
o Central NAT Table
= DS Policy Mapped IP Address/Range  [10.123.123.10 T
. Sniffer Policy O port Forwarding
= Protocol Options
| 0K | | Cancel |
(2] Address
v Address
[ Group
- @ Service
[@ schedule
Traffic Shaper
-4 Virtual IP
B virtual 1P
Lo vIP Group
“es IP Pool B

2. Criar regra de entrada

FortiGate 51B 0 =:RTINET

Help Logout
Ad - - — . .
System @ create New|T o Far Delste ave To Insert [ Column Settinas 1 & Section View O Global View
D ource De atio edule e e Actio A
 Implicit (1)
o all aal always ° ANY DENY Implicit

= Central NAT Table
= DoS Palicy

= Sniffer Policy

: [ Protocol Options
& fa Address
= Address

= Group
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FortiGate 51B

Help

System New Policy

Router Source Interface/Zone [wan1 |
Source Address all 2 |E Multiple
Destination Interface/Zone |mterna| ~|
H A v ~] =
+ Cantral NAT Tabla Destination Address |vIP_ServerLab1 ] =l multiple
= DoS Policy Schedule | always i |
o Sniffer Policy Service IssH v | =l Muttiple
“-= Protocol Options
[E address Action LacceeT ~]
= Address Log Allowed Traffic
e Group
Ca Service MNAT
[@ schedule @ No NAT
& Traffic Sh .
raie shap=r O Enable NAT Dynamic IP Pool
@ virtual IP o
- Virtual 1P Use Central NAT Table
= VIP Group
L 1P Pool [ Enable Identity Based Policy
) Load Balance

Oum
O Traffic Shaping \

Reverse Direction Traffic Shaping \

O per-IP Traffic Shaping [

[ Enable Endpoint NAC \

Comments (maximum 63 characters)

utMm
VPN E
User I OK I | Cancel

*QObs: Mesmo sem habilitar o NAT na regra, o NAT sera realizado pois foi definido
no Virtual IP.

6.2.2 Exemplo 2 - IP Pool — NAT de Saida

Este exemplo apresenta um configuracdo de NAT de saida (source NAT) com
traducado 1 para 1, usando o método de IP Pool.

Neste exemplo o endereco interno 192.168.1.100 sera traduzido para
200.189.190.108 quando for encaminhado para a Internet.

1. Criar endereco interno
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FortiGate 200B

System
L

oy  IP/Netmask
.

Policy + IP Range

E SSLVPN_TUNNEL_ADDR1

Q | O | <:RATINET

ddross | FoDN

0.0.0.0/0.0.0.0 Any

10.0.0.[1-10] Any

FortiGate 200B ‘
R S—
System New Address
Router Address Name |Addrinternall |
% Type Subnet / IP Range | ¥ |

-] Policy Subnet /1P Range [192.168.1.100/32 ]
=-{z] Address

. Interface any =]

-+ Group I oK ] cancel |
=-C& Service
®{T) Schedule

= e e

2. Criar IP Pool com o enderego externo

FortiGate 200B

[ Creats New
L

System

Router

Firewall

‘| Policy
{2] Address
-Ca& Service
@) schedule
Traffic Shaper
Virtual IP

= Virtual IP

= VIP Group

(1) Load Balance
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FortiGate 200B

System

Router

(2] Address
- Service
-3 Schedule
-] Traffic Shaper
@y virtual 1P
= Virtual IP
= VIP Group

Load Balance

3. Criar regra de saida

FortiGate 200B

System

Router

 Implicit (1)

0

@ Create New ~

= ——

—

New Dynamic IP Pool

Name |PoclExternall

IP Range/Subnet |200.159.1QD.1DE

o all @ all

always

° ANY DENY

= Central NAT Table

DeS Policy
= Sniffer Policy
“- = Protocol Options

FortiGate 200B

I —

+[Z| Policy

= Central NAT Table
i-= DoS Policy
= Sniffer Policy
“-= Protocol Options

=] Address

& Service

-3 Schedule

&) Traffic Shaper

-3 virtual 1P

@ Load Balance

User

WAN Ont R Cacha

Source Interface/Zone
Source Address
Destination Interface/Zone
Destination Address
Schedule

Service

Action

Log Allowed Traffic

) Use Central NAT Table

[[] Enable Identity Based Policy

[ umm
[] Traffic shaping
Reverse Direction Traffic Shaping
"1 per-1P Traffic Shaping
[C] Enable Endpoint NAC

Comments (maximum 63 characters)

New Policy

Lany
[Addrinternalt Multiple
|porti6(internet)
[al Multiple

always

Lany 1= muttiple
[accerT B4 |

[#I Dynamic IP Pool | PoolExternal1 Ell

[Please Select] A7

[Please Select] =

[Please Select] -

~

[Please Select]

| OK I | Cancel |
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- amn
FortiGate 200B Q | I» Z=RTINET
Help Logout
System (@ Create New [ Column Settings ] Section View @ Global View
e D 0 De : A P P

Router =
e 1 1 1 any portl6 o AddrInternall @ all @ ANY @ ACCEPT PoolExternall
m ] 2 any any @ all @ all @ ANY DENY Implicit

Central NAT Table
= DoS Policy

6.2.3 Exemplo 3 - Virtual IP (VIP) - NAT de Saida

Este exemplo apresenta um configuracdo de NAT de saida (source NAT) com
traducado 1 para 1, usando o método de Virtual IPs.

1. Criar Endereco do Range Interno

FortiGate 51B

System

| —

&-[E] Policy

{ = Palicy

Central NAT Table
Daos Policy

= Sniffer Policy

i ' = Protocol Options
=15 Address

HEL Address
Lo Group

New Address

Address Name IAddr_IntemaI_Range |
Type Subnet / IP Range %
subnet / IP Range [10.123.123.[100-102] |

| OK I | Cancel

2. Criar Virtual IP do Range Externo
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FortiGate 51B

System

Router § Name

=-E] Policy Type

-= Central NAT Table

-= Protocol Options
-5 Address
= Address
= Group
-G Service
@ Schedule
Traffic Shaper
3 virtual IP

= VIP Group
= IP Pool

3. Criar Regra de Saida - Usar o Endereco do Range Interno no Source.

FortiGate 51B

System
Router
N
& [ Policy
W bolicy
-+ Central NAT Table
= Dos Policy
= sniffer Policy
= Protocol Options
[ Address
G senvice
@ Schedule
Traffic Shaper
@ virtual 1P
@ Load Balance

* Policy External IP Address/Range [200.202.114.252
» DoS Policy Mapped IP Address/Range  |10.123.123.100

= Sniffer Palicy [ Port Forwarding

Add New Virtual IP Mapping

Jvip_NAT_1 to_1 |

External Interface

Static NAT

200.202.114.252
10.123.123.100

I OK l | Cancel

Source Interface/Zone [linternal ~1

Source Address Addr_Internal_Range ~ || =l muttiple
Destination Interface/Zone [wan1 ~]
Destination Address [an ~ | = multiple
Schedule [Eways <
Service [ any ~ | = Multiple
Action [accerT ~]
NAT

O nNo NAT

© Enable NAT Dynamic IP Pool

O Use Central NAT Table
[J Enable Identity Based Policy

O umm

[ Traffic Shaping [

Reverse Direction Traffic Shaping |

[ per-IP Traffic Shaping [

O Enable Endpoint NAC [
Comment its (maximum 63 characters)

4. Criar Regra de Entrada - Usar o Virtual IP do Range Externo

*Obs: E necessdrio criar uma regra de entrada mesmo que néo exista a
necessidade de acessos do ambiente externo para o interno. Esta regra
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é necessaria para que o NAT funcione corretamente. Ver pagina 124 do
manual Fortigate Fundamentals — FortiOS Handbook 4.0 MR2 - "“Using
VIP range for Source NAT (SNAT) and Static 1-to-1 mapping”.

O exemplo a seguir apresenta uma configuragdao em que nao ha a necessidade
de acessos do ambiente externo para o interno. Neste caso deve-se entao criar
uma regra de entrada onde o Action é DENY.

FortiGate 51B

System New Policy
Router Source Interface/Zone fwani ~|
[ rrewan | —— D S e
EH[E] Policy Destination Interface/Zone |internal ~|
+ Central NAT Table Destination Address |VIP_Static_ NAT 1 to 1 v] =l Multiple
~= DoS Policy Schedule | always |
- gniffer Policy Service [any ~ | =l Multiple
-~ = Protocal Options
] Address Action |DENY ~|
& Service Log Violation Traffic
[ Schedule
-] Traffic Shaper Comments (maximum 63 characters)
-@Vn‘tual 1P Apenas para permitir o NAT 1 para 1.
Load Balance
i
I OK I I Cancel |

5. Configuracgao Final:

FortiGate 51B © L FoRATINET
System Create New ~ V [ Column Settings ] @ Section View O Global viey

T Destination
fouiey internal -> wan1 (1)

Fl 4 @ Addr_Internal Range @ all always @ ANY ACCEPT @ I
wanl -> internal (2)

Policy
B policy O =z oan e satcallalsta always @ ANY DENY ) I

= Central NAT Table -
= DoS Policy
= Sniffer Palicy

i~ = Protocol Options
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6. Verificacdao do NAT no Log

FortiGate 51B Q o

Heb Logout

O pisk ® Memory @ Formatted O Raw
e 1 2010-05-10 1 warning  violation 3 114.36.191.137 200.202.114.254 445ftep 0 0 3 3
Firewall 2 2010-05-10 130 notice allowed 2 [10123.123.102]200.108.64.65  s3udp e 208 200.202.114.254] 4 4
— 3 2010-05-10 notice  allowed 2 |10.123.123.102|200.198.64.65  S3udp 64 127 200.202.114.254] 4 4
4 2010-05-10 notice  allowed 2 23.102 |200.138.64.65  53/udp 54 127 200.202.114.254| 4 4
e 5 2010-05-10 notice  allowed a .123.123.101 |200.198.64.65  S3/udp 64 127 200.202.114.253] 4 s
user 6 2010-05-10 notice  allowed 2 |10.123.123.101 [200.198.64.65  S3udp 64 208 200.202.114.253 | 4 4
NS 7 2010-05-10 notice  allowed 2 |10.123.123.101 [200.188.64.65  S3udp 64 127 200.202.114.253] 4 4
- 8 2010-05-10 notice  allowed 2 [T0125.125.100|200.188.64.665 S3/udp 64 127 [200.202.110 250 ¢ 4
Endpoint 9 2010-05-10 notice  allowed 2 |10.123.123.100 |200.108.64.65  s3udp 64 208 200.202.144.252| 4 4
Log&Report 10 2010-05-10 notice  allowed 2 |10.123.123.100 |200.198.64.65  S3/udp 64 127 200.202.114.252] 4 4
/|| 11 2010-05-10 notice  allowed 2 10.123.123.102 98.207.226.113 E0/tcp a3 33 200.202.114.254 4 4
- Application Control || 12 2010-05-10 notice  allowed 2 10.123.123.101 98.207.226.113 BO/tcp a3 280 200.202.114.253 4 4
- oLp 13 2010-05-10 warning violation 3 10.123.123.103 208.67.222.222 S3/udp 0O 0 0 0
« Email Filter 14 2010-05-10 warning violation 3 10.123.123.103 200.196.6483 53/udp O 0 ) 0
« Attack 15 2010-05-10 warning violation 3 10.123.123.103 200.138.64.65 S3/udp O 0 0 0
+ web Filter 16 2010-05-10 notice  allowed 2 10.123.123.100 98.207.226.113 80/tcp 498 280 200.202.114.252 4 4
.+ Antivirus 17 2010-05-10 115 warning violation 3 10.123.123.103 208.67.222.222 S3/udp 0 0 0 0
+ Event 16 2010-05-10 13:40:12 warning violation 3 10.123.123.103 200.196.6483 53/udp O 0 ) 0
132010-05-10 13:40:07 warning violation 3 10.123.123.103 200.138.64.66 S3/udp O 0 o 0
: | |150 2010-05-10 13:4n:01 warninn viclafion 3 10193173103 A7 322232 Sudn 0 n n n

6.2.4 Exemplo 4 - Central NAT Table - NAT de Saida

Este exemplo apresenta um configuracdao de NAT de saida (source NAT) com
traducdao 1 para 1, usando o método de Central NAT Table para as traducdes de
saida. Para as tradugoes de entrada serd usado o método de Virtual IP.

FortiGate 51B

Router

Source Address

Tranzlated Address

Criginal Source Port

=] Policy

= Policy
il Central NAT Table

Translated Fort

0K | I Cancel

= DoS Policy

* Sniffer Policy

= Protocol Options
=H2l Address

= Address

= Group
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7

Address Name |2ddr-ServerLabi-Internal |

Type Subnet / IP Range [

Subnet / IP Range [10.123.123.10 |

I 0K I |

Cancel

K

|+

FortiGate 51B

&-[E| Policy Qriginal Source Port

V|EJ Multiple

System
Router Source Address [Addr-ServerLabi-Internal
==

|~ IEJ Multiple
=

- Policy Translated Port 1

g Central NAT Table

©o" Dos Policy
= Sniffer Policy

* Protocol Options

New Dynamic IP Pool

0K

Cancel

Marmne |iFPocl-ServerLabi-External

IF Range/Subnet |2DD.202. 114.252/32

] |

Cancel

X

FortiGate 51B

Verificar a regra de NAT criada na Central NAT Table e se o seu status

enabled:

= Sniffer Policy

~-® Protocol Options

Router Source Address [2ddr-serverLabi-Internal ~| =l multiple
m Translated Address  [IFFool-ServerLabi-External »|| Zl Multiple
&[] Policy QOriginal Source Port Il Il{f___ |
* Policy Translated Port It | EEEES |
S Central NAT Table
. | 0K
~= DoS Policy

Cancel

esta
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FortiGate 518 Q| ¥ pE=ATINET

System © create New

m NAT ID Orlglnal Address Original Port Translated Address Translated Port

9 Addr-Serverlabl-Inte 1-g3535 9 IPPool-Serverlabl-Ex 1-63535
rnal ternal

Router

- ]
Firewall

&HE| Policy
- Policy
BN

oor De3 Policy
= Sniffer Policy

= Protocol Options

T Destination T Schedule T Service

Router

Firewall

& Policy
B Policy

= Central NAT Table
= DoS Policy
= sniffer Policy

= Protocol Gptions

FortiGate 51B

New Policy

Source Interface/Zone internal |

Source Address IAddr-SErvErLah1-]nterna\ | =l Multiple

Destination Interface/Zone

Router

Firewall

z
El
<

S (] Policy

L Policy Destination Address E_ S = multiple
* Central NAT Table Schedule | e ~1
== DS Policy Service ANY S| = muitiple

* Sniffer Pelicy

« Brotocel Gptions Action [AcCET >l
& u Address | ¥l Log Allowed Traffic |
& GG Service I
{3 Schedule NAT %
@ &] Traffic Shaper © Ho NAT
&4 virtual IP

Q© Enable NAT Dynamic IP Pool

# 69 Load Balance
© Use Central NAT Table

[ Enable 1dentity Based Policy

O utm

O Traffic Shaping

Reverse Direction Traffic Shaping ||

[ per-1p Traffic Shaping [P

[] Enable Endpoint MAC [P

Comments (maximum 63 characters)

uTM

VPN

e —

WAN Opt. & Cache

Supondo que este equipamento recebera conexdes provenientes da Internet
deve-se fazer um NAT de entrada. O NAT de entrada é realizado através de um
Virtual IP.
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FortiGate 51B

System

Router

= Group [ )
&-6@ Service
~* Predefined
~® Custom
* Group
23 Schedule

== Recurring

~® One-time

~* Group
=& Traffic Shaper
= Shared

Virtual 1P
= VIP Group

FortiGate 51B

Add New Virtual IP Mapping

System

Router Name |v17-server-tabs |
% Group e Type Static NAT

=1 service External IP Address/Range [200.202.114.252 [
[ " Predefined L ]

External Interface

Mapped 1P Address/Range |10.123.123.10
-+ Custom

- Group [ Port Forwarding

o 1]

Cancel |

* Recurring
* One-time

* Group
=& Traffic Shaper
* Shared
* Per-1P
4% virtual 1P
o Virtual 1P
= ® VIP Group
% IP Paol
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FortiGate 51B

System New Policy
Router Source Interface/Zone Lvan1 ~|
Souree diress T 2] ot
== Pelicy Destination Interface/Zone |\nterna| |
- Destination Address | viF-Server-Labl | =l Multiple
= Central NAT Table schedule [Flway= |
* Do Policy Service [icriE_2ny ] = Multiple

= Sniffer Policy

v
« Protocol Options Actien LAcErT ]
=-f&d Address
h| = Address o
1 * Group 0 war
| =6 service N @ No NAT
* Predefined
O Enable NAT Dynamic IP Pool
= Custom
« Group O Use Central NAT Table
=3 Schedule
= Recurring [ Enable 1dentity Bazed Folicy
* One-time
" Group O utm
= &) Traffic Shaper .
[ Traffic shaping [T ]
* Shared
« Per-1p Reverse Direction Traffic Shaping [ [© |
=@ virtual 1P [ er-19 Traffic Shaping [ ]
* Virtual IP
[ Enable Endpoint NAC I |
= VIP Group
Comments (maximum &3 characters)
= 1F Fool

#(1) Load Balance

FortiGate 51B

System
T Source T Destination T Schedule
Router
w internal -> wan1 (1)
Firewall — =
O 1 " 7:‘::; SuppatatSnta @ all alvays @ ANY ACCEPT
EH[E Policy [ wanl > internal (1)

- T

* Central NAT Table
= DoS Policy

F 2 @ all & VIP-Sarver-labl slvays @ ICMP_ANY ACCEPT
3 Impheit (1)

i Sniffer Policy

& Drmbmenl Cmbinee

6.2.5 Exemplo 5 - Varios NAT de Entrada na Mesma Regra

Help

FortiGate 200B Q ‘ e ‘ F::RTINET

System ) Create New .

Service Port Map to IP/IP Range Map to Port
Router

=1 VIP_NAT108 port16(Internet)/200.189.190.108 192.168.1.100
m O VIP_NAT109  port16(Internet)/200.189.190.109 192.168.1.101
Service
[[@ Schedule
Traffic Shaper
=@y virtual 1P
o
= VIP Group
IP Poal
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FortiGate 200B

() Create New

System

Router

ACCEPT

F:ER

=[] Policy

6.3 Session/Service Timeout

N3o é possivel ajustar o time-out/TTL dos servicos através da interface web. Para

tanto deve-se usa a CLI.

Verificar o TTL usado nas sess0es e servigos:

Fortigate51B # get system session-ttl
default : 3600
port:

Ajustar o TTL:

- Default para 300 segundos (todos 0s servicos);
- TCP/80 (HTTP) para 120 segundos;
- UDP/53 (DNS) para 60 segundos;

Fortigate51B # sh system session-ttl
config system session-ttl
set default 300
config port
edit 80
set protocol 6
set timeout 120
set end-port 80
set start-port 80
next
edit 53
set protocol 17
set timeout 60
set end-port 53
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set start-port 53

next
end
end

7 Log

A configuracao e acesso aos logs é realizado através de Log&Report;

FortiGate 51B

D nsfresh I Clear All Filters

System

Router

2010-05-11

Firewall 2 2010-05-11 15:12:24
3 2010-05-11 151222
uTH
4 2010-05-11  15:11:54
| VPN f 5 2010-05-11 15:11:54
— 6 2010-05-11  15:11:54
7 2010-05-11  15:11:52
WA Mol i nchie, 8 2010-05-11  15:11:52
Endpoint 9 2010-05-11  15:11:52
LoaRReport 10 2010-05-11  15:11:50
e
09 =ePo 11 2010-05-11  15:11:50
4% Log Config 12 2010-05-11  15:11:49
13 2010-05-11  15:11:44
+ Application Contral 14 2010-05-11  15:11:44
. oLe 15 2010-05-11  15:11:44
« Email Fiter 16 2010-05-11  15:111:21
17 2010-05-11  15:11:20
= Attack
o Fil 18 2010-05-11  15:11:19
* Web Filter 15 2010-05-11  15:11:18
* Antivirus 20 2010-05-11  15:11:17
* Event 21 2010-05-11  15:11:06
] Traffic 22 2010-05-11  15:11:06
« Network Scan 23 2010-05-11  15:11:06
#-59 Archive Access 24 2010-05-11 15:11:05

25 2010-05-11 15:11:03

T Level

notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice

notice

[ column Settings

7 Sub Type
alloved
alloved
allovied
allovied
allovied
allovied
allovied
alloved
allovied
allovied
allovied
allovied
allovied
alloved
alloved
alloved
alloved
allovied
allovied
alloved
alloved
alloved
alloved
alloved

zllowed

Oipiske & memon

TID Y Source

LI I R R R R ¥ ¥ R S RV VR S VR R VR R VY VR YRR

AEE,
figah
figah
figah
figah
figsh
SEE
figah
figah
figah
figsh
figsh
BE,
BE,
BE,
SEE,
figah
figsh
BE,
BE,
SEE,
AEE,
AEE,
figah

123,
123.
123.
123.
123.
123.
123.
123.
123.
123.
123.
123.
123,
123,
123,
123,
123.
123.
123,
123,
123,
123,
123,
123.

T Destination

98.207.
98.207.
208.67.
208.67.
208.67.
208.67.
208.57.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
208.67.
98.207.
98.207.

226.
226.
222.
222.
222.
222.
222.
222.
222.
222.
222.
222.
222,
222,
222,
222,
222.
222.
222,
222,
222,
222,
226.
226.

113
113
222
222
222
222
222
222
222
222
222
222
222
222
222
222
222
222
222
222
222
222
113
113

80/tcp

80/tcp

s3/udp
s3/udp
s3/udp
s3/udp
53/udp
s3/udp
s3/udp
s3/udp
s3/udp
53dp
S3/udp
S3/udp
S3/udp
S3/udp
s3/udp
s3/udp
S3/udp
S3/udp
S3/udp
S3/udp
80/tcp

80/tcp

Received

100
100
100
100
108
e

57

57

280
280

FEERTINET

@ Formatted O Raw
T Tran IP

200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
200.202.114.252
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71

FortiGate 51B

FEERTINET

System D Refrash @ Clear all Filtars [ Column settings Opisk @ Mamory ® Formatted O Raw
# 7 Date 7 Time 7 ID ¥ Source 7 Destination 7 Source Interface 7 Destination Interface 7 Destination Port 7 Ser o Log Details "
Router 1 2010-05-11 3 211.35.147.122 200.202.114.252 vanl. e 21 21/t
Date 2010-05-11
Firewall 2 2010-05-11 3 211.35.147.122 200.202.114.252 vani vani 21 21/t
uth 3 2010-05-11 15:131152  10.123.123.10 208.67.222.222 internal wani 53 53/udp] '™ 1izas
4 2010-05-11 15:13:152 10.123.123.10 208.67.222.222 internal [} vani 53 53/udpf-eve! (=EE2
VPN 5 _2010-05-11 15:13:15 2 10.123.123.10 208.67.222.222 internal vanl 53 53/udgfSub Type alls,
— 6 2010-05-11 15:13:132  10.123.123.10 208.67.222.222 internal van1 53 s3/udpf 1D 2
" 7 2010-05-11 15:13:132  10.123.123.10 208.67.222.222 intemal vani 53 53/udplireual Domain root
MO i ehey [| e 2010-05-11 15:13:132  10.123.123.10 208.67.222.222 internal van 53 EEICCE M. ars
Endpoint [| 9 z010-05-11 15:13:11 2 10.123.123.10 208.67.222.222 intemal van1 53 s3/udn)
Tran Displey snat
102010-05-11 15:13:112  10.123.123.10 208.67.222.222 internal van1 s3 s3/udn)
g&Report Sourcs 10.123.123.10
112010-05-11 151131112 10.123.123.10 208.67.222.222 internal vani 53 53/udp]
# {5 Log Config 122010-05-11 15:12:26 2 10.123.123.10 98.207.226.113 internal van1 20 80/tcp [Sourcs Name 112312310
53 Log Access 132010-05-11 15:12:24 2 10.123.123.10 98.207.226.113 internal van 0 80/tp |Source Port 35742
« application Control 142010-05-1115:12:22 2 10.123.123.10 98.207.226.113 internal van 0 80/tcp |Destination 208.67.222.222
L DLp 152010-05-11 151111542  10.123.123.10 208.67.222.222 internal van1 53 53/udplDestination 208.67.222.222
+ Email Filter 162010-05-11 15:11:54 2 10.123.123.10 208.67.222.222 internal vani 53 53/udglNam=
- 172010-05-11 15:11:54 2 10.123.123.10 208.67.222.222 internal van s3 S3/udpl|Destination Port 53
= Attac
web Fil 182010-05-11 15:11:52 2 10.123.123.10 208.67.222.222 int=rnal van1 53 s3/udpfTran 1P 200.202.114.252
- “Et iter 192010-05-11 151111522 10,123.123.10 208.67.222.222 internal vani sz 53/udpfrran Bort 35743
—u Antivirus
202010-05-11 15:11:52 2 10.123.123.10 208.67.222.222 internal vani 53 EETEr s3/udp
Event 212010-05-11 15:11:50 2 10.123.122.10 208.67.222.222 internal vanl 53 sa/udel =
P—— oE
= Network Scan 232010-05-11 15:11:492  10.123.123.10 208.67.222.222 internal van1 53 53/udp| chrery -
@5 Archive Access 242010-05-11 15:11:44 2 10.123.122.10 208.67.222.222 internal van 53 52/udpl o a0
252010-05-11 15:11:44 2 10.123.123.10 208.67.222.222 internal vani 53 sz2/ueel . 1
ule
262010-05-11 15:11:44 2 10.123.123.10 208.67.222.222 intarnal van s3 saudef
Policy 1D 1
272010-05-11 15111121 2 10.123.123.10 208.67.222.222 internal wan1 53 FEVTT i
282010-05-11 15:11:20 2 10.123.123.10 208.67.222.222 internal vani s3 53/udp] 5= -
29 2010-05-11 15:11:19 2 10.123.123.10 208.67.222.222 internal vanl 53 53/udgf fecsived o
302010-05-11 15:11:18 2 10.123.123.10 208.67.222.222 internal van1 53 s3/udpfsent Packes 1
312010-05-11 15:11:17 2 10.123.123.10 208.67.222.222 intarnal van1 s3 s3/udpfReceived :
322010-05-11 15:11:06 2 10.123.123.10 208.67.222.222 internal vani 53 53/udplPacksts
332010-05-11 15111106 2 10.123.123.10 208.67.222.222 internal vanl 53 53/udpf VPN (iR
342010-05-11 15:11:06 2 10.123.123.10 208.67.222.222 intarnal van1 s3 53/udpfSource Intarfsce  intamal
352010-05-11 15:11:05 2  10.123.123.10 98.207.226.113 internal vani 80 80/tzp |pastination .
362010-05-11 15:11:03 2 10.123.123.10 58.207.226.113 internal vani 80 80/tzp |Interfzce

FortiGate 51B

System

Router
Firewall

UTHM

1
2

VPN

User

Endpoint

Log&Report

| WAN Opt. & Cache H

WM s Mmoot kL

e
(=

D refrezh

Configuracao

2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11
2010-05-11

W clear Al Filters

15:12:26
15:12:24
15:12:22
15:11:54
15:11:54
15:11:54
15:11:52
15:11:52
15:11:52
15:11:50
15:11:50

notice
notice
notice
notice
notice
notice
notice
notice
notice
notice

notice

T Level

[ column se ftings

T Sub Type

allowed
zllowed
allowed
allowed
allowed
allowed
allowed
allowed
allowed
allowed

allowed

W[t J/ae o

ODisI—c @ Memory

TID

2

(TS R S S N OV I R R

T Source
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10
10.123.123.10

98.207.226.113
98.207.226.113
98.207.226.113
208.67.222.222
208.67.222.222
208.67.222.222
208.67.222.222
208.67.222.222
208.67.222.222
208.67.222.222
208.67.222.222

T Destination

80/tcp 427
80/tcp 427
80/tcp 427
53/udp 54
53/udp 54
53/udp 54
53/udp 54
53/udp 54
53/udp 54
53/udp 54
53/udp 54
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Available fizlds:

Show these fields in this order:

Virtual Domain
Dir Display
Tran Display
Source Mame
Source Port

ran ol
Protocol

Application Category
Duration

Rule

Policy 1D

Sent Packets
Received Packets

|

estination Interrace
Serial Number
Status

Date

Time

jin}

Source
Destination
Service
Sent
Received
Tran IF

0K

Move Up

Cancel |

Available fields:

Show these fields in this order:

Virtual Demain

Dir Display

Tran Display

Source Name
Source Port
Destination Name
Tran Port

Protocol

Application Category
Duration

Rule

Policy ID

Sent Packets
Received Packets
VPN

Destination Interface
Serial Number
Status

User

Group

|

Cate

Time

i}

Source
Destination

Service
Sent
Received
Tran IP

FortiGate 51B

System

D Refrezh

W cClear Al Filtars

Router
Firewall

UTHM

# 7 Date T Time Y IDT
1 2010-05-11 15:13:15 2
2 2010-05-11 15:13:15 2

3 2010-05-11 15:13:15 2

Source

[ column Settings

" Destination ¥ Source Interface 7 Destination Interface 7
10.123.123.10 208.67.222.222 |nternal

10.123.123.10 208.67.222.222 internal wanl
10.123.123.10 208.67.222.222 internal wanl

Destination Port 7 Service ¥

53/udp
53/udp
53/udp

Firewall Fortinet - Fortigate.doc
Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de
Engenharia e Operacgoes.

Pagina de 215

Logout

64

64

45




7.2 Filtro

FortiGate 51B

System

Router
Firewall

uUtTM

VPN

User

WAN Opt. & Cache

Endpoint

a

=

#
i1 2010-05-11 15:13:15 2
2 2010-05-11 15:13:15 2
3 2010-05-11 15:13:15 2
4 2010-05-11 15:13:13 2
S 2010-05-11 15:13:12 2
6 2010-05-11 15:13:13 2
7 2010-05-11 15:13:11 2
8 2010-05-11 15:13:11 2
9 2010-05-11 15:13:11 2
=

AAYALAS.1 1 AS.40.98

Time

10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222
10.123.123.10 208.67.222.222

1M 4779 4799 40 Q0 AT NE 119

internzal
internal
internal
internzal
internal
internal
internal
internal

internal

L ___

Fiters

Destination

Date
Time
jin}

Eource in!e!ace

Destination Interface
Destination Port
Service

Sent

Received

Tran IF

[ Clear All Filters]

[—o——]!

The destination IP address or FQDN

Cancel |

&3]

53
53
53
53
53
53
53
53
53

on

FortiGate 51B

System

D Refrezh

Router
Firewall

UTHM

12010-05-11
22010-05-11
3 2010-05-11
42010-05-11

VPN

User

52010-05-11
62010-05-11

WARN Opt. & Cache

Endpoint

Log&Report

# ¥ Log Config

7 2010-05-11

O

i |

T Time

Clear All Filters

ID 7 Source

2
12:24 2 10.123.123.
12:22 2 10.123.123.
11:05 2 10.123.123.
11:03 2 10.123.123.
111:01 2 10.123.123.
09:05 2 10.123.123.

E calumn Settings ODisl—c @Memory
Source Interface 7

Destination 7
internal
internzal
internzl
internal
internal

internal

internal

wanl
wanl
wanl
wanl
wanl

wanl

Destination Interface 7

a0
eo
80
80
80
80

Logeut

Destination Port 7 Service ¥

80/tcp

20/tcp 427
20/tcp 427
80/tcp 427
20/tcp 427
20/tcp 427
80/tcp 323
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FortiGate 51B

D refrezh

System
Router 112126 2
Firewall 2010-05-11 15:12:24 2
2010-05-11 15:12:22 2
UtTM
2010-05-11 15:11:05 2
VPN 2010-05-11 15:11:03 2
User 62010-05-11 15:11:01 2
7 2010-05-11 15:09:05 2
WAN Opt. & Cache
Endpoint

7.3 SYSLOG - Log Remoto

FortiGate 51B

System

Router

Firewall

|| user

| wan opt. & cache

Endpoint

Log&Report

- EventLog
&4 Log Access

« Application Control

o

« Email Filter

« Attack

* Web Fiter

* Antivirus

- Event

= Traffic

« Network Scan
=49 Archive Access

« 1S Packet

* Quarantine

W clear &l Fil Rr=

T Date T 1ime T 1T Source

[ column Settings ODisl—c @Memor',r

10.123.123.10 98.207.226. internal

10.123.123.10 98.207.226.113 internal wanl
10.123.123.10 98.207.226.113 internal wanl
10.123.122.10 98.207.226.113 internal wanl
10.123.123.10 98.207.226.113 internal wanl
10.123.123.10 98.207.226.113 internal wanl
10.123.123.10 98.207.226.113 internal wanl
2 L2

9] Enable IPS Packet Archive
Disk
Minimum log level Information +
When log disk is full Overwrite oldest logs ~
) Enable DLP Archive
[¥ Enable 1PS Packet Archive
Enable SQL Logging
| Traffic Log
[Cevent Log
[l antivirus Log
[ web Filter Log
I Attack Log
[JEmail Filter Log
CloLp Log
[ application Control Log

INetwork Vulnerability Scan Log

FortiGuard Analysis & Management Service [Settings]

1P/ FQDN
ot Evm—
Minimum log level

T
Facility iocal7

[ Enable CSV Format

Apply

7.3.1 Exemplo de Log de uma Sessao de Firewall

May 27 20:05:38 10.123.123.1 date=2010-05-27 time=20:05:38 devname=Fortigate51B
device id=FG50BH3G09600388 log id=0021000002 type=traffic subtype=allowed pri
=notice status=accept vd="root" dir disp=org tran disp=dnat src=200.189.190.105
srcname=200.189.190.105 src port=57788 dst=200.202.114.251 dstname=200.202.11
4.251 dst port=80 tran ip=10.123.123.10 tran port=80 service=80/tcp proto=6
app_type=N/A duration=130 rule=2 policyid=2 identidx=0 sent=521 rcvd=540 shaper d
rop_sent=0 shaper drop rcvd=0 perip drop=0 shaper sent name="N/A"
shaper rcvd name="N/A" perip name="N/A" sent pkt=6 rcvd pkt=4 vpn="N/A"

src_int="wanl" dst

int="internal" SN=7358147 app="N/A" app cat="N/A" user="N/A" group="N/A"

carrier ep="N/A"

Destination 7 Source Interface 7 Destination Interface 7 Destination §

80
80
20
80
20
20
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May 27 20:05:38 10.123.123.1 date=2010-05-27 time=20:05:38 devname=FortigateblB
device id=FG50BH3G09600388 log id=0021000002 type=traffic subtype=allowed pri
=notice status=accept vd="root" dir disp=org tran disp=dnat src=200.189.190.105
srcname=200.189.190.105 src port=57789 dst=200.202.114.251 dstname=200.202.11
4.251 dst port=80 tran ip=10.123.123.10 tran port=80 service=80/tcp proto=6
app_type=N/A duration=130 rule=2 policyid=2 identidx=0 sent=531 rcvd=540 shaper d
rop_sent=0 shaper drop rcvd=0 perip drop=0 shaper sent name="N/A"
shaper rcvd name="N/A" perip name="N/A" sent pkt=6 rcvd pkt=4 vpn="N/A"
src_int="wanl" dst

int="internal" SN=7358148 app="N/A" app cat="N/A" user="N/A" group="N/A"
carrier ep="N/A"

7.3.2 Exemplo de Log de uma Sessao de IPS

May 27 20:05:38 10.123.123.1 date=2010-05-27 time=20:05:38 devname=FortigateblB

device id=FG50BH3G09600388 log id=0419016384 type=ips subtype=signature pri=a

lert severity=medium carrier ep="N/A" vd="" vd="" profile="N/A" src=200.189.190.105

dst=10.123.123.10 src_int="wanl" dst int="internal" policyid=2 identidx=0
serial=7368475 status=detected proto=6 service=http vd="root" count=1
src_port=40881 dst port=80 attack id=12709 sensor="My IPS Sensor"
ref="http://www.fort

inet.com/ids/VID12709" user="N/A" group="N/A" incident serialno=286557658

msg="web server: IISadmpwd.aexp.Usage"

May 27 20:05:38 10.123.123.1 date=2010-05-27 time=20:05:38 devname=Fortigate51B

device id=FG50BH3G09600388 log id=0419016384 type=ips subtype=signature pri=a

lert severity=medium carrier ep="N/A" vd="" vd="" profile="N/A" src=200.189.190.105

dst=10.123.123.10 src_ int="wanl" dst int="internal" policyid=2 identidx=0
serial=7368478 status=detected proto=6 service=http vd="root" count=1

src_port=40884 dst port=80 attack id=12709 sensor="My IPS Sensor"

ref="http://www.fort

inet.com/ids/VID12709" user="N/A" group="N/A" incident serialno=286557661

msg="web server: IISadmpwd.aexp.Usage"

7.3.3 Exemplo de Configuracao de Servidor syslog-ng

Adicionar ao arquivo /etc/syslog-ng/syslog-ng.conf as linhas abaixo:

source remote fortigate { udp(); };
filter filter fortigate { netmask(10.123.123.1/32); };
destination df fortigate { file("/var/log/fortigate.log"); };
log {
source (remote fortigate)
filter(filter fortigate)
destination (df fortigate

4

.

4

) .
14
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8 Alta Disponibilidade - High Availability (HA)

Configuracao do Master:
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FortiGate 200B

High Availability

= Dashboard
Dashboard
= Usage
=58 Network

= Interface

~em Zone

-~ = Options
= DNS Server
- = Web Proxy
-1 DHCP Server
=-jem Config

SNMP v1/vZc
-~ = Replacement Message

--= Operation
m Admin
Certificates
£} Maintenance

Router

Firewall

uTM

VPN

User

WAN Opt. & Cache

Endpoint

Wireless Controller

Log&Report

FortiGate 200B

Mode

Device Priority

I Reserve Management Port for Cluster Member | port1(Servicos) E|I

— Cluster Settings
Group Name |FGT-HA |
Password |-........|
I Enable Session Pick-up I
_—
porti(Servicos) ] F 0
|port2(1NTERNALJ 50
port3 O O 0
port4 O O 0
ports F F 0
port6 O O 0
port? ] F 0
ports | O 0
porto O O 0
port10 [} ] 0
portil O O 0
port12 O O 0
port13 F F 0
port14 O O 0
port15 O O 0
port16(Internet) 50 I
C—or—] . cancel|

SZERTINET

9|2

s L Cwmerweme ] oweme | e | Py
=] Dashboard
i Fi:ATINET
= Dashboard & FortiGate 2008 FsM
= Usage = %g g g g g gEl ] FG_RENNER_HA1 MASTER 128 16 & &

E’Q Network

(i DHCP Server

Sl Config
-
= SNMP vi/v2c

= Replacement Message

= Operation f

No Slave:
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- Observar password e priority (o slave deve possuir um valor menor que o do
master).

FortiGate 200B

=& Dashboard Mode Active-Passive | ¥ |
-« Dashboard
Device Priority 100
|- « Usage 100 |
=58 Network I Reserve Management Port for Cluster Member | port1(Servicos) Ell
- = Interface
- = Zone — Cluster Settings
* Options Group Name |FGT—HA |
-~ = DNS Server
- = Web Proxy Password I-uuuu| I
i DHCP Server Enable Session Pick-up
E e Config
. Heartbeat Interface
= SNMP v1/v2c Port Monitor] : =
- = Replacement Message Pr\crlt\«LO—Sl-_J
- = Qperation porti{Servigos) ] ] 0
& Admin
% |pcr‘t2(INTERNAL) 50
-[E5] Certificates
{‘3‘3 Maintenance port3 (] (] 4]
port4 ] O o
ports O O ]
porté L] 4] 0
port7 ] | o
ports O O ]
portg (] (] 0
port10 ] O [
asien portil O O 0
Firewall
port12 L] L] 0
uUtTM
port13 E O [
VPN
— port14 0 O o
WAN Opt. & Cache port15 O L 0
Endpoint port16(Internet) 50 I
Wireless Controller

Log&Report I 0K l | Cancel |
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Verificar status do cluster HA no Master:

2

Help

FortiGate 200B

EZ:RATINET
[ View HA Statistics |

Legout
—

HA Cluster

=& Dashboard o
i+ Dashboard Fi:ATINET.
i~ = Dashboart FortiGatz 2008
H & FSM
‘s Usage H EJ %g g g g g gl% [ | FG_RENNER_HAL MASTER 128 o 2 &
-G8 Network H
-3 DHCP Server H
== Config Fi:RTINET.
& FortiGats 2008 -
=) () ) )t ot | FG_RENNER_HAZ SLAVE 100 i & &
SNMP v1jv2c =) O A GG
Replacement Messagd |
= Operation
% Admin
-[EZ] Certificates
-2 Maintenance
- =
FortiGate 200B T2 £ERTINET
Help Logout
— —————
Refrash every none El Back to HA monitor =>
4 pashboard
= Dashboard CPU Usage
Active Sessions Total Packets Virus Detected
= Usage 0 days
& Network FG_RENNER_HAL ° 0 hours e 33 16787 0
-:3 DHCP Server 56 minutes Memory Usage
&) Config F320083910600730 Network Utilization Total Bytes Intrusion Detected
= 47 seconds
== & kbps 7489875 0
12%
= SNMP v1/v2c CPU Usage
= Replacement Message Active Sessions Total Packets Virus Detected
= Operation 0 days 13 5189 0
=5 Admin FG_RENNER_HAZ o 1 hours —
. 4 minutes Memory Usage
Administrators FG20083310600708 Network Utilization Total Bytes Intrusion Detected
= Admin Profile 17 seconds
== 11 Kbps 1596129 0
= Central Management 11%
= Settings
i

Pode-se conectar ao firewall slave através da command line. O comando abaixo
pode ser utilizado para descobrir o id do slave:

FG RENNER HAl # execute ha manage ?
<id> please input peer box index.
<1> Subsidary unit FG200B3910600708

Para se conectar ao slave de ID 1 usar o comando abaixo:
FG RENNER HAl # execute ha manage 1

FG_RENNER HA2 $

8.1 MAC Address em cluster HA
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Quando um equipamento é configurado para operar em um cluster HA o MAC
address das suas interfaces é modificado.

O comando “diagnose hardware deviceinfo nic <port>" pode ser usado para
verificar qual era o antigo MAC (permanent) e o atual (current):

# diagnose hardware deviceinfo nic portl

Description mvl sw Ethernet driverl.O
System Device Name portl

CPU_port 10

vlanid 1

FID 1

num _ports 1

member 0x0001

cfg 0-0x0

Current_ HWaddr 00:09:0£:09:00:00
Permanent HWaddr 00:09:0£f:d6:da:a3
State up

Link up

Speed 100

Duplex full

Rx Packets 5618605

Tx Packets 73267810

Rx Bytes 504060403

Tx Bytes 22798186279

8.2 Verificacdao de Status Através da CLI

O comando “get system ha” pode ser usado para verificar o status do cluster HA:

# get system ha

group-id : 0
group-name : FG-HA-VHOST
mode :a-p
password HE

hbdev : "portlO" 50 "portlb5" 50 "portlée™ 50
session-sync-dev

route-ttl : 10
route-wait : 0
route-hold : 10
sync-config : enable
encryption : disable
authentication : disable
hb-interval H
hb-lost-threshold HIS
helo-holddown : 20
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arps : 5

arps-interval : 8
session-pickup : enable
session-pickup-delay: disable
link-failed-signal : disable
uninterruptable- upgrade enable
ha-mgmt-status : disable
ha-eth-type : 8890
hc-eth-type : 8891
1l2ep-eth-type : 8893
ha-uptime-diff-margin: 300
vcluster?2 : disable
vcluster-id HE
override : disable
priority : 128
monitor : "portlQ" "portl5" "portle"

pingserver-monitor- lnterface
pingserver-failover-threshold: 0
pingserver-flip-timeout: 60

vdom : "VDOM1" "VDOM9" "root"

9 VPN IPSEC - Client-to-Site

O Fortigate pode autenticar usuario de VPN IPSec de duas formas:

- Método 1: pre-shared key + usuario + password - neste caso o usuario e conta
sao obtidos em um servidor TACACS+ ou RADIUS. *OBS: Nao é possivel fazer
a autenticacao desta forma com uma conta local (usuario + password)
sendo obrigatoério o uso de um servidor Tacacs+/Radius (Ex: Cisco ACS).

- Método 2: apenas pre-shared key - neste caso o usuarios ndao sera requisitado a
informar o usuario e senha, bastando apenas apresentar a pre-shared key.

9.1 VPN IPSEC - Client-to-Site — Método 1

9.1.1 Servidor TACACS+
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FortiGate 51B

System

Router

Firewall

uTM

VPN
v
I User I
= User
* Authentication
& User Group
= LDAP
-* RADIUS

=

(% Directory Service
/& Monitor

FortiGate 51B

Edit TACACS+ Server

System
Router Name
Firewall Server Name/IP
uTH Server Key
ven Authentication Type
— ——
&1 User
= User

= Authentication
&h User Group
&) Remote
i e LDAP
= RADIUS
T
&{g, Directory Service
5] Monitor

As telas abaixo apresentam as configuracgdes realizadas no Cisco ACS:

tueosurews — Natwork Configuration

(| e,

@ E:’:; I Network Device Groups ﬂ
Sharedbrofie Network Device Group AAA Clients AAA Servers
% ‘ Companents.
Clientes-DBI-Brasil 992 0
Hetwork
Kaaesiicn Laboraton s 0
] Bt ration Clientes-DBC-Brasil 415 0
Clientes-DTC-Brasil 431 0
Record 7 0
EEEE DO B gg o
303 | e Backbone-IP-Brasil 2 0
@‘ :?‘DDV:SEM Backbone-DTC-Brasil 85 0
ativity Saceoone L ooraw
— \ Corporativos \ 20 | 0
£l ot | ot Acsioned ‘ 5 | P
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Cisco Srsreus

Network Configuration

“@Q Laboratorio A4A Clients |
AAA Client Hostname | AAA Client IP Address | Authenticate Using
5511094167 200.162.34.254 TACACS+ (Cisco 10S)

B2

AudioCodes-GTW-Voz

200.99.185.166

RADIUS (ETF)

dp [T
Companants

Cisco 871

200.202.114.130

TACACS+ (Cisco 10S)

g

o etk eng-lab-cyros 200.202.116.218 RADIUS (IETF)
G| P ration Foundry620A 192.168.219.65 TACACS+ (Cisco I08)
It | Foundry629B 192.168.219.66 TACACS+ (Cisco 10S)
o2l | st Frotigate 200.202.114.250 TACACS+ (Cisco 10S)
A0 | e 200.198.64.186 RADIUS (ETF)
(Gl | IAD-Teste 200.99.185.164 RADIUS (ETF)
LAB-SPO 10.1.83 TACACS+ (Cisco 10S)

router-lab-dtc

192168254 211

TACACS+ (Cisco 10S)

SW-Suporte-NOC

200.202.116.99

TACACS+ (Cisco 10S)

switch-lab-dte

19216825545

TACACS+ (Cisco 10S)

teste-dmswitch

200.202.114.155
10.0.0.70
200.202.114.195

TACACS+ (Cisco 10S)

teste-Juliano

200.198.108 234

RADIUS (Ascend)

teste lab-eng

2.113.226

RADIUS (ETF)

teste3com

192168248 53

TACACS+ (Cisco 10S)

TesteS wluniper-Luiz

192168248 8

TACACS+ (Cisco 10S)

Delete Group | [ Rename | [_Cancel

tueesurws  Network Configuration

g

Setup
Group
Setup

EI;

Shared Prafie
Components

&

Add AAA Client

| Betor
Configuration

i

AAA Client Hostname

5] B0 ation | | AAA Clicat IP Address

Interface
Configuration

y

i

| ddmistaton
Contral

4 | External User
9 | patabises

=T

Activity

B|©

B | B dientotion

Key
Network Device Group

T Authenticate Using

Foriigate

200.202.114.250

Diveo@123

[7] Single Connect TACACS+ AAA Client (Record stop in accounting on faifure).
['] Log Update/Watchdog Packets from this AAA Client
['] Log RADIUS Tunneling Packets from this AAA Client

[Z] Replace RADIUS Port info with Username from this AAA Client

Suem Carce

9 serr

*0Obs: O campo “Key” deve ser preenchido com o mesmo valor usado no campo
“Server Key” da configuracao do Fortigate.
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9.1.2 Grupo de Usuarios da VPN IPSEC

FortiGate 51B

System

o ame |

foudeg p Firewall
Firewall é p Directory Service
uTM é

= User
= User

= Authentication
E- g User Group

oo

FortiGate 51B

Edit User Group

System

Router Name [ipsecaroup1 |

Firewall Type Firewall | & Directory Service
uTM [T Allow SSL-VPN Access | full-access
VPN Available Users/Groups Members
o | Bl '
ipsecuserl - Users on RADIUS/LDAP/TACACS+ servers -
[ User Q

uthentication
[ &% User Group
ser Group | - =

) Remote
.« LDAP Match one of these group names

RADIUS | Add I

| TACACSH remoteserver _________JerowpName |
[ Directory Service | oK | |~ Cancel|
[& Monitor

FortiGate 51B

Edit User Group

System

Router Name ipsecgroupl

Firewall Type  ® Firewall © Directory Service

utM [T Allow SSL-VPN Access | full-access

VPN Available Users/Groups Members
%é - Local Users - ~| @ |-Local users -

ipsecuser1 -
1) Usj’ ?ﬂ:iilun RADIUS/LDAP/TACACS+ servers - | &)
= User

= Authentication

";",, User Group

Mo con !

- Remote
-« LDAP Match one of these group names
= RADIUS | Add |

* TACACS+ Remote server _______________[GroupName |
£ Directory Service I oK I | Cancel |

@] Monitor
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9.1.3 Fase 1l

FortiGate 51B

System

Router

Firewall

- = Manual Key

= Concentrator
= Manitor
e g SSL

FortiGate 51B

System

Router

Firewall

2 IPsec

L] Auto Key (IKE)

= Manual Key

= Concentrator
= Monitor

&P SsL

User

'WAN Opt. & Cache

Endpoint

Log&Report

© Create Phase 2

W Create Phase 1

Phase 1 Phase 2

Edit Phase 1

Name MyVPN_Fasel
Remote Gateway Dialup User

Local Interface -~

Mode @ Main (ID protection)
Authentication Method

Pre-shared Key | |

Peer Options

© Accept any peer ID

Accept this peer ID

@) Accept peer ID in dialup group | sslaroup 1

Advanced... (XAUTH, NAT Traversal, DPD)

I Enable IPsec Interface Mode I
IKE Version
Main Interface IPI

Specify |0.0.0.0

Local Gateway IP

P1 Proposal
1 - Encryption AES256 - Authentication SHA1 -
|2-Encwptmn 3DES ~  Authentication MD5 - |§| =]

DH Group 10 28 140
Keylife (120-172800 seconds)
Local ID (optional)

XAUTH ' Disable ' Enable as Client
Server Type @ pap O CHaAP
User Group
NAT Traversal
Keepalive Frequency (10-900 seconds)

Dead Peer Detection

I OK I | Cancel |
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9.14 Fase 2

FortiGate 51B

© create Phase 1

© Create Phase 2

=-@8 IPsec

= Manual Key
- = Concentrator
- = Monitor
& 55U

FortiGate 51B

System

o |
;] Auto Key (IKE)

Router

Mame  [MyVPN_Fase2 |

Firewall

g Phase 1 IMyVPN_Fasel -I

=@E TPsec

= Manual Key

= Concentrator
= Manitor
Gl S5L

FortiGate 51B

L] Auto Key (IKE)

Edit Phase 2

2

System

Phase 1 Phase
Router Interface Mode:
Firewall ¥ MyvPN_Fasel
uTM

Edit Phase 2

System
Router Name MyVPN_Fase?2
Firewall Phase 1 MyVPN_Fasel -
U™ | Advanced... |
% VPN N N
P2 Proposal 1- Encryption: AES256 - Authentication: SHA1 -
=38 IPsec 2- Encryption: 3DES - Authentication: MD5 ~-H O
uto Key (IKE)
Enable replay detection I
Manual Key
= Concentrator Enable perfect forward secrecy(PFS). I
= Monitar DHGroup 10 2@ 14 @
2 SSL Keylife: 1800 (Seconds) | 5120 (KByte

[C) Enable

Autokey Keep Alive

DHCP-IPsec

Quick Mode Selector Source address 0.0.0.0/0
Source port 4]
Destination address  0.0.0.0/0
Destination port 4]
Protocol 0

s)
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9.1.5 Enderecos da Rede Interna e Range dos Remote Clients

FortiGate 51B

System

Router

Firewall

eE Palicy
i = Policy
~* Central NAT Table
~® DoS Policy
* Sniffer Policy

* Protocol Options

FortiGate 51B

System

Router

SE Policy
i == Policy
= Central NAT Table
~= DoS Policy
* Sniffer Policy
i * Protocol Options
=+ Address

s

-~ = Group

FortiGate 51B

System

Q creats hew | Edit

w IP/Netmask

Address Name

Type Subnet / IP Range [

Subnet / IP Range ILD.123.123.DI24 I

Router

I

él-- Policy

= Palicy
i~= Central NAT Table
~= DoS Palicy

i--= Sniffer Palicy
- = Protocol Options

1l a

ddress

[E

I YL R

D SSLVPN_TUNNEL_ADDR1 10.1.2.0/255.255.255.0

New Address

|internal-Networkc |

I oK [ —r——

@ Create New |« =dif

» IP/Netmask

Address / FQDN

» IP Range
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FortiGate 51B

= ——

System Edit Address

Router Address Name |Remcte-c\|ent |
2§ Policy Subnet / 1P Range [10.20.30.[1-100] |
.o poliey Interface MyVPN_Fase L

= Central NAT Table

oK | Cancel |
= DoS Palicy
= Sniffer Policy

= Protocol Options
=-{Z] Address

-~ n Group

9.1.6 Regra de VPN

*Observacao: A regra de VPN deve ficar acima de qualquer outra regra
que possua enderecos de origem e destino similares.

FortiGate 51B

@ create New Edit
| T
l + Implicit (1)

T Source T Destination T Schedule

(.| o all aall alvays @ ANY

[l B roicy
* Central NAT Table
* DoS Policy

61

Firewall Fortinet — Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de
Engenharia e Operacgoes.

Pagina de 215



Regra de entrada:

FortiGate 51B

Router Source Interface/Zone
Soure address
Policy Destination Interface/Zone
Hooiicy Destination Address
= Central NAT Table Schedule
= Dos Policy service
= Sniffer Poli
= Protocol Og‘t{\uns Adtion
[2l Address
= Address
= Group
Ga Service
(@ Schedule

Traffie Shaper © Use Central NAT Table

@ virtual 1P
@) Load Balance

[7] Enable Identity Based Policy

[ utm
[ Traffic shaping
Reverse Direction Traffic Shaping
[] per-1p Traffic Shaping
[ Enable Endpoint NAC
Comments (maximum 63 characters)

user

WAN Opt. & Cache

Endpoint

Regra de saida (retorno):

Edit Policy
[MyVPN_Fasel |
I Remote-Client I Multiple
[internal ]
[nternal-Network ~]=) multiple
Givays m|
[Any <)== muttiple
[Ac<ErT 7]

Dynamic IP Pool

[Please Select]

Please Select]

Please Select]

Please Select]

[ Concel

FortiGate 51B

Router Source Interface/Zone
_ Policy Destination Interface/Zone
_ Destination Address
| = Central NAT Table schedule
= DoS Policy Service
= Sniffer Poli
[ Protocol O[C):ons Action
Bl Adoress
i« address
L= Group NAT
G Service
H(@ Schedule © Enable NAT
Traffic Shaper © Use Central NAT Table
@ virtual 1P
@3 Load Balance

[] Enable 1dentity Based Policy

umm
[ Traffic Shaping
Reverse Direction Traffic Shaping
[C] per-1P Traffic Shaping
[Z] Enable Endpoint NAC

Comments (maximum &3 characters)

User

‘WAN Opt. & Cache

Endpoint

Edit Policy

[erm] |
[internal-Network -] = Multiple
[FyvPN Faset ]
[Remote-Client ~ |=| multiple
lalways |

[any ~ = multiple
ACCEPT i |

Dynamic IP Poal

[Please Select]

[Please Select]

[Please Select]

[Please Select]

I OK I | Cancel
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FortiGate 51B 2 B SZERTINET

Help Logout

System I © create new ~ [ Column Settings ] @ Section View  Global Vie
Y Destination

Router

[+ MyVPN_Fasel -> internal (1)

5 Policy v internal -> MyVPN_Fasel (1)

" 5] 4 © Internal-Network © Remote-Client always ACCEPT
i Policy

y wani -> internal (1)
= Central NAT Table

ACCEPT

» Implicit (1)
= Do Policy

-« Sniffer Policy
* Protocol Options

o

9.1.7 DHCP para Remote Clients

Os usuarios remotos, ao se conectarem a VPN, receberdao seus enderegos locais
(usados dentro do ambiente interno) através de DHCP (por dentro do tunel IPSec).
FortiGate 51B

© Creats Hew dit Delsts
| T S T

=) Dashboard
® O internal Server

--* Dashboard
--® Usage
= & Network

* Interface

* Zone

* Options
~-* DNS Server

| i
S DHCP Server

-® Address Leases

FortiGate 51B

© pashboard Interface Name [FovPR_Faset ]
* Dashboard Mode Server -
- Usage
84 Network Enable
(i DHCP Server Type © Regular
T range 10.20.30.1 - 10.20.30.100 B
* Address Leases Network Mask 3552552550 |
&l Config
B admin Default Gateway 200.202.114.249
= Administrators ervice © use system etting  © Spedi
d DNS 5 Use System DNS Setting  © Specify
= Admin Profile DNS Server 0 10.123.123.10
= Central Management NS Server 1
- Settings
Certificates
& Maintenance [Advanced...] (DNS, WINS, Custom Options, Exclude Ranges.)
! oK | Cancel
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9.1.8 Instalacao do FortiClient Endpoint Security Application

Fazer o download da versao “free” em: http://www.forticlient.com/

® Dashboard
= Dashboard

* Usage
51 Network
4li DHCP Server
lsenice
-« Address Leases
&) Config
G Admin
* Administrators
« Admin Profile
~ = Central Management
* Settings
Certificates
£ maintenance

FortiGate 51B 9

Edit DHCP Service

Interface Name MyVPN_Fasel

Made Server -
Enable

Type D' Regular @ IPsec

1P Range 10.20.30.1 - 10.20.30.100 o]
Network Mask 255.255.255.0

Default Gateway 200.202.114.249

DNS Service 7) Use System DNS Setting @ Specify
DNS Server 0 10.123.123.10

DNS Server 1 10.123.123.100 H

¥ [Advanced...] (DNS, WINS, Custom Options, Exclude Ranges.)
Domain

Lease Time Unlimited

@ 7 (days) 0 (hours) 0 (minutes)
(5 minutes - 100 days)

IP Assignment Mode User-group defined method
WINS Server 0 10.123.123.10

WINS Server 1 10.123.123.100
Router [ options
Firewall
— [ Exclude Ranges
— ‘
User

cancel

FortiClient Setup

Fleaze zelect the package(s] vou wart ta ingtall:
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http://www.forticlient.com/

j@ FortiClient Endpoint Security Setup El (=} @

Welcome to the FortiClient Endpoint
Security Setup Wizard

The Setup Wizard will install FortiClient Endpeint Security on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Cancel

Back
ﬁ FortiClient Endpoint Security Setup El =} |@
Choose Installation Type FoRrTiCuiernTr
- - .
{7 Premium Edition
Mote: You can upgrade to Premium Edition at anytime by
entering your activation key into FortiClients Console,
Premium Edition Benefits
Back " Mext I I Cancel
ﬁ FortiClient Endpoint Security Setup EI =] _”EI

End-User License Agreement

Please read the following license agreement -

End User License Agreement for FortiClient

NOTICE TO ALL USERS: PLEASE READ THE TERMS AND
CONDITIONS OF THE LICENSE AGREEMENT

CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE
THIS SOFTWARE TO YOU ONLY ON THE CONDITION
THAT YOU ACCEPT ALL OF THE TERMS OF THIS

LICENSE AGREEMENT. BY CLICKING THE ACCEPT
BUTTON OR INSTALLING THE SOFTWARE, YOU (EITHER _

ART TAIMTIITMTTAT AT A CTATST T TRTTTTRS A STITT TITAT

Print ] [ Back ]l Next ] [ Cancel

@

Firewall Fortinet - Fortigate

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de

Engenharia e Operacoes.
Pagina de 215

.doc

65



‘E’ FortiClient Endpoint Security Setup

Choose Setup Type [
Choose the setup type that best suits your ne

All program features will be installed. Reguires the most disk space,

WPN and Firewall

Installs VPN and Firewall features only.

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Back Il MNext | [ Cancel

Desabilitar todos os servicos, exceto o VPN IPSec:

‘]g FortiClient Endpoint Security Setup

Custom Setup
Select the way you want features to be

Click the icons in the tree below to change the way features will be installed.

X _~| AntiVirus IPSec Virtual Private Network.

X_~| Firewal
- ¥_= | WebFilter

X_x | AntiSpam This feature requires 1891K8 on
- 3= | WAN Optimization your hard drive.

Location: C:'Program Files\Fortinet\FortiClient}

[ Back ]I Mext I [ Cancel ]

15! FortiClient Endpoint Security Setup =] @ ==

Ready to install FortiClient Endpoin

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Note: During installation, your network connections may be momentarily
disconnected.

Back | Install 1 [ Cancel
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w4 XPS Viewer
Accessories
E FortiClient Help
@ FortiClient User Guide

& FortiClient Computer

Music

Games

Games
. Maintenance Control Panel
Oracle VM VirtualBox Guest Additions
Startup Devices and Printers
Default Programs
4 Back Help and Support

Y SRotdown ||

&) FortiClient Console | =R =R |
FoRmiCoeEnTt
L General General: Status (2]
pilaid FortClient Version: 412138 Free Edtion FCT8001831073530

VPN
No active connection

| App Detection

Show FottiCiient consale when | lagon into \Windows Enter License Key

To modiy FortiCient setfings you privilages Fiun as administrator I

Capyright © 20032009, Fartinet Inc. s forfinet,com
& FortiClient Console [ = =
FoRTiCLeEnTt
G General: Status @
TS FortiClient Version: ~ 41.2138 Free Edition FCT8001631073530
VPN

No active connection

B8 App Detection

[7] Shaw FortiClient consale when | Iogon into Windaws Enter License Key
Lack §ettings...

Copyiight © 2003-2008, Fertinet Inc. i fortinet.com
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&) FortiClient Console

£ General
-
S ven

Connections

E® App Detection

FoRTiCoient

VPN: Connections

= & s

Name Goteway / Policy Server WP Type  Authentication

Status

Connect " hduanced

Options I

[ Start VPN before logaing on to Windows Edit..

[¥] Keep IPSec service unning forever unless manu Delete

[¥] Beep when cannection smror accurs | Rename...
© Continuousy @ Stopater 50 | Clonew.

Sync to Mobile Device

Import...

New Connection

Cornection Name [MyvPN |
WPN Typ
) Manual IPsec
SSLVPM

Policy Server

MNew Connection
Connection Mame  MyWPN
WPN Type =) automatic IPsec

SELVPN
Remote Gateway |200.202.114.250

Femote Network 10 . 123 123 .0
J| 285 . 255 286 .0

Authentication Method | Freshared Key -

Preshared Key

I Advanced ][ 0K H Cancel
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Paliey

Advanced Settings

IKE

Main mode; DH Group: 5
3DES-MDS: 3DES-SHAT: AES128:MD5; AES128-5HAT:
Key life: 28800s; Nat-T: ON, Frequency Bs; DFD: ON;

IPSec

JDES-MDS; DES-SHAT; AEST126:MD5; AEST126-5HAT;
DH Group: 5
Keylife: Seconds : 1800s ; Replay Detestion: ON; PFS: ON;

[T Acau

Advanced

[7] extended Authentication

[ temecy | [ Defauk | [ Conia. |

ire; wirtual P address

Remote Network-
IP address Subnet Mask
101231230 266.255.260.0 Edit
Delete

*Obs: O mode deve ser ajustado para Aggressive

8.1.3).

(como definido na

Connection Detailed Settings
ke
Proposals Mode
Encyption  Authentication Add 7 Main
IDES MD5 DH Group
DES SHAT 51 ©®2
AES128 MD5 =
AES128 SHAT Key Lits (sec): [28800
Local ID
IPSec
Froposals DH Group
Eneryplion Authentication Add @1 @2
DES MD5
ES SHA1
e DS Delete al
AES128 SHA1
KBytes

Advanced Options

I Feplay DelE:tiunI

|¥] Dead Pesr Detection |

Nat Traversal |

7] Autokey Keep Alive

Keepalive Frequency

| Detaut

] |

| [ Lesew | | Cancel |

Fasel
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Advanced Settings

Palicy

IKE [ Aggressive mods; DH Group: 5
3DES-MOE; 3DES-SHAT; AES128-MD5; AEST28-5HAT;
Key life: 28800s: Nat-T: ON. Frequency Ss: DPD: ON:

IPSec [3DESMDS; 3DES-SHAT; ALS1 25MD5; AEST26-SHAT ;
DH Group: 5
Keylfe: Seconds - 18005 ; Replay Delection: ON; PFS: ON:

[ Legaey | [ Defeur | [ Config.. |
Advanced
quire virtual IP address -
[7] extended Authentication
Fiemote Network
IP address Subnet Mask g
101231230 255.255.255.0 Edit...
Delete
Ok ] [ Cancel

Virtual IP Acquisition

Options

) Manually Set
T anuial WP
I o .0 .0 .0
Subnet Mask o .0 .0 .10
DS Server o o 0 a
WINS Server o .0 .0 .0
I 0K I [ Cancel

Advanced Settings

Policy

IKE | aggressive mode; DH Group: 5
3DES MDA, 3DES-SHAT; AES128-MDE; AEST128-5HAT:
Key lite: 28800s; Mat-T: ON, Frequency Ss; DPD: ON:

IPSec [3DESMDE 3DES-GHAT: AES128-MDE AES126-GHAT:
DH Group: 5§
Keylfe: Seconds . 18003 ; Feplay Detection: ON; PF5: ON:

[ Legacy ] [ Diefault ] [ Config... ]

Advanced
Acquire virtual IP address

etended Authentication

Remote Network:

IP address Subnet Magk hdds
101231230 255.255.255.0 Edit
Delete
Ok l [ Cancel
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Caso existam mais redes a serem acessadas através da VPN.

Extended Authentication (XAuth)

I-Q-F’rompt ta login I
Pemit |3 = | attempts

() Automatic login

Uzer Hame:

Pazsword:

Canfim Passward:

I 0k I [ Cancel ]

Advanced Settings

Palicy

IKE | Agaressive mode; DH Group: &
3DES-MD5: 3DES-5HAT: AES128-MD5; AES128-5HAT:
Key life: 28800s; Mat-T: OM, Frequency 5s; DPD: ON;

IFSee [ 3DES-MDE; IDES-GHAT: AES128-MD5: AEST28-5HAT:
OH Graup: 5
Keylife: Seconds : 1800z ; Replay Detection: OM; PFS: ON;

[ Legacy ] [ Default ] [ Canfig. ]

Advanced

[¥] &cquire vitual IP address
extended Authentication

Remote Network:

IP address Subnet Mazk dddg
101231230 255.255.255.0 Edit..
Delete
I 0k I [ Cancel
Network Editor
IP Address: 192 168 123 . 0
Subret mask: | 255 285 . 285 . 0 |
I (0] 8 I [ Cancel ]
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Advanced Settings

Policy

IKE [ Aggressive mode: DH Group: 5
3DES-MDE; 3DES-SHAT AES128-MDE; AES128-5HAT;
Koy life: 28800s; Mat-T: OM, Frequency 5s; DPD: ON;

IPSec  [3DESMDS; IDES-GHAT; AESTZEMD5; AEST28-5HAT;
DH Group: &
Keylife: Seconds : 18003 : Replay Detection: ON; PFS: ON:

[ Legacy ] [ Default ] [ Config... ]

Advanced

Acquire vitual P address
extended Authentication

Remate Metwark:

IP address Subnet Mask
101231230 256 256, 256.0 Edi,
192168.123.0 256.266.266.0
Delete
I 0K ] [ Cancel ]

MNew Connection
Connection Mame  MyWPN
VPN Type =) sutomatic IPsec
@ Manual IPsec
SS5LWPH
Remate Gateway 200.202.114.250
Remate Network o 12 12 0
! 255 255 255 o

Authentication Method [Preshaled Key vl

Preshared Key ssssssnss

Fbdvanced 1 0K |[ Cencel |

) FortiClient Console

A General
=
S ven

Cennections

E® App Detection

ForTtiCLEnT

[E=SE ]
VPN: Connections (7}
Name Gaieway / Policy Server VPN Type  futhenticalion  Stalus
MyvPH 200.202.114.250 IPsec Preshared Key Do i

Options
] Start WPN before logging on to Windows

/| Keep IPSec service aning forever unless manualy stopped

[¥] Beep when connection enor occurs

© Contiruously @ Stop after B0 < seconds
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Usar algum usuario existente no servidor TACACS+ (ACS) para fazer o login:

VPN Login @
Connecting to MyWPM [ 200.202.114.250 )
User Mame: I
Password: I
Remember my password
~ . .
Conexao estabelecida com sucesso:
) FortiClient Console ol @ ==
FoRTiCoEnT
-ﬁ' B ¥PN: Connections Q
-
5 VPN Mame Authentication Status
Connections MyPN Preshared Key
15
E‘i App Detection
Options:
[] Start WPM before logging on to windows
[7] Keep IPSec servics munring forever unlsss manually stopped
I Boop when connestion cror oo
= seconds

Saida do comando netstat -rnv :
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ES C:\Windows\system32\cmd.exe

1Pu4 Route Table

]
255.255.255.0
5 255.255.255.255
5. 2!

Saida do comando ipconfig /all :

B2 C:\Windows\system32\cmd exe

Ethernet adapter Local Area Connection 6:

Connection—specific DNS Suffix . =

Description : Fortinet virtual adapter

Physical Address. . . . . . . . . : BA-B9-BF-FE-BB-01

DHCP Enabled =

Autoconfiguration Enabled . . .

Link-local IPv6 Address . . . . 20fefca £293 - EA30%1?(Preferred)
IPud fiddress. . . . . . - P; d>

Subnet Mask N g

Lease Ohtained - y 25, 2016 5:21:36 PH

Lease Expires . y, June @1, 2818 5:21:35 PM
Default Gateway

DHCP Server : 200.282.114.250

DHCPv6 IAID = 5]

DHCPv6 Glient DUID : BP-81-80-81-13-8C-7D-1B-B8-08-27-08-28-ED)

DNS Servers 2| 108.123.123.18
188

Primary WINS Server
Secondary WINE Server
HetBIOS over Tcpip

9.2 VPN IPSEC - Client-to-Site — Método 2

Neste segundo metddo a autenticacdo do usudrio é realizada apenas através de
um chave previamente compartilhada (pré-shared key).

Este método tem como vantagem a facilidade de configuracdao e o fato de nao ser
necessario um servidor especifico de autenticacdo. A desvantagem é que nao se
pode identificar facilmente o usuario.

A seguir sao apresentadas apenas as telas que sao diferentes das apresentadas no
método anterior (8.1).

Desabilitar o XAUTH na Fase 1:
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FortiGate 51B

System

Router

Firewall

utM
VPN

=88 IPsec
Mo oy e
* Manual Key
* Concentrator
* Monitor

&P ssL

user

WAN Opt. & Cache

Endpoint

Log&Report.

Desabilitar o check box eXtended Authentication no Forticlient:

Edit Phase 1

Name MyVPN_Fasel
Remote Gateway Dialup User
Local Interface wanl v

Mode
Authentication Method

® aggressive

' Main (ID protection)

Preshared Key -
Pre-shared Key eocseesescsnsecsesesnsseseseee
Peer Options
@ Accept any peer ID

Accept this peer ID

Accept peer ID in dialup group | sslgroupl

Advanced... | (XAUTH, NAT Traversal, DPD)

Enable IPsec Interface Mode
IKE Version ®102
@® Main Interface IP

Specify 0.0.0.0

Local Gateway IP

P1 Proposal
1-Encryption AES256 +  Authentication SHAL
2 -Encryption 3DES -  Authentication MD5 - a
DH Group 10 20 s@ 140
Keylife 28800 (120-172800 seconds)
Local ID (optional)
XAUTH Enable as Client ) Enable as Server
NAT Traversal Enable
Keepalive Frequency 10 (10-900 seconds)
Dead Peer Detection Enable

Policy
IKE

IPSec

Advanced Settings

Aggressive mode; DH Group: 5§
3DES-MD5; 3DES-SHAT; AES128-MD5; AES128-5HAT;
Ky life: 28800s; Mat-T: OM, Frequency Bs; DPD: OM;

3DES-MDE; 3DES-SHAT AES128-MDE; AES128-5HAT;
DH Group: 5
K.eylife: Seconds : 1800z ; Replay Detection: ON; PFS: OM;

Advanced
Acquine vitual P address

Remate Metwork:

[ Legacy ] [ Default ] [ Config... ]

IF address Subnet Mask Add..
101231230 256.255.255.0 Edit...
192.168.123.0 266.255.255.0

Delete

0K Cancel
]

Apds estas configuragbes o Forticlient ndo mais requisitara o user name e

password para estabelecer a VPN.
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9.3 Monitoracao dos Acessos a VPN IPSec

FortiGate 51B Q | | EzRTINET

Help Logout
System Type Al -
Rout: Y e[T Remote Gateway|T Remote Porl] 7 Timeoul] ¥ Proxy ID Source |¥ Proxy ID Destination|¥ ¥ Incoming Datal¥
outer -
+
yWPN_Fasel_0 Dialup 200.162.31.4 441 0.0.0.0-255.255.255.255  10.20.30.2-10.20.30.2 24272 B
Firewall
utTM
% VPN
=-&F IPsec

= Auto Key (IKE)
= Manual Key
= Concentrator

i g SSL

10 VPN SSL - Client-to-Site

10.1 Acesso no Modo Web

10.1.1 Editar o Address Range SSLVPN_TUNNEL_ADDR1

FortiGate 51B

. O create New | [ Edit
rout Address f FQDN
outer
w IP/Netmask
Firewall - -
R - pedr-sanveriabicines
== Palicy O 2l 0.0.0.0/0.0.0.0
= Policy « IP Range
s A
1 * Central NAT Table i ] Addr-Guasts-Int=rnzl 10.123.123.[100-102]
N * Dos Policy { ] SSL-VPN-IPPoslL 10.1.1.[1-20]
| - Sniffer Policy I SSLVPN_TUNNEL_ADDR1 10.1.2.[1-10]
b ~* Protocol Options 1
~® Group
# L@ Service

FortiGate 51B

——— I Edit Address
Router Address Name ‘SSLVPN_TUNNEL_ADDRL
g-[E| Policy Subnet / 1P Range |10.1..2.D..’24 I

~ = Policy

Interface l:l

<= Central MAT Table I_l - |
. 0K | Cance|

~= DoS Policy

~= Sniffer Policy

~= Protocol Options

5
i Address
~® Group
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10.1.2 Habilitar SSL

FortiGate 51B

E— S

System [ |

Router | [ Enable ssL-vPN |
Firewall IP Pools

UTM

Server Certificate

e
-
i
=
a8

--® Virtual Desktop Applicati
= Host Check Idle Timeout

= Monitor

SSL-VPN Settings|

Self-Signed v

Require Client Certificate O

Encryption Key Algorithm O High - AES{128/256 bits) and 3DES

® Default - RC4(128 bits) and higher

O Low - RC4(64 bits), DES and higher

(seconds)

» Advanced (DNS and WINS Servers)

Please select - Mozilla Firefox
|_1| http:// 1.7 <|»

Available

| Apply

— Addresses —
SSL-VPN-IPPocl 1

SS5LVI

Selected

Do

— Addresses —
— Address Groups —

Cancsl

&
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FortiGate 51B

System

Please select - Mozilla Firefox

|_1‘] http:/f 17| 4
Ayailable
— Addresses —

S8L-VPN-IPPool1
— Address Groups —

(ole)

Selected

— Addresses —

SSLVPN_TUNNEL_ADDR1
— Address Groups —

Cancel

Router
Firewall
utM

=-@f IPsec
» Auto Key (IKE)

= Manual Key

= Concentrator

--» Moniter
S SsL
ST
--= Portal
~-u Virtual Desktop Applicati
= Host Check

= Monitor

10.1.3 Criar Portal

&

SSL-VPN Seltings

1P Pools | SSLVPN_TUNNEL_ADDRL [ Edit ] |
Server Certificate Self-Signed v

Reql:l;re Clisnt Certificats [

Encryption Key Algerithm | High - AES(128/258 bits) and 3DES |

O Default - RC4(128 bits) and higher
O Low - RC4(64 bits), DES and higher
00

Idle Timeout

(seconds) |

¥ Advanced [DMS and WINS Servers)

DNS Server #1 10.123.123.10
DNS Server 22 10.123.123.100
WINS Server =1

10.123.123.100

WINS Server 22
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FortiGate 51B

System

Router

Firewall

oogd

uTM

VPN E

=88 IPsec
-~ Auto Key (IKE)
~= Manual Key
= Concentrator

oniter

= Config
S Portal
= Virtual Desktop Applicati
= Host Check

--= Monitor

J General | |

Virtual Desktop || Security Control |

Mame

Applications:

Portal Message:
Therme:
Page Layout

Redirect URL.

IF'DrIaH

YIHTTPHTTPS IFTP YIRDFP [¥ISWMB/CIFS
H [ Teinet Flync Flring
Welcome to SSLVPN Service

Blue ¥
o @
\ |

full-zccesz

tunnel-zccess

web-access

FortiGate 200B

System

e ——

Corc ] cence [ omy | semror

Router

Welcome to SSL VPN Service

Firewall

=-@8 IPsec

= Auto Key (IKE)

= Manual Key

= Concentrator

= Monitor

=g SSL

= Config

oo
= Virtual Desktop Applicati
= Host Check

= Monitor

Time Logged In:
HTTP Inbound/Outbound Traffic:
HTTPS Inbound/Qutbound Traffic:

- Add Widget-

0 Type: HTTP/HTTPS
bytes f bytes Host-
bytes / bytes ost

Connect

Disconnect

Link status:
Bytes sent:
Bytes received:

Refresh

< status information >

=ERTINET

-

79

Firewall Fortinet - Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de

Engenharia e Operacgoes.

Pagina de 215



(o] cancel

IP Mode:

Name: Tunnel Mode

IP Pools: POOL-SSL-VPN-TUNNEL [Edit

Split Tunneling:

Connect || Disconnect
Link status:
Bytes sent:
Bytes received:

Refresh

< status information =

FortiGate 200B

— e —

Svstem o] Aool
. Welcome to SSL VPN Service
Firewall
utM
VPN |
&8 IPsec
: o ey (IKE Time Logged In:

to Key (IKE) HTTP Inbound/Outbound Traffic:
* Manual Key HTTPS Inbound/Outbound Trafic

= Concentrator

bytes / bytes
bytes / bytes

: * Monitor

S a2 SSL
= Config m
T

] | b ‘ £:RTINET

- Add Widget-

Type: HTTRHTTPS ~

Host:

-+ Virtual Desktop Applicati
-+ Host Check

+= Monitor

Name: Tunnel Mode

IP Mode @ Range ©) User Group

IP Pools: POOL-SSL-VPN-TUNNEL [Edit]
Split Tunneling:

Connect || Disconnect || Refresh
Link status:
Bytes sent:
Bytes received:

< status information >

10.1.4 Criar conta e grupo para os usuarios da SSL VPN.

FortiGate 51B

== Authentication
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FortiGate 51B

Router

Firewall

SHi User

- C—

* Authentication

® g User Group

®(Q Remote

User Name

[ pisable
O Match user on LDAP server [[Please Select] +]

O mMatch user on RADIUS server [ [locec coiool |
O Match user on TACACS+ server [ loooc ool |

Cancel

System

FortiGate 51B

| O create New

Router

Firewall

) Directary Service

I 1 T
L
{7
1]
=

| A 3
-

g User Group

FortiGate 51B

o <
5§
Z |z
hagiEd
7

Router

Firewall

E
Zz|3

EHI User
e User

= Authentication

B User Group

ja User Group
) Remote
&g Directory Service
-8 Monitor

., 2 @@=

Name |sslaroupt

I Type @FirewaHIO Directory Service

I Allow SSL-VEN Access [ full-access ||

Available Users/Groups

Members

B e ———
System New User Group

- Local Users -

Match one of these group names

*QObs: A opcgao “Allow SSL-VPN = full-access” permitird que os usuarios deste

grupo acessem a VPN SSL tanto no modo web como tunel.
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FortiGate 51B

e _____——a
System New Usi up

Router Hame |55Igroup1 |

Firewall Type @ Firewall C Directory Service

utH Allow SSL-VPN Access

VPN Available Users/Groups Members

-y User o

i~ User

% Authentication

@» User Group

[ ser Group

.?-J (J Remote

.?J E:‘. Directory Service Match one of these group names

&= monitor | Add

RemoteServer _________ lGowName ]
I 0K ] =—cancet—|

10.1.5 Criar regras para permitir o acesso externo a VPN SSL

FortiGate 51B

@ create New » | .

m | "o

T Source T Schedule T Service

@zl a zll zlways @ ANY

Central NAT Table
Dos Policy

FortiGate 51B

New Policy

Router Source Interface/Zane =slvpn tunnel interface
Firewall Source Address SSLVPN_TUNNEL_ADDRL Multiple
& Policy Destination Interface/Zone internal -
| oestination Address all V] Muttiple
-+ Central NAT Table Schedule iays =
[+ Dos Policy Service AN v |'= muttiple
= Sniffer Folicy
v
= Protocol Options Action [Lacceer 1
= Address Y. Log Allowed Traffic
* Address
* Group {| nar
©1@ service 1 ® No NAT
@@ Schedule
B © Enable NAT Dynamic 1P Pool
# & Traffic Shaper
B virtual 1P © use central NAT Table
#@ Load Salance
[ Enable 1dentity Based Policy
O urm
Traffic Shapin
[ Traffic Shaping [
Reverse Direction Traffic Shaping |1 |
[ Per-17 Traffic Shaping (o |
[ Enable Endpoint NAC [T ]
Comments (maximum 63 characters)
utn
— | cangel |
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FortiGate 51B

System

Router
ssl.root -> internal (1)

F 1

o SSLVPN TUNNEL ADDR1 o all

FZERTINET

[ Column Settings ] @& Section view O Global view

Destination T Schedule Y i i T Status

alvays

&E| Policy TITPITCTCT LT

CE— O

@ =l @ all

alvays @ ANY DEHY Implicit

Central NAT Table
= DoS Policy

FortiGate 51B

System

Router Source Interface/Zone

|E] Policy
;-

== Central NAT Table

;v Des Palicy

“» Sniffer Palicy

Destination Address

Action

~-w» Protocol Options

# @3 Load Balance

Implicit_Deny all

wan].

SSL PN

[ ssL Client Certificate Restrictive

Any v

f| =14 address | Cipher Strength
| ®@ service ||
|| LD schedule I Configure SSL-VPN Users
|| ® Traffic Shaper [
S48 virtual 1P

n

always & (%] E?

ANY

Comments (maximum &3 characters)

Available Services:

oK | cancel

uthes

Selected Services:

Service -

Schedule [always

0

Log Allowed Traffic
Outm

0K [

Cancel |

v
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Available Services:

Selected Services:

TIMESTAMP Al e Service ------
TRACEROUTE - HTTR

upp HTTPS
uuce PING
VDOLIVE © RDP

N SSH
WAIS Q

WINFRAME

WINS o

X-WINDOWS b2

Schedule [always v

| Log &llowed Traffic |

O umm

e

Cancel

“ FortiGate - Fortigate51B - Mo:

Hstory Bookmarks T¢

la Firefox

- @ - % G (O hpi/200.202.14.250/ndex

B0
Google i+ 1+ € - (2 @ Share- 1% Bookmarks- & Translate - ) AutoFl - & [ nids-400-1162-122860_v4 (B, 2 [ pkg R
] FortiGate - Fortigate518 B | & Fortinet (Fortinet) on Twitter 28 nids-400-1162-122860_V4.2.pkg... ) | +

FortiGate 51B

| Firewant Source Addres

(3 schedule
@] Traffic Shaper
@) viral 17

9@ Losd alance

&8 poliey Destination Interfacs ~
Neoic, Destination address o =] uitple
* Central NAT Table: A | T ————
* Des policy :
* Sniffe Polcy
| O ssL Giient Certficate Restrictive
| + Frotocol Options
S Address Gipher Strength Any. v
| + Address
« Group
9 service

=

!
4 nids-400-1162-122860_v4.2.pkg

= wutipie

Tmplick_Deny all

Comments (maximum §3 characters)

always ©

WAN Opt. & Cache

Endpoint
LogaReport

Cancel |

FortiGate 51B

T Source
Router

Firewall @

5 9 SSLVPN TUNNEL ADDR1
Policy w wanl -> internal (1)

e o -

= Central NAT Table

@ all

« Implicit (1)
= Dos Folicy

FEERTINET

[ Column Settings 1 ® section view O Global View
T Service T Status

T Destination T schedule

alvays

HTTP HTTES PING

slvays RDP SSH

SSL-VEN

alvays 1mplicit

= Sniffer Policy (|
= Protocol Gptions E

10.1.6 Acessar a VPN através do browser

https://gateway address:10443
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https://gateway_address:10443/

emote/login 77 - <|v‘
N g R
s

Google iy g~ [ - 8 - 4 Sharer €9 Bookmarks: Ba Translate « % AutoFil ~ &)
[ 1 togin [=]

Please Login

Name: ssluserl

“) Welcome to 55L VPN Service - Mozilla Firefox
File Edit View History Bookmarks Tools Help
ﬁ - - @ E https://200.202.114.250:10443/sslvpn/portal.htm| brdRaR
Google fig g R~ 62 - 4 Share- 9% Bookmarks- (84 Translate - ] AutoFil - &

[+]

|| welcome to SSL VPH Service

& Additional plugins are required to display all the media on this page.

Welcome to S5L VPN Service

Time Logged In: sslusert (0 hour(s), 0 minute(s), 21 second(s)) Type:| HTTPIHTTPS |+

HTTP Inbeund/Qutbound Traffic: 0 bytes / 0 bytes Hast ‘ |

HTTPS Inbound/Qutbound Traffic: 0 bytes / 0 bytes

Fortinet SSL WVPX Client plugin is not installed on vour computer or it is not up-to-date. fal
(It is also possible that vour browser semting blocks the running of the plugin.) The

plugin is required for the mnnel mode function of the SSL VPN client.
You need to have administrator right to do the first time install Once it is installed. it
works under normal user privilege and can be upgraded to newer version without

administrator privilege.

Fazer download e instalar manualmente (no caso do Firefox) o plugin.
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i# SSL-VPN Client Software Ins,'éa[ler

Plugin Finder Service X

Completing the Plugin Finder Service

o suitable plugins were found.

Unknown Plugin (application/x-forticontrol-plugin) | Manual Install

Find out more about Plugins o manually find missing plugins.

i# SSL-VPN Client Software Installer EI

Sslvpninstaller 4.0 2082
[C] 2004 - 2009 Fortinet Inc. All ights reserved

Thiz installer will install 551 PN Client 5 oftkgre

It iz iecommended that you close all web browsers and other applications before
starting install

Sshvprinstaller 4.0.2082
[C] 2004 - 2003 Fortingt Inc. &l rights reserved.

bin = C:\Arquivos de programasiFortinethSzlvpnClient\farticontral di
wer = 4.0.2082

122

S5L VPN CacheClzaner Activel:

bin = C:\arquivios de programashFortinet\SslvpnClient\forticachecleaner. dil
wer = 4.0.2082

S5LWPN HostChecker Activel

bin = C:\Arquivos de programastFartinetsSslvpnClient\SslvprHastCheck. di
wer = 4.0.2082

LCopy Message | | Clos= I

10.1.7 Exemplo de Acesso RDP
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2 login - Mozilla Firefox

- Q - Pag Il 200.
Cooge @ b R1- @~ @

File Edit View History Bookmarks Tools Help
3 202.114.250

Yhttps://200.202.114.250: 10443

Share- f Bookmarks- 33 Translate ~ & autorill - &

emoteflogin 77 ~ |+

L login

[+]

Please Login

Name: seluserl

Password:

Google gt - M- -

“) Welcome to SSL VPN Service - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@e- c - x o CEEEEn

eiii) https://200.202.114.250:10443/sslvpn/portal.html |

IR R

| ('] welcome to SSL VPH Service
Welcome to SSL VPN Service

Time Legged In
HTTP Inbound/CQutbound Traffic.
HTTPS Inbound/CQuthound Traffic:

sslusert (0 haur(s), 0 minute(s), 30 second(s)) Type ROP >

0bites/0bytes Host] 10.123.123.100
0 bytes /0 bytes l

Link status
Bites sent
Bytes received:

Down
0
o

FortiClient SSL VPN offline

Warning - Security

want to continue? %

The web site's certificate cannot be verified. Do you 0

Name: 200,202.114.250

Publisher: FG50BH3G09600383

I Nwaysmtoonbentﬁomﬂispuﬂﬂweni

W e e et b o e R e
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_RDP - Mozilla Firefox
(I EETETFERERER ntips://200.202.114.250:10443/remote/rdpPhost=10.123.123. ¢ | PRYH

Launching RDP session
Connecting to:10123.123.100

R
Screenwain:  fo2s

screenticiont: (723

[ [

% Windows Server2008
Enterprise

% Windows Server200s
Enterprise
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111 Funcional 1

pP—

B command ot
U —
(3 s ot
et Documents
] v
-4 ot
217 windows Update
- Network

ER—
P
st
o

Windows Secuty

| Untiled - Notepard Jer| &% @i 91

10.1.8 Configuragao Opcional: Alterar Porta de Acesso a SSL VPN

FortiGate 51B

m Administrators Settings

! ~ . .
¢ DHCP Server ol Web Administration Ports
& corti e
" HA HTTPS 443
= SNMP v1/v2c
.= Replacement Messag SSLVPN Login Port 10443
- + Operation Tanat port
& Admin
= Administrators SSH Part
~ = admin Profile Enable SSH v1 compatibility O
- = Central Management
L Settings Password Policy
Certificates || Enable O

10.1.9 Monitoragao dos Acessos

FortiGate 51B

System
Router
Firewall

uTM

S@f tPsec
= Auto Key (IKE)
+-= Manual Key
= Concentrator
= Monitor
S SSL
+ Config
= Portal

= Host Check

«= irtual Desktop Applicati

FZERTINE

Source IP Description

1 sslusert 200.162.31.4 Tus May L8 13:31:24 2010

Begin Time

Subsession Web Application:RDP 10.123.123.100
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10.2 Acesso no Modo Tunel

1. Criar usuarios e grupo da SSL VPN

FortiGate 200B

System
Router L userame
D ipsec-userl
Firewall
D ipsec-user2
D ipsec-user3
uthentication
=-gh User Group
‘o User Group
FortiGate 200B ‘
- — —
System Edit User
Router User Name Iss\—vpn—userl I
Firewall [T pisable
= |
VPN =
;_ ") Match user on LDAP server [Please Select] -
() Match user on RADIUS server | [Please Select] «
&g User —
: _ ') Match user on TACACS+ server | [Please Select] =
"« Authentication I OK I | Cancel J
E-gh User Group
L= User Group

FortiGate 200B ‘

— - —
System () Create New | -
m o ame
Router
w Firewall
Firewall
ipsec-groupl ipse
uTM + Directory Service
VPN D FSAE_Guest_Users
E—
B User
= User
: = Authentication
-7 User Group
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2. Criar um pool de enderecos IP que serao usados para os clientes da SSL VPN no
modo tldnel. Ao se conectar a VPN os clientes receberdao um endereco deste pool.

FortiGate 200B

New User Group

. = Authentication

E| @ User Group

- rerr—
J Remote

#{g, Directory Service

&3 Monitor

FortiGate 200B

System §

Router é Name |ss\-vpn-group1 |
Firewall é Type | @ Firewall| O pirectory Service

i é Allow SSL-VPN Access

VAN Available Users Members
: ipsec-userl

& User ipsec-user2 @

Remote authentication servers
| Add |

| OK || Cancel |

System

New User Group

L.+ Authentication
Ergn User Group
#-() Remote
{55 Directory Service
= Monitor

Router é Name  ssl-vpn-groupl
Firewall é Type @ Firewall "_I'D\rectory Service
s g Allow SSL-VPN Access full-access A
M Available Users Members
m ipsec-userl
=2 User Ipsec-user2
. User ipsec-user3 @

Remote authentication servers
| Add |
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FortiGate 200B

= DoS Policy

= Sniffer Policy
= Protocol Options

[— a Address

FortiGate 200B

‘.= Protocol Options
=[] Address

o= Group

—
System © Create New | -
) Name Address [ FQDN
Router
e — IP/Netmask
Cl Addrlnternall 192.168.1.100/255.255.255.255
E-[E] Policy 0 all 0.0.0.0/0.0.0.0
i = Policy IP Range
~ = Central NAT Table O SSLVPN_TUNNEL_ADDR1L 10.0.0.[1-10]

Edit Address

System
Router Address Name |POOL-SSL-VPN-TUNNEL |
& [F Policy Subnet /1P Range |10.20.30.[1-10] |

= Policy Interface Any -

= Central NAT Table

] I OK I | Cancel |

- = DoS Policy

= Sniffer Policy

3. Habilitar a VPN. No campo IP Pools deve-se selecionar o endereco definido
previamente. Definir enderecos dos servidores DNS e WINS se necessario.

FortiGate 200B

System

SSL-VPN Settings

©5§ IPsec

. s Auto Key (IKE)
= Manual Key

= Concentrator

= Virtual Desktop Applicati
= Host Check

= Monitor

| POOL-SSL-VPN-TUNNEL [ Edit ] |

|Self—5\gned hd |

Router % [T nable ssiven |
Firewall % IP Pools
utM

AL

Require Client Certificate D

Encryption Key Algorithm

) Default - RC4(128 bits) and higher
@ Low- RC4(64 bits), DES and higher

Idle Timeout 300 (seconds)

I » Advanced (DNS and WINS Servers)

Apply |
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FortiGate 200B

System

Router

Firewall

&8 IPsec
= Auto Key (IKE)
= Manual Key

= Concentrator

[¥]Enable ssL-ven

1P Pools

Server Certificate

POOL-SSL-VPN-TUNNEL [ Edit ]

Self-Signed A

Require Client Certificate D

Encryption Key Algorithm

‘é-‘ High - AES(128/256 bits) and 3DES
() Default - RC4(128 bits) and higher

7‘ Low - RC4({64 bits), DES and higher

SSL-VPN Settings

: = Monitor

Bg{’, S5L Idle Timeout 300 (seconds)
T
= Portal

¥ Advanced (DNS and WINS Servers)

192.168.1.100

= Virtual Desktop Applicati
= Host Check

DNS Server #1

- Monitor DNS Server #2 192.168.1.110
WINS Server #1 192.168.1.200
WINS Server #2 192.168.1.220

4. Alterar a porta a ser utilizada na VPN SSL. Por default esta porta é TCP/10443. Caso
necessario ela pode ser alterada. No exemplo abaixo a porta foi alterada para
TCP/8080.

FortiGate 200B

Administrators Settings

© Dashboard Web Administration Ports
= Dashboard HTTP 80
" Usags HTTPS 443
41 Network
SSLVPN Login Port 3080
(i DHCP Server | oginPo
& config Telnet Port 23
SSH Port 22
Administrators D
- Adimin Profie Enable SSH vi compatibility
= Central Management i
s Password Policy
Certificates Enable ]
£} Maintenance Minimum Length s (8-32 characters)
Must Contain Upper Case Letters Lower Case Letters
Numerical Digits Non-alphanumeric Letters
Apply Password Policy to Admin Password IPSEC Preshared Key
Admin Password Expires after |0 (days)
Timeout Settings
Idle Timeout 60 (1-480 mins)
Display Settings
Language English -
Lines Per Page 50 (20 - 1000)
IPV6 Support on GUI =
Router
Firewall Enable SCP
utM Enable Wirsless Controller
VPN
| user !

5. Editar o portal “full-access” (especificado na configuracao do grupo).
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FortiGate 200B

=-@8 Psec
. = Auto Key (IKE)
~= Manual Key

= Concentrator
-~ = Maonitor
= SSL

= Config

- = Virtual Desktop Applicati
= Host Check

- = Monitor

full-access

tunnel-access

web-access

6. Habilitar os servicos a serem permitidos na VPN Web Mode.

J General || Virtual Desktop || Security Contral |

MName:

Applications:

Portal Message:
Theme:

Page Layout:

Redirect URL:

full-access

Mlyrremrtes Mlrte [VIrop [VIswB i ciFs
VIssH [YITenet Mlvne Clping

Welcome to SSL VPN Service

Blue -

I 0K I Cancel

7. Definir o pool de enderecos distribuidos aos clientes e habilitar o Split Tunneling no

Tunnel Mode.
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FortiGate 200B
System

Router Welcome to SSL VPN Service

Firewall

uTM
VPN
=88 IPsec

= Auto Key (IKE)

= Manual Key
- = Concentrator

Time Logged In:
HTTP Inbound/Outbound Traffic:
HTTPS Inbound/Outbound Traffic:

0
bytes / bytes
bytes / bytes

= Monitor
Sap SSL

I

= Virtual Desktop Applicati
- Host Check

- = Monitor

Q||

- Add Widget-

Type HTTRHTTRS =
Host:

=:RATINET

Connect | Disconnect | Refresh
Link status:
Bytes sent:
Bytes received:

< status information >

IP Mode:
IP Pools:

Name: Tunnel Mode

POOL-SSL-VPN-TUNMEL [Edit

Split Tunneling:

Connect || Disconnect
Link status:
Bytes sent:

Bytes received:

Refresh

< status information =

FortiGate 200B

‘Welcome to SSL VPN Service

&8 IPsec
i = Auto Key (IKE)

« Manual Key

Time Logged In:
HTTP Inbound/Outbound Traffic:
HTTPS Inbound/Outbound Traffic
* Concentrator

BN & 222
(o ] corcer L oo L sous: ]

0
bytes / bytes
bytes / bytes

* Monitor
=g SSL

-+ Config

Q | B ‘ Fz:RTINET

-Add Widget-

Type: HTTRHTTPS +
Host:

+* Virtual Desktop Applicati
+* Host Check
-+ Menitor

an
Name: Tunnel Mode
1P Mode:

@ Range ©) User Group
IPPools:  POOL-SSL-VPN-TUNNEL [Edit]
Split Tunneling:

Connect || Disconnect || Refresh
Link status:
Bytes sent:
Bytes received:

< status information >
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8. Criar regras de firewall.

Os enderecos a serem utilizados nas regras sao apresentados abaixo:

F:ERTINET

FortiGate 200B

Logout

Help

System () Create New
T T Y vy R T S
] w IP/Netmask '
gm |:| InternalNetwork 192.168.1.0/255.255.255.0 Any |
E [&£] Policy |:| InternalServerl 192.168.1.100/255.255.255.255 Any
[ = Policy I:‘ InternalServer2 192.168.1.101/255.255.255.255 Any
= Central NAT Table |:| all 0.0.0.0/0.0.0.0 Any
= DoS Policy w IP Range
« Sniffer Policy 0 | POOL-55L-VPN-TUNNEL 10.20.30.[1-10] Any |
H * Protocol Options I:‘ SSLVPN_TUNNEL_ADDR1 10.0.0.[1-10] Any
5 [] Address
-
= Group

FortiGate 200B

_© create new | -

System

Router

Paolicy
= Central NAT Table
= DoS Paolicy
= Sniffer Paolicy

.= Protocol Options H

Regra 1: Acesso dos clientes de VPN ao InternalServerl.

*0Obs1: No Destination Address deve-se evitar o uso do grupo “all”. Isto deve ser
evitado pois as rotas inseridas nos clients sao “aprendidas” através dos enderecos
de destino nas regras do firewall. Um regra com destino “all” fara com que todos os
pacotes de dados enviados pelo client sejam enviados através do tunel!

*0bs2: A Source Interface que representa o tlnel SSL (chamada “ssl tunnel
interface” na tela abaixo) pode as vezes aparecer como “ssl.root”.
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FortiGate 200B

New Policy
Source Interface/Zone |sslvpn tunnel interface - |
Source Address | POOL-SSL-VPN-TUNNEL - | =l multiple
Destination Interface/Zone | port2(INTERNAL) - |
Destination Address InternalServerl I |E Multiple
Schedule always hd
= Dos Policy Service | any + | =l Multiple
i = Sniffer Policy
H Action IACCEPT -
= Protocol Options ]
= f&l Address Log Allowed Traffic
= Address
L= Group NAT
& Service @ o MAT
[ Schedule -
') Enable NAT D ic IP Pool
| Traffic Shaper B nable ynamic oo
& virtual 1P () Use Central NAT Table
Load Balance
|:| Enable Identity Based Paolicy
1 umm
|:| Traffic Shaping [Flease Select] hd
uTM Reverse Direction Traffic Shaping | [Please Select] -
VPN |:| Per-IP Traffic Shaping [Please Select] -
User [C] Enable Endpoint NAC [Please Select] hd
‘WAN Opt. & Cache Comments (maximum 63 characters)
Endpoint
Wireless Controller
Log&Report
OK Il | Cancel

Regra 2: Estabelecimento da SSL VPN.

*0Obs1: No Destination Address deve-se evitar o uso do grupo “all”. Isto deve ser
evitado pois as rotas inseridas nos clients sao “aprendidas” através dos enderecos
de destino nas regras do firewall. Um regra com destino “all” fard com que todos os
pacotes de dados enviados pelo client sejam enviados através do tunel!
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- — —
System New Policy
Router Source Interface/Zone | portis(internat) >

Policy Destination Interface/Zone |pur‘t2(INTERNAL] - |
- Destination Address |Interna\Network - |E Multiple
Central NAT Table Action | SSL-VPN - |
= DoS Policy
Sniffer Poli
: q'. [7] ssL client Certificate Restrictive
= Protocol Options i
[ Address Cipher Strength Any -
= Address
b= Group Configure SSL-VPN Users
& Service
[ schedule

Traffic Shaper

@ virtual 1P Rule ID

(5%) . . o
@ Load Balance Implicit_Deny all ANY  always &) o &

Comments (maximum 63 characters)

uTM

User Group

Awvailable User Groups: Selected User Groups:

o SSL-VPN
ssl-vpn-groupl

Service

Available Services: Selected Services:
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Available Services:

Edit Authentication Rule

Selected Services:

-—--— Service -—-—

Schedule  always

D Log Allowed Traffic

[ umm

Available Services:

Edit Authentication Rule

Selected Services:

CVSPSERVER
DCE-RPC
DHCP

DHCP&

DNS

Schedule  always

IT Log Allowed Traffic

] umm
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FortiGate 200B ‘ {

= _— ——
System New Policy
Router Source Interface/Zone portls(Internet) hd
9__ Palicy Destination Interface/Zone  port2(INTERMNAL) hd
- Destination Address InternalNetwork + ElmMultiple
= Central NAT Table Action S5L-VPN -

= DoS Palicy

= Sniffer Policy
X D SSL Client Certificate Restrictive
= Protocol Options

Cipher strength Any hd
=-f2] Address
= Address
= Group Configure SSL-VPN Users
4 service Display Implicit Policies
-[3 Schedule
-&F| Traffic Shaper | Add |

uogong

1 ssl-vpn-groupl ANY  always %] © mwHXE
Implicit_Deny all ANY  always a (%] @’

& virtual 1P Rule ID

-G Load Balance

User Group |Service|Schedule

Comments (maximum &3 characters)

o I OK | -~ cancel |
VPN
FortiGate 200B | g E?m FERTINET

System

T Source T Destination

Router

] 1 1 ssl.root  port2 o POOL-SSL-VPN-TUNNEL o InternalServer1 always @ ANY ACCEPT
Firewal
[} 2 2 portié  port2 o all o InternalNetwork always ANY SSL-VPN
= Policy

- (] 3 any any o all 2 all always @ ANY DENY Implicit
= Central NAT Table é g

9. Criar rota estatica para o tunel SSL. O endereco de rede a ser especificado é o do
pool de enderecos utilizados pelos clientes da VPN (POOL-SSL-VPN-TUNNEL).

Qe

Logout

FortiGate 200B

2

Help

o ook T T

= Policy Route

“* Dynamic
&= Monitar
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FortiGate 200B

System
_ Destination IP/Mask |10.20.30.0/28 |
&3 Static Device
: Gateway 0.0.0.0
~ Poliey Route Distance 10 (1-255)
- Monitor Priority 0 (0-4294967295)

F—a—:

Edit Static Route

Cancel |

Connection Mame:

Server Address I
Username: I

Password I

Client Certificate: I

Connection
Status: Disconnected  Bytes Sent: 1]
Duration: 00:00:00  Bytes Received: 1}

— Satiings of selected connactio

£ Setlings... Connect Disconnect Exit |
FortiClient SSL VPN Settings ==
Glokel Seting:
’7|— Keep connection alive until manuslly stopped ‘
~ Connecti
Connection .| Description I JE_New Cannectian.. |

Edit.
Delete

Connection Name |

Description |

Senver Address |

[ Do notwarning about server certificate validation failure

User Name |

Password |

Client Cerificate |

0K

Cancel
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New Connection Settings

—Connection Setings

Connection Name F‘SSLVPNW

Description: ITeste

Server Address: IZDD 189.190.106:8080

[~ Da notwarming about server certificate validation failure.

User Mame: I

Password I

Client Certificate: I

FortiClient SSL VPN Settings

[~ Keep connection alive until manually stopped:

’rG\oba\ Seting

~ Connections

Connection Description
SELVPMN Teste

Mew Connection...
Edit
Delete

[~ Settings of selected connection

Connection Name: I

Description I

SenverAddress: I

[~ Do notwarming abaout server ceriticate validation failure

UserName I

Pasgword I

Client Certificate I

T |

Cancel

&28 FortiClient SSL VPN

Connection Name: ISSL RGO

Server Address: |ZDD 189.190.106:8080

Username: Issl-vpm-user'l

Fassword: [

Client Cerificate:

Connection

Status: Disconnected  Bytes Sent ]
Duration: 00:00:00  Bytes Received 1]
Settings.. | | Connect I Discannect Exit
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11.Forma alternativa de conexao a VPN no modo tunel. O client deve estar
previamente instalado.

Acessar o gateway através do browser e fazer o login.

Eile Edit View History Bookmarks Tools Help

@ c [ BERklRL https://200.189.190.106:8080/remote/| 77 - | < | Idap query v | #8 -
Google g g~ M - 62 - P4 [ & Share- ¥2 Bookmarks- 23 Translate ~ [E, Idap [E, query » <% - @ lauren..”

| login [+ =

Please Login

Name: user2

Password:

[Toon ]

12.Forma alternativa de conexao a VPN no modo tunel. O client deve estar
previamente instalado.

Acessar o gateway através do browser e fazer o login.

Welcome to SSL VPN Service

Time Logged In user2 (0 hour(s), 0 minute(s), 1 second(s)) Type: HTTP/HTTPS +
HTTP Inbound/Outbound Traffic: 0 bytes / 0 bytes

Host:
HTTPS Inbound/Outbound Traffic: 0 bytes / 0 bytes

]

Discomnect
Link status: Down
Bytes sent: 0
Bytes received: 0

|l

FortiClient S3L VPN offline
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10.3 Monitoracao de Acessos

FortiGate 51B

System

Routel
Tue May 18 13:44:04 2010
Firewall Tunnel 1P:10.1.2.1

= Monjto
= Config
= Fortal
= Virtual Desktop Applicati
= Host Checle

11VPN IPSEC - Site-to-Site

As telas apresentadas a seguir apresentam a configuragao de uma VPN Site-to-

Site parao cenario abaixo:

- Site A: Gateway = 200.202.114.250 - Rede=10.123.123.0/24
- Site B: Gateway = 200.142.90.178 - Rede = 10.55.1.0/24

11.1 Fase 1

FortiGate 51B ‘ ©

@ Create Phase 2

Tunnel Mode:

- | & create Phase 1

Phase 1

System

Router

Firewall

. = Manual Key

i~ = Concentrator

. Monitor

Firewall Fortinet - Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de

Engenharia e Operacgoes.
Pagina de 215

104



FortiGate 51B (2]

Help

Edit Phase 1

System

Router Name [vPN Site-to-Site Test |
Firewall Remote Gateway IStat\c IP Address I
uT™M

Y Ll
=
n
2

= &f IPsec Mode O Aggressive I'?‘ Main {ID protection) I
o EdEm Ly (IKE) Authentication Method F’rashared Key -|
= Manual Key
| Pre-shared Key I |
= Concentrator
. Peer Options
= Monitor
ﬂm ssL @ Accept any peer ID

(XAUTH, NAT Traversal, DPD)

OK | Cancel

IP Address |200.142.90.178 |
Local Interface Iwanl 'I

FortiGate 51B Q|

Help Logout

Edit Phase 1

— Name VPN Site-to-Site Test
Router Remote Gateway Static IP Address
Firewall IP Address 200.142.90.176
| e H  Local Interface wanl  ~
% e Mode ©  aggressive @  main (ID protection)
| &F Psec Authentication Method  Preshared Key -
E " Pre-shared Key

| = Manual Ke

! Y Peer Options

= Concentrator

| ®

= Monitor ) S Accept any peer ID
g SSL |_Advanced... | (XAUTH, NAT Traversal, DPD)

Enable IPsec Interface Mode

Local Gateway IP ©@ Main Interface IP

Specify |0.0.0.0

P1 Proposal
1 - Encryption 3DES - Authentication SHA1 -
2 - Encryption AES128 ~ Authentication MD5 hd =]
DH Group 18 =20 1400
Keylife (120*172500 seconds)
Local ID (optional)
XAUTH © pisable ) Enable as Client Enable as Server
T NAT Traversal Enable
Keepalive Frequency 10 {10-900 seconds)

'WAN Opt. & Cache

Endpoint Dead Peer Detection Enable

Log&Report I oK I I cancel

11.2 Fase 2
*Observacao: apos a configuracdo da Fase 2 a VPN nao se tornara ativa. A VPN

estard ativa apenas apds a criacao das regras de firewall referente ao trafego a ser
enviado pelo tunel.
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FortiGate 51B

pelete @ Create Phase 1

[ Edit

& Create Phase 2

System
n Phase 1 Phase 2
Router
Tunnel Mode:
Firewall » VPN Site-to-Site Test
uT™M

—

Hﬁi IPsec -
R -to key (1KE)
I~ = Manual Key

\-= Concentrator

i Monitor

FortiGate 51B

Edit Phase 2

Router Name  [VPN Site- to-Site - Phase 2
Firewall Phase 1 |WPN Site-to-Site Test -
utTMm Advanced...
E s oK cancel |
Eﬂi IPsec

Rt oy )

= Manual Key

= Concentrator

= Monitor
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FortiGate 51B

System

Router

Firewall

uT™M
= @8 IPsec

T

= Manual Key

m T ——

i~ = Concentrator

= Monitor

- SsL

| Advanced... |

P2 Proposal

Keylife:

Autokey Keep Alive

Quick Mode Selector

*Observacao: Em situacdes em que o Source address ou o Destination address
devem ser preenchidos com mais de uma rede deve-se criar uma configuragao de

Fase 2 para cada rede.

11.3 Regras

Qe

Logout

Help

\ (2}

Edit Phase 2

MName VPN Site-to-Site - Phase 2

Phase 1 | VPN Site-to-Site Test

1- Encryption: 3DES - Authentication: SHA1

2- Encryption: AES128 - Authentication: MD5

I Enable replay detect\oml

| Enable perfect forward secrecy(PFS).I
DHGroup 10 2@ 14 @
|Seccnds v| |3snn I(Seccnds) 5120

Enable

(KBytes)

Source address |10.123.123.0/24

Source port 0

Destination address |10‘55‘1‘0f24-

Destination port 0

Protocol 0

——

Cancel

- Rede Site A = Diveo =10.123.123.0/24

- Rede Site B = Etek = 10.55.1.0/24
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FortiGate 51B

System

Router

¥ Action

F:ERTINET

Logout

Section View ' Global View

¥ VPN Tunnel

[ Column Settings ]

= Diveo @ Diveo
7 _to-
= 1 o Rede ETEK @ Rede ETEK @ ANY ENCRYPT - 10/840B VPN Site-to-Site Test
w Implicit (1)
B @ all o al @ ANY DENY Implicit

= Central NAT Table
= DoS Policy

= Sniffer Policy

= Protocol Options
|| =la address

FortiGate 51B

System

Router

Policy

= Central NAT Table
= DoS Policy
= Sniffer Policy

* Protocol Options
[ Address

= Address

i = Group

El & Service

E [[3) schedule

& &] Traffic Shaper
E| 2 virtual 1P

: = Virtual IP

* VIP Group

= IP Pool

Load Balance

uTM

I

VPN

User

WAN Opt. & Cache

R

11.4 Monitoracao

Edit Policy

Source Interface/Zone | internal
Source Address |[Mult\ple...]
Destination Interface/Zone |wam1
Destination Address I[Mult\ple...]
Schedule Ialways
Service | ANy

Action | IPSEC

Log Allowed Traffic

VPN Tunnel IVPN Site-to-Site Test

I tnbound maT

Allow inbound
Allow outbound

O utm

O outbound naT

ZI Traffic Shaping [Please Select]

Reverse Direction Traffic Shaping | [Please Select]
[Z] per-1p Traffic Shaping [Please Select]
Comments (maximum 63 characters)

Rsgra VEN Issts

] |

Cancel |
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FortiGate 51B

FE:ERTINET

Help Logout

System

Router

Firewall

utM

VPN

User

WAN Opt. & Cache

= [ Log Config
= Log Setting
= Alert E-mail

= Event Log

= Application Control
= DLP

= Email Filter

= Attack

= Web Filter

= AntiVirus

vent
= Traffic
= Network Scan

# 47 Archive Access

FortiGate 51B

D Refresh

11 2010-07-02
12 2010-07-02
13 2010-07-02
14 2010-07-02
15 2010-07-02
16 2010-07-02
17 2010-07-02
18 2010-07-02
19 2010-07-02
20 2010-07-02
21 2010-07-02
22 2010-07-02
23 2010-07-02
24 2010-07-02
25 2010-07-02
26 2010-07-02
27 2010-07-02
28 2010-07-02
29 2010-07-02
30 2010-07-02
31 2010-07-02
32 2010-07-02
33 2010-07-02
34 2010-07-02
35 2010-07-02
36 2010-07-02
37 2010-07-02
38 2010-07-02
39 2010-07-02
40 2010-07-02
41 2010-07-02

09:25
09:25

09:25:

09:22

09:22;

09:22

09:22;

09:22

09:22;

09:22
09:22

09:22;

09:22

09:22:

09:22
09:22

09:21:

09:21

09:21:

00:21

09:20:

09:20

09:20:
09:20:

09:19

09:19:

09:19

09:19:
09:18:

09:18

09:18:

I Clear All Filters

34
34

notice
notice
netice
notice
netice
notice
notice
notice
notice
notice
notice
notice
notice
error
error
error
eror
error
eror
error
error
error
error
eror
error
error
error
error
error
error
eror

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

[ Column Settings

- Disk @ Memory

37138
37134
37139
37122
37129
37138
37139
37133
37129
37127
37127
37127
37127
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125
37125

L]

/21p M

tunnel-down
delete_phasel_sa
phase2-down

@ Formatted
IPsec connection status change
delete IPsec phase 1 SA
IPsec phase 2 status change

Raw

negotiate negotiate IPsec phase 2
negotiate progress IPsec phase 2
tunnel-up IPsec connection status change
phase2-up IPsec phase 2 status change
install_sa install IPsec sA
negotiate progress IPsec phase 2
negotiate progress IPsac phase 1
negotiate progress IPsec phase 1
negotiate progress IPsec phase 1
negotiate progress IPsec phase 1
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error
negotiate IPsec phase 2 error

Help Logout F HrlnET

9 Formatted

Raw

Time 09:22:31
Level  error
Sub ipsec
Type

D 37125

Virtual  root

Domain
Message [Psec phase 2 error
Action negotiate

IPSec  200.142.30.178
Remate

IPSec 200.202.114.250
Local IP

Remete 500

Port.

Outgoing want

Interface

Local 500

Port

Cookies  f3a6535a3d70c4b/0000000000)
User N/A

Group  N/A

XAUTH  N/A

User

XAUTH  N/A

Group

Status  negotiate_error

VPN N/A
Tunnel

Error
Reason

no matching gateway for new re

i

System D Refresh W Clear All Filters (2] Column Settings O Disk © Memory

2U 2ULU-U/-UZ UYig2is/ notce ipsec 3712/ negouare progress 1Psec pr
Router 21 2010-07-02 09:22:37 notice  ipsec 37127 negotiate progress IPsec pha
| I— [|22 2010-07-02 09:22:37 notice  ipsec 37127 negotiate progress IPsec ph3
| {|23 2010-07-02 09:22:37 notice  ipsec 37127 negotiate progress IPsec pha
utM 24 2010-07-02 09:22:31 error __ipsec 37125 negotiate IPsec phase 2 errol
VPN 25 2010-07-02 09:22:16 emor _ipsec 37125 negotiate IPsec phase 2 erro
26 2010-07-02 09:22:01 error  ipsec ar12s negotiate IPsec phase 2 erro
User 27 201007-02 09:21:46 eror  ipsec 37125 negotiate IPsec phase 2 erro
WAN Opt. & Cache 28 2010-07-02 09:21:31 eor  ipsec 37125 negotiate IPsec phase 2 erro
e 29 2010-07-02 09:21:16 emor  ipsec 37125 negotiate IPsec phase 2 erro
30 2010-07-02 09:21:01 eror  ipsec 37125 negotiate IPsec phase 2 erro
31 2010-07-02 09:20:46 error  ipsec ar12s negotiate IPsec phase 2 erro
% Log Config 32 201007-02 09:20:31 eror  ipsec 37125 negotiate IPsec phase 2 erro
« Log Setting 33 2010-07-02 09:20:16 eor  ipsec 37125 negotiate IPsec phase 2 erro
Aot E-mai 34 2010-07-02 08:20:01 eror  ipsec 37125 negotiate IPsec phase 2 erro
35 2010-07-02 09:19:46 error  ipsec 37125 negotiate IPsec phase 2 erro
* EventLog 36 2010-07-02 09:19:31 error  ipsec ar12s negotiate IPsec phase 2 erro
=3l Log Access 37 2010-07-02 09:19:16 error  ipsec 37125 negotiate IPsec phase 2 erro
= Application Control 38 2010-07-02 09:19:01 error ipsec 37125 negotiate IPsec phase 2 errol
= b 39 2010-07-02 09:18:46 error ipsec 37125 negotiate IPsec phase 2 errol
= Email Filter 40 2010-07-02 09:18:31 error  ipsec ar12s negotiate IPsec phase 2 erro
* Attack 412010-07-02 09:18:16 error  ipsec 37125 negotiate IPsec phase 2 erro
« Web Filter 42 2010-07-02 09:18:01 eor  ipsec 37125 negotiate IPsec phase 2 erro
+ Antivirus 43 2010-07-02 09:17:46 emor  ipsec 37125 negotiate IPsec phase 2 erro
44 2010-07-02 09:17:31 emor  ipsec 37125 negotiate IPsec phase 2 erro
 Traffic 45 2010-07-02 09:17:16 error  ipsec 37125 negotiate IPsec phase 2 erro
46 2010-07-02 09:17:01 error  ipsec 37125 negotiate IPsec phase 2 erro
* Network Scan 47 2010-07-02 00:16:46 error  ipsec 37125 negotiate IPsec phase 2 errol
% o Archive Access 48 2010-07-02 09:16:31 error  ipsec 37125 negotiate IPsec phase 2 errof
49 2010-07-02 09:16:16 emor  ipsec 37125 negotiate IPsec phase 2 erro
50 2010-07-02 09:16:01 error  ipsec 37125 negotiate IPsec phase 2 erro
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Logout

— @ Refresh W Clear All Filters [ Column Settings  ©) pisk © Memory Formatted
# T Date Y Time Y SubType Y ID T P D Y Source ¥ Source Port 7 Destination Y Service Y VPN
anien 1 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.62 443/tcp VPN Site-to-Site Test
Firewall 2 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.62 443ftcp | VPN Site-to-Site Test
3 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.49 443/tcp | VPN Site-to-Site Test
4 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.15 443/tcp VPN Site-to-Site Test
Il 5 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.144. 443/tcp | VPN Site-to-Site Test
Il 6 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.49 443/tcp VPN Site-to-Site Test
I 7 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.15 443/tcp VPN Site-to-Site Test
| || 8 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.144. 443/tcp VPN Site-to-Site Test
Endpoint 9 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.145 443/tcp VPN Site-to-Site Test
10 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.145 443/tcp VPN Site-to-Site Test
11 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.222 443/tcp VPN Site-to-Site Test
=H"¥ Log Config 12 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.216 443/tcp VPN Site-to-Site Test
« Log Setting 13 2010-07-02 14:20:24 sllowed 2 1 10.123.123.10 58090 10.55.1.205 443/tcp VPN Site-to-Site Test
- Alert E-mail 14 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.172 443ftcp VPN Site-to-Site Test
Event L 15 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.171 443/tcp VPN Site-to-Site Test
16 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.168 443/tcp VPN Site-to-Site Test
 Application Control 17 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.161 443/tcp VPN Site-to-Site Test
18 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.222 443/tcp VPN Site-to-Site Test
- be 19 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.216 443/tcp VPN Site-to-Site Test
* Email Filter 20 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.205 443/tcp VPN Site-to-Site Test
" Attack 21 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.172 443/tcp VPN Site-to-Site Test
= web Filter 22 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.171 443/tcp VPN Site-to-Site Test
« AntiVirus 23 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.168 443/tcp VPN Site-to-Site Test
= Event 24 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58089 10.55.1.161 443/tcp VPN Site-to-Site Test
25 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.74 443/tcp VPN Site-to-Site Test
Network Scan 26 2010-07-02 14:20:24 allowed 2 1 10.123.123.10 58090 10.55.1.66 443/tcp VPN Site-to-Site Test

12 IPS

12.1 IPS Sensor

FortiGate 51B 0 B

© create New

System
"] \ Name Comments
Router - .
] all_default all predefined signatures with default setting
Firewall & all_default_pass all predefined signatures with PASS action
g ] protect_client protect against client-side vulnerabilities
’@ Antiv (=] protect_smail_server protect against EMail server-side vulnerabilities
noiVirus
Profil ] protect_http_server protect against HTTP server-side vulnerabilities
= Prohile
~ = File Filter

- = Quarantine
.= \fin|s Datahace

= Intrusion Protection

= DaS Sensor
= Predefined
- = Custom

= Protocol Decoder
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System

New IPS Sensor

Router

Name

My_IPS_Sensor

%

Firewall

[E—

AntiVirus
= Profile
= File Filter
= Quarantine
- = Virus Database
[J) Intrusion Protection
CEr—
- = DoS Sensor
= Predefined
= Custom

~= Protocol Decoder

Detect user defined attacks.

Comments (maximum 62 characters)

[—o—]"

‘Cancel

12.2 Filtro

Através do filtro sao definidos os grupos de protocolos e aplicacdes que serdo
analisados.

FortiGate 51B

System

Router

Firewall

E—

4 Antivirus
= Profile
® File Filter
= Quarantine
* Virus Database
(JJ Intrusion Protection
T
= DoS Sensor
= Predefined

|

2}

Help

C»

FE:RTINET
Logout

Edit IPS Sensor
Name My_IPS_Sensor

Comments perect user defined attacks.

(maximum 63 characters)

[#lenable Logging 0K

Filters.

Create New

3 add Pre-defined Override =3 Add Custom Override
| ® [« [ Name [ Enmable ] Logging [ acion |

~= Custom

~= Protocol Decoder
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My_1PS_Filter

]
i

Severity ) spacify info low || madium high eritical
=48 Antivirus Target Specify | | sarver dlient
« Profil
rone os Spacify || other [] windove [ ] Linux [ ] 850 [] Solaris [ | macos
« File Filter i
* Quarantine || Protecel
* Virus Database i Selactad
= (J) Intrusion Protection | "
105 Sensor
* DoS Sensor
« Pradefined
« Custom =
« Protocol Dacoder
¥ Web Filter
= [ Email Filt
B Email Filter Application
i [ Data Leak Prevantion
# & Application Control Selectad
=8 voIp Gther - pache =
ASP_app = 15
2dobe
2pple
ca
CGI_app
Gisca = =
[] quarantine Attackers (to Banned Users List)
Methad Attacker's IP Addrass
Logging
Expires Indsfinitaly @ After |5 Minuta(s)

Signature Setting:

Enable @ Accept signatures' default setting| ) Enable all O Disable all
i Action © Accept signatures’ default setting| ) Pass all © Block all ©) Reset all
User =

Logging

WAN Opt. & Cache =
Packet Logging )
Endpoint

—
—

12.3 Regra de Firewall

Selecionar a regra de firewall que tera seu trafego analisado:

FortiGate 51B

Q»

Help Logout

S==ERTINET

System & create New » v T Delete & Move To %2 Insert [ Column Settings ] @ Section View ) Global View
E— | T 1D T Source T Destination T Schedule T Service T Action T Status T NAT
p MyVPN_Fasel -> internal (1)
B policy » internal -> wanl (1)
i ™ bolicy + wanl -> internal (1)
= Central NAT Table 2 oall @ Ubuntulabi always @ ANY ACCEPT X |
-« DoS Policy » Implicit (1)
= Sniffer Paolicy
= Protocol Options
- Servire
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System

Router Destination Interface/Zone internal
Destination Address UbuntuLabi « | =l Multiple
& policy 1| schedule slvays -
- Service ANY | =l Multiple
« Contral NAT Tabls || action accesT -
- DoS Palicy
: Log Allowed Traffic
« Sniffer Policy
~= Protocol Options
NAT
@ [& Address
® @ Service @ no nAT
® (D Schedule @ Enable HAT Dynamic TP Poal
# &] Traffic Shaper .
& t‘l Virkual 18 ' Use Central NAT Table
® &) Load Balance
[C Enable 1dentity Basad Policy
[[ erotocol options [Please Select]
[ enable Antivirus [Please Select]
My 195, Sansor ="
[ enable web Filtar [Please select]
[ enable Email Filtar [Please Select]
[E] enable bLP Sensor [Plaase Select]
[7] enable Apslication Contral [Please Select]
[[] Enable vore [Please Select]
[ vraffic shaping [Plaase select]
Revarss Dirsction Traffic Shaping | [Flesss Sslect]
£ par-10 Traffic Shaping [Please Select]
utH [] Enable Endpoint NAC [Please Select]
— Commants (maximum 63 charactsrs)
User
'WAN Opt. & Cache
Endpoint
Log&Report [——0—T] Cancel |
Deone

12.4 Log de Ataques
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Help Logout
. = @ e
e é D refresh T Clear All Filters = Column Settings  ® Disk ) Memory
# T Date Y Time Y Level ¥ Sub Type ¥ ID ¥ Source Y Destination Y Reference YT Message
Router 1 2010-05-26 15:47:11 alert signature 16384 200.189.190.105 10.123.123.10  http: //www.fortinet.com/ids/VID12758 web_server: MS.I1S.IndexSen
Firewall 2 2010-05-26 15:47:11 alert signature 16384 200.189.190.105 10.123.123.10 http: / /www.fortinet.com/ids/VID10181 web_app: PHPBEB.Viewtopic.Hig
UTM 3 2010-05-26 15:47:11 alert signature 16384 200.189.190.105 10.123.123.10 hittp: //www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
4 2010-05-26 15:47:11 alert signature 16384 200.189.190.105 10.123.123.10 hitp: //www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
VPN 5 2010-05-26 15:47:11 alert signature. 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
User 6 2010-05-26 15:47:11 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
7 2010-05-26 15:47:11 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
WAN Opt. & Cache 8 2010-05-26 15:47:10 alert signature. 16384 200.189.190.105 10.123.123.10  http: //www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
Endpoint 9 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 htip: / /www.fortinet.com/ids/VID10181 web_app: PHPBB. Viewtopic.Hig
10 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 http: / /www.fortinet.com/ids/VID10181 web_app: PHPBEB.Viewtopic.Hig
11 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 hittp: //www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
D"['y Log Config 12 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 hittp://www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
« Log Setting 13 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
= Alert E-mail 14 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
= Event Log 15 2010-05-26 15:47:10 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Hig
Log Access 16 2010-05-26 15:47:09 alert signature. 16384 200.189.190.105 10.123.123.10  http: //www.fortinet.com/ids/VID12887 web_server: ISAPL.IDQ.Accest
— 17 2010-05-26 15:47:09 alert signature 16384 200.189.190.105 10.123.123.10  http: //www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir
* Application Control 18 2010-05-26 15:47:08 alert signature 16384 200.189.190.105 10.123.123.10 hittp: //www.fortinet.com/ids/VID107347979 http_decoder: HTTP.Request.Si
* e 19 2010-05-26 15:47:08 alert signature 16384 200.189.190.105 10.123.123.10 hitp://www.fortinet.com/ids/VID107347979 http_decoder: HTTP.Request.Si
= Email Filter 20 2010-05-26 15:47:08 alert signature 16384 200.189.190.105 10.123.123.10 http:/ /www.fortinet.com/ids/VID107347979 http_decoder: HTTP.Request.Si
- 21 2010-05-26 15:47:08 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID107347979 http_decoder: HTTP.Request.5i
= Web Filter 22 2010-05-26 15:47:07 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10866 applications: BadBlue.MFCISAF
= Antivirus 23 2010-05-26 15:47:07 alert signature 16384 200.189.190.105 10.123.123.10 http://www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir
= Event 24 2010-05-26 15:47:07 alert signature. 16384 200.189.190.105 10.123.123.10  http: //www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir
= Traffic 25 2010-05-26 15:47:07 alert signature 16384 200.189.190.105 10.123.123.10  http: //www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir
= Network Scan 26 2010-05-26 15:47:07 alert signature 16384 200.189.190.105 10.123.123.10 hittp://www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir
‘j Archive Accass 27 2010-05-26 15:47:07 alert signature 16384 200.189.190.105 10.123.123.10 hittp://www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir
28 2010-05-26 15:47:07 alert signature 16384 200.189.190.105 10.123.123.10 hitp://www.fortinet.com/ids/VID10574 web_server: Sun.iPlanet.Admir

Selecionando uma linha de ataque pode-se obter mais detalhes do ataque: policy
ID (ndmero da regra), sensor utilizado na deteccdo, status (dropped/detected),
criticidade (severity), etc...

Formatted
prence =) Log Detal
www .fortinet.com/ids/VID107

www .fortinet.com/ids/VID107
www .fortinet.com/ids/VID107
www fortinet.com/ids/VID124 L=<l ei=
www fortinet.com/ids /VID128 Sub Type  signature
www fortinet.com/ids /VID12€ 10 16384
www fortinet.com/ids/ViD12d oo, 10 2

wvw fortinet.com/ids /VID12¢ 7 — 29550
www fortinet.com/ids /VID107 numbsr

www fortinet.com/ids /VID10 attack 1D 12758
www fortinet.com/ids /ViD1o s |~
s fortinet.com/ids VIDIOR oo
www fortinet.com/ids /VID153 point

www fortinet.com/ids/VID128 profile n/A
www fortinet.com/ids/VID107 Name E
www fortinet.com/ids/! Sanzor My IPS Sanzor

185.150.105

Date 2010-05-28

Time 15:43:40

10.123.123.10
wwrw fortinet.com/ids [VIDI12Q 5o "o 02503

Destination 80
www fortinet.com/ids/VID12Q port

www fortinet.com/ids /[ Source wamd
www fortinet.com/ids /VID12( Interface
www fortinet.com/ids /[ Destination interal

o= Interface

ot Jstatus dropped

www fortinet.com/ids/VID107 Protocol &

www fortinet.com/ids/! Service  http
www fortinet.com/ids /VID151 user nya
www fortinet.com/ids/! Group T

inet.com/ids/VID1:

ferance  hitojuwwnfertingt.com

www fortinet.com,

wurss feetinet com lide VTR0 -

Mais detalhes sobre cada ataque podem ser obtidos através do link apresentado
no campo Reference:
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78 2010-05-26 15:50:22 alert
79 2010-05-26 15:50:22 alert
80 2010-05-26 15:50:22 alert
81 2010-05-26 15:50:22 alert

signature 16384 200.189.190.105 10.123.123.10 http:/ /www.fortinet.com/ids/VID12015
signature 16384 200.189.190.105 10.123.123.10 I http: / / www.fortinet.com/ids/VID15152 I
signature 16384 200.189.190.105 10.123.123.10 http:/ /www.fortinet.com/ids/VID15152
signature 16384 200.189.190.105 10.123.123.10 http:/ /www.fortinet.com/ids/VID12015

» FortiGuard Center  » Fortinet.com  » FortiGuard Blog

(ATINET. FortiGuard Center

Search

within FortGuerd Genter

FortiGuard S Contact Us

MS.1IS.WEB.SERVER.FOLDER.TRAVERSAL
MS.IIS.Web.Server.Folder. Traversal.Evasion

1IS.Web.Server Folder Traversal Evasion

Security Tools

e Library

Nov 13, 2007

Altackers can gain access to files on the victim system, and even execute arbitrary commands.

This indicates a directory raversal vulnerability in Microsoft Intemet Information Service (11S). t can be exploited by sending a unicode
encoded URL request to a vulnerable sener

1IS:is @ powerful web server that provides a highly reliable, manageable, and scalable Web application infrastruciure. There is a
wulnerabilityin IS 4.0 and 5.0 that allows remote aftackers to read documents outside of the web root and possibly execute arbitrary
commands on a target system by passing it URLs that contain special unicode encoded characters,

ESl Any unpatched Microsoft IS 4.0 or 5.0 server is vulnerable to the attack.

Apply the patch from Hicrosoft Security Bulletin MS00-057. Customers who have applied the patch are already protected against the
wulnerability and do not need to take additional action

hitp:/fcve. mitre org/cgi-bin/cvename cgi?name=2000-0884.

JCIELN 11500-078  htp:/www. microsoft comitechnesecurity/Bulletin/ms 00-078.mspx
[

Referencs: VID-15152

12.5 Assinaturas de Ataques Pré-definidas

FortiGate 51B

Threat Research and Response

Q

Help

web_server:
web_server:
web_server:

web_server:

(e

Logout

MS.IIS.Web.Server
M5.115.Web.Server
MS.IIS.Web.Server
MS.IIS.Web.Server

F:ERTINET

m—
Conficker.C.P2P High Server All Windows
Roules Invalid.Protocol.Header Low Client, Server All All
Firewall IP.Land High Client, Server All All
uTM IP.Loose.Src.Record.Route.Option Medium  Client, Server All All
E IP.Record.Route.Option Medium  Client, Server All All
34§ Antivirus IP.Security.Option Medium  Client, Server Al All
= Profile IP.Stream.Option Medium  Client, Server Al All
® File Filter IP.Strict.Src.Record.Route.Option Medium  Client, Server Al All
* Quarantine IP.TimeStamp.Option Medium  Client, Server Al All
= Virus Database OpenBSD.IPv6.Fragment.Buffer.Overflow Critical ~ Server All BSD
r [l Intrusion Protection Teardrop Critical ~ Server All Linux, Windows
~= [PS Sensor AddressMask Medium  Client, Server ICMP Other
-= DoS Sensaor Backdoor.GDoor.ICMP Medium  Client, Server ICMP Windows
™ credefined Broadcast.ICMP.Message Medium  Client, Server ICMP Other
= Custom Cisco.0ONS.ICMP.DoS Low Client, Server ICMP Other
- = Protocol Decoder CyberKit.2.2.Echo.Request Medium  Client, Server ICMP Windows

12.6 Alterar o Comportamento de uma Assinatura e White-list

O comportamento padrao das assinaturas pode ser alterado
configuracdo de “overrides” do IPS Sensor desejado. Quando uma assinatura pré-

[ %] Pass
[ %) Pass
[%] Pass
(% ] Pass
[ %) Pass
(%] Pass
[ %] Pass
[ %) Pass
[x] Pass
(/] Pass
[/] Pass
(%] Pass
[ %] Pass
[ %) Drop
[x] Pass
(% ] Pass

através da
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definida (ja existente) é especificada em um override o seu comportamento
padrao (default) sera ignorado.

FortiGate 51B

Q@ | E

Help Logout

O create New | (& Edit

= Quarantine
Virus Database
1) Intrusion Protection

DoS Sensor
-= Predefined
= Custom

= Protocol Decoder

'ﬁ]‘

System
] Name
ossien | My_IPS_Sensor Detect user defined attacks.
Firewall B all_default all predefined signatures with default setting
% | all_default_pass all predefined signatures with PASS action
= protect_client protect against dient-side vulnerabilities
B4 AntiVirus B protect_email_server protect against EMail server-side vulnerabilities
= Profile ] protect_http_server protect against HTTP server-side vulnerabilities
= File Filter

Para fazer o override de uma assinatura padrao deve-se selecionar a opcao “Add
Pre-definided Override”.

FortiGate 51B

System

Router

TN TN

Firewall
§ uTM

248 AntiVirus
= Profile
+ = File Filter
* Quarantine
= Virus Database
-(JJ Intrusion Protection
L} 1PS Sensor
= DoS Sensor
= Predefined
-+ Custom

= Protocol Decoder

O |

Help Logout
Edit IPS Sensor

My_IPS_Sensor

Na
Comments perect user defined attacks.

{maximum 63 characters)
[# Enable Logging 0K

Filters
@ Create New

I T R T T T

1 My_IPS_Filter all all HTTP, FTP, DNS, SMTP, S5H, SS5L all all Default Default 6

Overrides

|5Add Pre-defined Ovarridal = Add Custom Override

‘ﬂn_ﬂ__ﬂ_-
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Quarantine
- = Virus Database
-(JJ Intrusion Protection

% Web Filter
‘¥ Email Filter
Data Leak Prevention

‘@3 Application Control
&) voIP

ure IPS Override

System

Router é Signature

Firewall Enable

= AntiVirus Logging
- = Profile Packet Log [
- = File Filter

7] Quarantine Attackers (to Banned Users List)

Method Attacker's IP Address

= DoS Sensor Expires Indefinitely @ After |5 Minute(s)
= Predefined

- Custom Exempt IP

= Protocol Decoder Source Destination

(o Souce | Destinaton | ]

| oK | Cancel |

Usar o filtro de nome para encontrar a assinatura desejada:

Filters

Select Signature - Mozilla Firefox =
(] nitp://200.202.114.250/ip: gnatures?type=0&tips My_IPS. 7|4 -] -
Signature Selected: | OK I Cancel |
[T Severityl T Target [T Protocolst T 05 ___|T Applications|T_EnablelT Actionfi
Cenficker.C.P2P High Server All Windows P2P @ Pass
Invalid.Protocol.Header Low Elieky Al Al Other (%] Pass
Server
Client, &
IP.Land High y All All All P
an 'a Server e ass L
. Client, P b
IP.Loose.Src.Record.Route.Option Medium Al Al Al [%] Pass
Server
Client, -
IP.Record.Route.Option Medium Server Al Al Al (X ) Pass
Client, =
IP.5¢ .Opti Med y All All All P
ecurity.Option edium D [x] ass
IP.Stream.Option Medium ~ HEMh ) Al Al %] Pass
Server
Client, P
IP.Strict.Src.Record.Route.Option Medium All Al Al (X ) Pass
Server
IP.TimeStamp.Option Medium  TIEME ) all all %] Pass
° B Server
OpenBSD.IPv6.Fragment.Buffer.Overflow Critical  Server all BSD Other (/] Pass
Trmedenn Feibinnl Crmine an Vimirr Whindowe Al o L.

Tort

Match case [7]
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w Select Signature - Mozilla Firefox

|| http://200.202.114.250/ips/sensor/signaturesttype=08&ips_sensor=My_IPS_Sensoréid= T?| <|’ |

Signature Selected: [MS.IIS.IndexServer.Disclosure |I || Cancel |
—r_m AL sre s | 7 Enable| T Action]

IndexServer.DirectoryTraversal

Medium Server TCP, HTTP Windows (7] Drop
IMS.IIS.IndexServer.Dlsclusure Low Server TCP, HTTP Windows IIS é Drop I
MS.1IS. IndexServer.Htw. XS5 High Server TCP, HTTP Windows IIS 6 Drop
MS.IndexServer.Sqlghit.Disclosure.ExtWeblInfo Medium Server TCP, HTTP Windows Other @ Pass

Pode-se entao definir um novo comportamento para a assinatura desejada. A

configuragao abaixo cria um white-list para o endereco 200.189.190.105,
especificamente para esta assinatura:

FortiGate 51B

System Configure IPS Override

Router Signature  [MS.1IS.IndexServer.Disclosure ] &
Firewall Enable [
O -
4§ Antivirus Logaing [
= Profile Packet Log []
i # File Filter
~* Quarantine 2] Quarantine Attackers (to Banned Users List)
= Virus Database
X Method  [Attacker's IP Address
() Intrusion Protection
[ 105 sensor Logging
+-» DoS Sensar Expires Indefinitaly (@ after |5 Minuta(s)
i+ = Predefined
. Custom Exempt 1P
i = Protocol Decoder Source Destination
¥ Web Filter [200.189.190.105/32 ] |o.0.0.0/0 |
¥ Email Filter ]
Azpication Cantol T o T oo T
-] voIP

s OK [ Cancel

FortiGate 51B

System Configure IPS Override
Router Signature  MS.IIS.IndexServer.Disclosure @
Firewall Enable
- AntiVirus Loaging
= Profile Packet Log [
= File Filter

= Quarantine

[[] Quarantine Attackers (to Banned Users List)
= Virus Database

UJ Int Protecti Method Attacker's IP Address
ntrusion Protection
Q1Ps sensor Logging
= DoS Sensor Expires Indefinitely © After |5 Minute(s)
= Predefined
+ Custom Exempt IP
= Protocol Decoder Source Destination
% Web Filter 200.189.190.105/32 0.0.0.0/0
5 Email Filter

Add
[g, Data Leak Prevention

Application Control
] voIP

[+l Source | Destination | |
1 200.189.190.105/32 0.0.0.0/0 i §

I OK l | Cancel |
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FortiGate 518 @ | F=ATINET

Help Logout
r— H Edit IPS Sensor
Router Name My_IPS_Sensor
Firewall Comments pegect user defined attacks.
CL—
(maximum 63 characters)
g q! Antivirus [#IEnable Logging | OK |
-= Profile -
- File Filter Filters
 Quarantine @ Create New
e | T T — N T ) T M e
LU Intrusion Protection 1 My_IPS_Filter all all HTTP, FTP, DNS, SMTP, 55H, S5L all all Default  Default 2771
T
= DoS Sensor eyt
\ Predefined 5 Add Pre-defined Override = Add Custom Override
+= Custom Enable Logging i
-« Protocol Decoder [} 1  MS.IIS.IndexServer.Disclosure & [/ Pass
% Web Filter ‘ ‘

12.7 Criar uma Assinatura Customizada

O processo de criacao de assinaturas customizadas é apresentado no documento
“Fortigate UTM User Guide”.

Para criar uma assinatura para bloquear o acesso ao site “"example.com” deve-se
preencher a tela new custom signatures com os valores:

Name: Block.example.com
Signature: F-SBID(--pattern "example.com"; --service HTTP; --no_case; --flow
from_client; --context host;)

FortiGate 51B 9
L
System
2=, reme | Signaun
Router [
Firewall
jom
=4 AntiVirus
= Profile
= File Filter

= Quarantine
-~ = Virus Database

r—--w Intrusion Protection I

- = IPS Sensor

- = DoS Sensor
-~ = Predefined

= Protocol Decoder
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Deve-se adicionar a nova assinatura ao IPS

Custom

FortiGate 51B

System

New Custom Signature

Router

Name |B\ock.examp|e.cum |

Firewall

Override:

NE—

-4 AntiVirus
= Profile
- File Filter
* Quarantine
- = Virus Database
- JJ Intrusion Protection
= IPS Sensor
~= DoS Sensar
= Predefined

= Protocol Decoder

é Signature |F-SBID( --pattern "example.com”; --service HTTP; --no_case;f

o -

FortiGate 51B

Edit IPS Sensor

= Quarantine
= Virus Database

=[] Intrusion Protection

[

™ 155 Senso
= DoS5 Sensor
-= Predefined
= Custom

-= Protocol Decoder
- Web Filter

System H

Router é Mame My_IP5_Sensor

Firewall Comments pecect user defined attacks.

uTM

g (maximum &3 characters)

E‘"’@ Antivirus Enable Logging | 0K
-= Profile
- = File Filter Filters

@ Create New Ed

I:lnmml

1 My_IPS_Filter all all HTTP, FTP, DNS, SMTP, SSH, S5L all all Default De

Overrides
Ed Delete 9 Add Pre-defined Override |5 Add Custom Override

= 1 Ms.IIS.IndexServer.Disclosure 0
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FortiGate 51B

System Configure IPS Override
Router Signature
Firewall Enable
A Antivirus Logging
= Profile packet Log [
= File Filter

* Quarantine 0 Quarantine Attackers (to Banned Users List)
= Virus Database

= J) Intrusion Protection

LIPS Sensor Logging

Method Attacker's IP Address

= DoS Sensor Expires Indefinitely @ After |5 Minute(s)
= Predefined
- Custom Exempt IP
= Protocol Decoder Source Destination
W Web Filter
¥ Email Filter [(hdd |
[ Data Leak Prevention -
spication Cortro T e T ocinaton T
] voIp
| oK | Cancel I
(@ Select Signature - Moxilla Firefox
| || http://200.202.114.250/ips/sensor/signatures?type=18&iips_sensor=My_IP5_Sensor&lid= 7.7 | <‘v |
Signature Selected: [Block.example.com || OK 1 Cancel |
Signature
F-SBID( --name "Block.example.com"; --attack_id 8055; --pattern "uol.com.br"; --service HTTF; --no_case; --flow from_client;
Block.example.com
--context host;)

FortiGate 51B

System Configure IPS Override
Router Signature  |Block.example.com ] &)
Firewall Enable
C—
244 Antivirus Logging
~= Profile Packet Log [
~= File Filter

-~ Quarantine [7] Quarantine Attackers (to Banned Users List)
= Virus Database

Method Attacker's IP Address
[l Intrusion Protection

bl IPS Sensor Logging

~= DaS Sensar Expires Indefinitely @ After |5

Minute(s)
= Predefined
= Custom Exempt IP
= Protocol Decoder Saource Destination
% web Filter
9 Email Filter Add
[% Data Leak Prevention
soplcatin Conrl Lo 1 bccination
&) voIP
I OK I | Cancel |

O log deverd mostrar as ocorréncias de um evento detectado pela nova
assinatura:
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FortiGate 51B Q| | F=ARTINET

Help Logout

System D Refresh T Clear All Fiters = Column Settings @ Disk 'i‘Memnry ©® Formatted ©) Raw
Date : T De atio essage 2 Atta D Protoco de
Houles 1 2010-05-26 19:39:28 10.123.123.10 200.147.35.142 http://www.fortinet.com/ids/VID8055 custom: Block.example.com dropped 8055 6 1871213430
Firewall 2 2010-05-26 19:38:26 10.123.123.10 200.147.35.142 http://www.fortinet.com/ids/VID8055 custom: Block.example.com dropped 8055 6 1871213298
3 2010-05-26 19:37:25 10.123.123.10 200.147.35.142 httg:t ‘www.fnrtinet.com‘ids‘VIDBDSS custom: Ellnc:k.axamela.mm dropped 8055 6 1871213185
utM

VPN

User

WAN Opt. & Cache

Endpoint

Log&Report

=% Log Config

12.8 Configurar Horario de Atualizacao de Assinaturas

Para configurar as atualizacdes das assinaturas do IPS deve-se utilizar os
comandos abaixo:

# config system autoupdate schedule
(schedule) # set frequency daily
(schedule) # set time 01:00
(schedule) # end

Para atualizagbes com frequencia menor que um dia pode-se usar o “commando
set frequency every” no lugar do “set frequency daily” (como mostrado acima).
Neste caso o commando “set time” definird” o interval entre as atualizagdes e nao
mais a hora da atualizagao. Exemplo:

# config system autoupdate schedule
(schedule) # set frequency every
(schedule) # set time 01:00
(schedule) # end

Pode-se verificar o schedule de atualizacao através do commando “get system
autoupdate schedule”. Exemplo:

# get system autoupdate schedule

frequency : daily
status : enable
time : 01:00

Para atualizar manualmente as assinaturas pode-se usar o comando “execute
update-ips”:
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# execute update-ips

Este comando ndo emite mensagem alguma, no entanto pode-se verificar o
resultado da operacao através do comando “get system auto-update versions” e
observar as secoes “Attack Definitions” e “IPS Attack Engines”:

# get system auto-update versions

Attack Definitions

Version: 2.00988

Contract Expiry Date: Sun Apr 29 00:00:00 2012

Last Updated using manual update on Wed Apr 27 15:20:35 2011
Last Update Attempt: Wed Apr 27 16:28:46 2011

Result: No Updates

IPS Attack Engine

Version: 1.00171

Contract Expiry Date: Sun Apr 29 00:00:00 2012

Last Updated using manual update on Tue Nov 2 16:06:00 2010
Last Update Attempt: Wed Apr 27 16:28:46 2011

Result: No Updates

13 DoS Sensor

Além dos ataques baseados em assianturas o Fortigate pode detetar ataques
baseados em comportamento de rede (floods). Para isto € usado o Dos Sensor.

13.1 Syn Flood

FortiGate 51B

System QO create New

Router e
] all_default

Firewall = block_flood
utT™

B AntiVirus
= Profile
= File Filter
= Quarantine
= Virus Database
| JJ Intrusion Protection
= 1PS Sensor
Boos sensor
= Predefined
= Custom
= Protocol Decoder

e |
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FortiGate 51B @

System New DoS Sensor

Router Name My_Flood_Sensor
Firewall Detectar Syn Floods.
§ UTM é
1 {|  Comments (maximum 63 characters)
4 Antivirus i
f [ OK ] cancer |
= Profile
= File Filter

-~ = Quarantine
= Virus Database
(1) Intrusion Protection
= IPS Sensor
Moo
= Predefined
= Custom

= Protocol Decader

FortiGate 51B

System Edit DoS Sensor
Router
Name My_Flood_Sensor
Firewall
Detegtaz Syn Floods.
% uTM é
1 & Antivirus [l Comments (maximum 63 characters)
= Profile
-+ File Filter Anomalies Configuration:
~= Quarantine
- Name | Wenabe Theshol
() Intrusion Protection tep_syn_flood I Block ” 1000 I
= IPS Sensor a
_ tep_port_scan Pass - 1000
- = predefined top_src_session ] Pass - 5000
" Custom tep_dst_session o Pass v 5000
= Protocel Decoder
W Web Fitter udp_flood o Pass - 2000
¥ Email Filter udp_scan ] Pass = 2000
[ Data Leak Prevention udp_src_session o Pass ~ 5000
&g Application Control
vp?u udp_dst_session =] pass -~ 5000
o
icmp_flood ] Pass ~ 250
icmp_sweep i} Pass v 100
icmp_src_session o Pass v 300
icmp_dst_session ] Pass -~ 1000
VBN I OK I [ Cancel

Em equipamentos de maior porte pode-se usar o mecanismo de syn Proxy que é
mais eficiente que o mecanismo de block:

“With a Fortinet security processing module installed, FortiGate units that support these modules offer a third
action for the tcp syn flood threshold. In addition to Block and Pass, you can choose to Proxy connect
attempts when their volume exceeds the threshold value. When the tcp syn flood threshold action is set to
Proxy, incomplete TCP connections are allowed as normal as long as the configured threshold is not exceeded. If
the threshold is exceeded, the FortiGate unit will intercept incoming SYN packets with a hardware accelerated
SYN proxy to determine whether the connection attempts are legitimate or a SYN flood attack. Legitimate
connections are allowed while an attack is blocked.”
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FortiGate 51B

= Sniffer Policy

= Protocol Options

¥ Source

¥ Service

FortiGate 51B

System

Router

! Firewall

Policy
i = Policy
= Central NAT Table

L] DosS Policy

= Sniffer Palicy

i..= Protocol Options

New Policy

Source Interface/Zone | internal

-

Source Address all

- | =] Multiple

Destination Address | Internal-Netwark

+ | =l Multiple

Service | ANy

4% Multiple

DoS Sensor |Myjloodfsensor

-

0K I | Cancel |

FortiGate 51B

System

Router

! Firewall

|} 1

1} © Internal-Network

T DoS Sensor

My_Flood_Sensor

E| Palicy

i ien palicy
= Central NAT Table
Moospoiey
= Sniffer Policy
= Protocol Options
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FortiGate 51B Q| I | FoRTINET

Help Logout
— - ..
System @ Refresh [l Clear Al Filters Column Settings ) Disk ® Memory @ Formatted ) Raw
# Y Date 7 Time Y Source ¥ Destination Y Reference
Router 1 2010-06-01 18:58:00 200.189.190.105 200.202.114.251 http://www.fortinet.com/ids/VID100663396 anomaly: tcp_syn_flood, 11 > threshold 10, repeats 10 times
Eirewall 2 2010-06-01 18:57:29 200.189.190.105 200.202.114.251 http:/ /www.fortinet.com/ids/VID100663396 anomaly: tcp_syn_flood, 11 > threshold 10, repeats 10 times
UTM 3 2010-06-01 18:56:58 200.189.190.105 200.202.114.251 http:/ /www.fortinet.com/ids/VID100663396 anomaly: tcp_syn_flood, 11 > threshold 10, repeats 10 times
4 2010-06-01 18:56:52 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID13123 web_server: FrontPage.webhits.exe.Access
VPN 5 2010-06-01 18:56:27 200.189.190.105 200.202.114.251 http:/ /www.fortinet.com [ids/VID100663396 anomaly: top_syn_flood, 11 > threshold 10, repeats 10 times
User 6 2010-06-01 18:55:56 200.189.190.105 200.202.114.251 http://www.fortinet.com/ids/VID100663396 anomaly: tcp_syn_flood, 11 = threshold 10, repeats 10 times
7 2010-06-01 18:55:25 200.189.190.105 200.202.114.251 http:/ /www.fortinet.com/ids/VID100663396 anomaly: tcp_syn_flood, 11 > threshold 10, repeats 10 times
WAN Opt. & Cache 8 2010-06-01 18:54:54 200.189.190.105 200.202.114.251 http://www.fortinet.com/ids/VID100663396 anomaly: tcp_syn_flood, 11 > threshold 10
Endpoint 9 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID12709 web_server: 11Sadmpwd.aexp.Usage
10 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http: / /www.fortinet.com/ids/VID12709 web_server: 11Sadmpwd.aexp.Usage
11 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID12709 web_server: 11Sadmpwd.aexp.Usage
D--['} Log Config 12 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID12709 web_server: 11Sadmpwd.aexp.Usage
- = Log Setting 13 2010-06-01 18:54:53 200.169.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID12709 web_server: I1Sadmpwd.aexp.Usage
= Alert E-mail 14 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution
.= Event Lo 15 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution
rm’l 16 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPEB.Viewtopic.Highlight.Remote.Code.Execution
— feation Control 17 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution
Appl 18 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution
" bLe 19 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution
* Email Filter 20 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com [ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remate.Code.Execution
b 21 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution
= Web Filter 22 2010-06-01 18:54:53 200.189.190.105 10.123.123.10  http:/ /www.fortinet.com/ids/VID10181 web_app: PHPBB.Viewtopic.Highlight.Remote.Code.Execution

root@UbuntuLucidl:/var/log# tail -f fortigate.log | grep Flood

Jun 1 18:52:52 10.123.123.1 date=2010-06-01 time=18:53:14 devname=Fortigate51lB
device i1d=FG50BH3G09600388 log id=0104032162 type=event subtype=admin pri=notice
vd=root user="admin" ui=GUI (200.162.31.4) msg="User admin changed sensor

My Flood Sensor"

Jun 1 18:54:32 10.123.123.1 date=2010-06-01 time=18:54:54 devname=FortigateblB
device id=FG50BH3G09600388 log id=0420018432 type=ips subtype=anomaly pri=alert
severity=critical carrier ep="N/A" vd="N/A" vd="N/A" profile="N/A"
src=200.189.190.105 dst=200.202.114.251 src_int="wanl" dst int="N/A" policyid=N/A
identidx=N/A serial=0 status=clear session proto=6 service=http vd="root" count=1
src_port=50279 dst port=80 attack id=100663396 sensor="My Flood Sensor"
ref="http://www.fortinet.com/ids/VID100663396" user="N/A" group="N/A" msg="anomaly:
tcp _syn flood, 11 > threshold 10"

Jun 1 18:55:03 10.123.123.1 date=2010-06-01 time=18:55:25 devname=Fortigate51B
device id=FG50BH3G09600388 log i1d=0420018432 type=ips subtype=anomaly pri=alert
severity=critical carrier ep="N/A" vd="N/A" vd="N/A" profile="N/A"
src=200.189.190.105 dst=200.202.114.251 src_int="wanl" dst int="N/A" policyid=N/A
identidx=N/A serial=0 status=clear session proto=6 service=http vd="root" count=10
src_port=59627 dst port=80 attack id=100663396 sensor="My Flood Sensor"
ref="http://www.fortinet.com/ids/VID100663396" user="N/A" group="N/A" msg="anomaly:
tcp _syn flood, 11 > threshold 10, repeats 10 times"

13.2 Limite de Sessoes Por Destino

O mecanismo de limite de sessdes por endereco de destino deve ser usado quando
os enderecos de origem sao falsos e aleatérios (spoofed source address).

126

Firewall Fortinet - Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de
Engenharia e Operacoes.

Pagina de 215



Através deste mecanismo, quando o nimero de sessdes para um endereco destino
for atingido, as demais conexdes para 0 mesmo endereco serao descartadas. Isto
fara com que o endereco destino deixe de ser acessado mesmo por usuarios
validos. Este mecanismo, no entanto, evita que todos os recursos de memoria e
processamento sejam exauridos, assim impedindo que todo o equipamento e os
demais recursos por ele protegido sejam afetados.

FortiGate 51B

Edit DoS Sensor

mmmmm s (maximum 63 characters)
oggi

Block 500
(] Pass 1000
o Pass 5000
Black 2000
o Pass 2000
# (%, Data Leak Prevention o Pass 2000
4@ Application Control udp_sre_session (] Pass 5000
# 8 vore dp_dst_sessi &) Pass 5000
mp_flood ] Pass 250
mp_sweep a Pass 100
mp_sre_sessi o Pass 300
mp_dst_sessior ] Pass 1000

! 0K Cancel |

: @ p—
FortiGate 51B o | 2r | FEERTINET
P l |4 edit v+ Mpelete & Move To 40 Insert [ Column Settings ] @ Section View ©) Global View
H | T Interface T 1D T Source T Destination T Service T DoS Sensor T Status
Router
an1 (1)
(=] wani 1 @ all @ all @ ANY My_Flood_Sensor

« Policy
= Central NAT Table
DoS Policy
-~ # sniffer Policy

~= Protocol Options

FortiGate 51B

Edit Policy

Source Interface/Zone IwanQ.LLL I
Source Address |a|| - |EJ Multiple
Destination Address  |all - | =] multiple
Falicy Service |ANY - |EJ Multiple
~= Central NAT Table
i Ee=iEalicy [V} Dos sensor IMy_Flood_Sensor .||2

= Sniffer Policy
I 0K I | Cancel |

= Protocol Options
#-fal Address
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FortiGate 51B =:RATINET

D Refresh 1 Clear All Filters [ Column Settings  ®) piskc () Memory © Formatted ) Raw

System
# T Date ¥ Time 7 Source T Destination T Reference T Message T Status|
— 156 24.82.233.201  10.123.123.10 htipy d=t_sezsion, 2001 > thashold 2000, repasts 2756 fimes clear,

Firewall 6 202.215.135.208 10.123.123.10  https/ [www fortinet i ly: tep_dst_session, 2001 > thrashold 2000, rapeats 2173 times clear_
e, 44 29.0.201.208 __10.123.123.10 _https/ fwww.fortinet.com/ids/VID100663409 anomaly: tcp_dst session, 2001 > threshold 2000, repeats 2846 times clear_sess)
http:/ fwww.fortinet. P ly: tcp_dst_session, 2001 > threshold 2000, repeats 2006 times clear_sess)
veN Sl ly: tcp_dst_session, 2001 > thrashold 2000, rapeats 2860 times clear_ssss|
m— 10.123.123.10  http:/ /e fortinet, ly: tcp_dst_session, 2001 > thrashold 2000, rapeats 1632 times clear_ssss)
10.123.123.10  http:/ /www.fortinet. i ly: tep_dst_session, 2001 > thrashold 2000, rapeats 1960 times clear_sass)
AN OpiakaGnche, 10.123.123.10  http:/ fwww.fortinet. Iy: tep_dst_session, 2001 > thrashold 2000, rapasts 2994 timas clear_sazs)

I

9 2010-06-17 14:35:45 151.27.121.79  10.123.123.10 http:/ fwww.fortinet + top_dst_session, 2001 > threshold 2000, repeats 166 times clear_sess|

Endpoint

Log&Report E

={% Log Config

= Log Setting
= Alert E-mail

~+ Application Centrol

= Web Filter

= Antivirus
= Event

= Traffic

13.3 Port Scan

FortiGate 51B

| | & create New

System

Firewall

e

4% Antivirus

= Profile
= File Filter
= Quarantine
i = Virus Database
IS\J) Intrusion Protectionl
= IPS Sensor

[} DoS Sensor

= Predefined
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FortiGate 51B

Edit DoS Sensor

System
Firewall
! uT™M
- Detect Port Scans.
=44 AntiVirus
i « profile Comments (maximum 63 characters)
= File Filter

* Quarantine Anomalies Configuration:

= Virus Database

3\!} Intrusion Protection
| = IPS Sensor

tcp_syn_flood ] Pass - 2000
b « predefined tcp_port_scan Pass - 100
i = Custom tcp_src_session B Pass ~ 5000
= Prot | D d .
! rotocal Decoder tcp_dst_session =] pass = 5000
® ¥ Web Filter
¥ Email Fiter udp_flood B Pass ~* 2000
@ [z, Data Leak Prevention udp_scan Pass ~ 100
@@y Application Control
pplication Contro udp_src_session = Pass ~+ 5000
@) voIP
udp_dst_session =] Pass - 5000
icmp_flood B Pass v 250
icmp_sweep B Pass + 100
VPN
icmp_src_session B Pass ~ 300
User
icmp_dst_session B pass + 1000
WAN Opt. & Cache
ok |  cancer |
Endpoint

FortiGate 51B

Source Destination

| Policy

= Policy
J DoS Policy

= Sniffer Policy

= Protocol Options

FortiGate 51B

Edit Policy
m Source Interface/Zone [wanl ]

=] |i‘ Policy Source Address Ia\l le‘ Multiple
= Policy Destination Address all - |% Multiple
' Service |any hd |E‘ Multiple
= Sniffer Policy
= Protocol Options

& E Address Eﬂ DoS Sensor ISensorl v|\2

® g Service I OK I | Cancel f

#-[[7) Schedule
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FortiGate 51B

efresh [ clear Al Filters

WAN Opt. & Cache

Endpoint

Log&Report

__"] Log Access

= Application Control

" DLP [ |
= Email Filter

L] Attack

= Wah Filtar

11 Backup e Restore

FortiGate 51B

@ widget

&) Dashboard

Systel

Serial Number

i --® |Usage

-5 Network

& (i DHCP Server
- ® Service

Uptime
System Time
HA Status
Host Hame

--w Addrecs Leases Firmware Version

¥ Config

@ & Admin

#-e2] Certificates

=& maintenance
-~ ® Firmware
- * FortiGuard

- » Advanced

System Configuration

FortiClient Version
Operation Mode

Virtual Domain

Current Administrators

Current User

[& Dashboard

[ column Settings

200.202.114.251 http: / /www.fortinet.com/ids/VID100663398 anomaly{tcp_port_scan, 101 > threshold 100, repeats 514 timesl ds

200.202.114.251 http: / fwww.fortinet.com/ids/VID100663398 anomaly]tc ort scan, 101 > threshold 100, repeats 4476 times
8 ] t

System
i ¥ Destination ¥ Reference
Bimeoall 200.202.114.251 http: / fwww.fortinet.com/ids/VID 100663398 anomaly
ut™M
VPN = -
200.202.114.251 http: / /www.fortinet.com/ids/VID1006632398 anomalytcp_port_scan, 101 > threshold 100
User

FG5S0BH3GOS600388

1 day(s) 1 hour(s) 37 min(s)

Tue May 18 19:14:48 2010 [Change]
Standalone [Configure]

FortigateS1B [Change]
v4.0,build0272,100331 (MR2)

[Update]

Last Backup: N/A
[Backup] [Restore]
Unknown

NAT [Change]
Disabled [Enzble]
2 [Detzilz]

admin [Change Password]

FortiGate 51B

Backup

etectq

etectq

=] & Dashboard E
Wy |
~- = Uszage

:JEE, Network

B-Cli DHCP Server
" Service

FortiManager

| Encrypt configuraticn file

Confirm

Lo Address Leases
-::H = Config
-u & Admin
®He3] Certificates

USB Disk

I Backup I |

Cancel |
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Opening Fortigate51B_20100518.conf

You have chosen to open

Fortigate51B_20100518.conf

which is a: conf File
from: http://200.202.114.250

What should Firefox do with this file?

© gpen s &
O DownThemall!

) dTa OneClick! C:\Downloads), v
(& Save File

[ Do this automatically for files like this fram now on.

13.4 Backup Através da CLI

Fortigate5lB # execute backup full-config tftp my-config.cfg 200.202.114.251
Please wait...

Connect to tftp server 200.202.114.251

#

Send config file to tftp server OK.

Fortigate51B #

14 OSPF

As configuracdes abaixo apresentam a configuracao de OSPF via CLI.

14.1 Configuracao VIA CLI

Fortigate51B # show router ospf
config router ospf
config area
edit 0.0.0.0
next
end
config network
edit 1
set prefix 200.202.114.248 255.255.255.248
next
edit 2
set prefix 10.123.123.0 255.255.255.0
next
end
config redistribute "connected"
end
config redistribute "static"
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end
config redistribute "rip"

end
config redistribute "bgp"
end

set router-id 10.123.123.1

end

14.2 Monitoracao do OSPF via CLI

14.2.1 Rotas Aprendidas

Fortigate51B # get router info ospf route
C 10.123.123.0/24 [10] is directly connected, internal, Area 0.0.0.0

O 172.16.100.0/24 [20] wvia 10.123.123.100, internal, Area 0.0.0.0
via 10.123.123.101, internal, Area 0.0.0.0

O 172.16.101.0/24 [20] wvia 10.123.123.100, internal, Area 0.0.0.0
via 10.123.123.102, internal, Area 0.0.0.0

O 172.16.102.0/24 [20] wvia 10.123.123.101, internal, Area 0.0.0.0
via 10.123.123.102, internal, Area 0.0.0.0

C 200.202.114.248/29 [10] is directly connected, wanl, Area 0.0.0.0

14.2.2 Interfaces

Fortigate51B # get router info ospf interface
internal is up, line protocol is up
Internet Address 10.123.123.1/24, Area 0.0.0.0, MTU 1500
Process ID 0, Router ID 10.123.123.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DROther, Priority 1
Designated Router (ID) 10.123.123.101, Interface Address 10.123.123.101
Backup Designated Router (ID) 10.123.123.102, Interface Address 10.123.123.102
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Neighbor Count is 3, Adjacent neighbor count is 2
Crypt Sequence Number is 525087
Hello received 374 sent 125, DD received 8 sent 12
LS-Req received 2 sent 2, LS-Upd received 21 sent 7
LS-Ack received 11 sent 10, Discarded 8
wanl is up, line protocol is up
Internet Address 200.202.114.250/29, Area 0.0.0.0, MTU 1500
Process ID 0, Router ID 10.123.123.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 10.123.123.1, Interface Address 200.202.114.250
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Neighbor Count is 0, Adjacent neighbor count is 0
Crypt Sequence Number is 524390

132

Firewall Fortinet - Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de
Engenharia e Operacoes.

Pagina de 215



Hello received 0 sent 186, DD received 0 sent 0
LS-Req received 0 sent 0, LS-Upd received 0 sent O
LS-Ack received 0 sent 0, Discarded 0

14.2.3 Neighbors

Fortigateb5lB # get router info ospf neighbor

OSPF process 0:

Neighbor ID Pri State Dead Time Address

10.123.123.100 1 2-Way/DROther 00:00:32 10.123.123.100
10.123.123.101 1 Full/DR 00:00:36 10.123.123.101
10.123.123.102 1 Full/Backup 00:00:30 10.123.123.102

14.2.4 Status

FortigateblB # get router info ospf status
Routing Process "ospf 0" with ID 10.123.123.1
Process uptime is 43 minutes
Process bound to VRF default
Conforms to RFC2328, and RFC1583Compatibility flag is disabled
Supports only single TOS(TOS0) routes
Supports opaque LSA
Do not support Restarting
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs
Number of incomming current DD exchange neighbors 0/5
Number of outgoing current DD exchange neighbors 0/5
Number of external LSA 0. Checksum 0x000000
Number of opaque AS LSA 0. Checksum 0x000000
Number of non-default external LSA O
External LSA database is unlimited.
Number of LSA originated 1
Number of LSA received 26
Number of areas attached to this router: 1
Area 0.0.0.0 (BACKBONE)
Number of interfaces in this area is 2(2)
Number of fully adjacent neighbors in this area is 2
Area has no authentication
SPF algorithm last executed 00:21:27.340 ago
SPF algorithm executed 10 times
Number of LSA 8. Checksum 0x026725

14.2.5 Executar Clear no Processo OSPF

Fortigateb5lB # execute router clear ospf process

Interface
internal
internal
internal
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15 SNMP

FortiGate 51B

|Fortigate-51B
Admin Office
admin

=& Dashboard
Status

Usage
-3 Network
13 DHCP Server

= Config

ommunities:
@ Create New Edit Delete

- - Name | Queres | |

SNMP v1/v2c
= Replacement Message

= Operation

FortiGate 518 o |
Help Logout
System New SNMP Community
i = Status
i * Usage Hosts:
& Netwark o nddres fmtefe ]
L
# DHCP Server AT
S Config

[
MP v1/v2c

* Replacement Messag:

Queries:
| operation e L —
| ® % admin i 161

(5] Certificates

% & waintenance vae

Traps:
O S ™S
vi 162 162

va2c 162 162

CPU Overusage
Memory Low
Log disk space low

HA cluster status changed

« M v HA Heartbeat Failure
Router HA Member Up

Firewall HA Member Down

uTH Interface [P changed

VPN Virus detected

User Oversize file/email detected
WAN Opt. & Cache Filename block detected
Endpoint Fragmented email detected

i| Log&Report [ 1PS Signature
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T e TR o Toz
&[G Admin
#{e5] Certificates

& £ maintenance T

CPU Overusage
Memory Low

Log disk space low

HA cluster status changed

HA Heartbeat Failure

HA Member Up

HA Member Down £

Interface IP changed a

Virus detected D

4 Uiy > Oversize filefemail detected O
— Filename block detected O
Sigesnl, Fragmented email detected al
LA 1PS Signature =]
VPN 1PS Anomaly a
User— VPN tunnel up a
WAN Opt. & Cache VPN tunnel down .
Endpoint FertiAnalyzer Disconnection g

Log&Report I I 0K I I Cancel

FortiGate 51B

System

IP/Netmask Access

#-& Dashboard

n . internal 10.123.123.1 / 255.255.255.0 HTTR,HTTPS, PING,55H [+]

Networl
I_m ] p wani 200.202.114.250 / 255.255.255.248 HTTP HTTPS, PING,S5H [+]
i =] wan2 0.0.0.0 / 0.0.0.0 PING o

o Zone

i Options
= DNS Server

~-= Web Proxy
#-li DHCP Server
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FortiGate 51B

System

= * SNMP v1/v2c

* Replacement Messags

Name

[71 Enable Explicit web Proxy

[ enable DONS

internal (00:09:0F:5F:40:57)

53 Network Alias
b l Interface Link Status up
| -zone
i -+ Options Addressing mode
* DNS Server @ manual  DoHcep O PPPOE
"+ Web Proxy IP/Netmask: 10.123.123.1/255.255.255.0
=l DHCP Server
7 confa Enable one-arm sniffer
- HA

" Operation [F] override Default MTU value |1500 (bytes)
#1G admin
&) Certificates Enable DNS Query recursive -

=& Maintenance

Administrative Access

Fwrres Feme Mlutre
[@ssn DTELNET

[T Detect Interface Status for Gateway Load Balancing

Detect Server

Edit Interface

Help

Detect Protocol ping TP Eche [ uDP Eche

q) = B Weight 1]

E— Spillover Threshold 0 KBps

Eanemall b Secondary 1P Address

uTM

VPN

= Description (63 characters)

MW AUOpAmAaGache, Administrative Status @upo  Tpown©

Endpoint

i Log&Report [—ox ]| cancel Apply
Verificacao:
root@ServerLabl:/usr/local/src# snmpwalk -c Diveo@123 -v 2c 10.123.123.1 ifDescr
IF-MIB::ifDescr.l = STRING: internal
IF-MIB::ifDescr.2 = STRING: wanl
IF-MIB::ifDescr.3 = STRING: wan2
IF-MIB::ifDescr.4 = STRING: modem
IF-MIB::ifDescr.5 = STRING: ssl.root
IF-MIB::ifDescr.6 = STRING: MyVPN Fasel
root@ServerLabl:/usr/local/src# snmpwalk -c Diveo@123 -v 2c 10.123.123.1 ifName
IF-MIB::ifName.1l STRING: internal
IF-MIB::ifName.2 STRING: wanl
IF-MIB: :ifName.3 STRING: wan?2
IF-MIB::ifName.4 = STRING: modem
IF-MIB::ifName.5 = STRING: ssl.root
IF-MIB::ifName.6 = STRING: MyVPN Fasel

root@ServerLabl:/usr/local/src# snmpwalk -c Diveo@123 -v 2c 10

.123.123.1

1ifHCOutOctets
IF-MIB: :ifHCOutOctets.l = Counter64: 54776113946
IF-MIB::ifHCOutOctets.2 = Counter6d: 27046002163

IF-MIB: :ifHCOutOctets.3 = Counter64: O
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IF-MIB: :1ifHCOutOctets.4
IF-MIB: :1ifHCOutOctets.5 Counter64d: 236558

IF-MIB: :1ifHCOutOctets. 6 Counteroc4d: O

root@ServerLabl:/usr/local/src# snmpwalk -c Diveo@123 -v 2c 10.123.123.1
1ifHCInOctets

= Counter64: 0

IF-MIB::ifHCInOctets.l = Counter6d: 25686078927
IF-MIB: :ifHCInOctets.2 = Counter6d: 27232309330
IF-MIB: :ifHCInOctets.3 = Counterocd: O
IF-MIB::1ifHCInOctets.4 = Counter6d: O
IF-MIB::1ifHCInOctets.5 = Counterocd: 256188
IF-MIB::ifHCInOctets.6 = Counter6d: 0

root@ServerLabl:/usr/local/src# snmpwalk —-c Diveo@123 -v 2c¢ 10.123.123.1
ifOutUcastPkts

IF-MIB::ifOutUcastPkts.l = Counter32: 293773197
IF-MIB::ifOutUcastPkts.2 = Counter32: 174202249
IF-MIB::ifOutUcastPkts.3 = Counter32: 0
IF-MIB::1ifOutUcastPkts.4 = Counter32: 0
IF-MIB::ifOutUcastPkts.5 = Counter32: 1319
IF-MIB::ifOutUcastPkts.6 = Counter32: 0

root@ServerLabl:/usr/local/src# snmpwalk -c Diveo@123 -v 2c¢c 10.123.123.1
ifInUcastPkts

IF-MIB::ifInUcastPkts.l = Counter32: 173709092
IF-MIB::ifInUcastPkts.2 = Counter32: 258467469
IF-MIB::ifInUcastPkts.3 = Counter32: 0
IF-MIB::ifInUcastPkts.4 = Counter32: 0
IF-MIB::1ifInUcastPkts.5 = Counter32: 2600
IF-MIB::ifInUcastPkts.6 = Counter32: 0

16 VDOM

Através do recurso de Virtual Domain (VDOM) pode-se habilitar as features de
virtualizacao do firewall. O processo de configuracdo de um VDOM ¢é apresentado
nos itens a segquir.

16.1 Habilitar VDOM
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i i QW\dget |4 Dashboard

FortiGate 51B

@ Dashboard

= Usage

=58 Network
= Interface
= Zone
= Options
= DNS Server
= Web Proxy
@ [1ld DHCP Server
# = Config
@ [ Admin
i (5] Certificates
# {E“} Maintenance

+ System Informati

Serial Number
Uptime

System Time

HA Status

Host Name
Firmware Version

System Configuration

FortiClient Version
Operation Mode
Virtual Domain
Current Administrators

Current User

FG50BH3G09600388

20 day(s) 22 hour(s) 50 min(s)

Thu Jun 17 16:32:47 2010 [Change]
Standalone [Configure]
Fortigate518 [Change]

v4.0,build0272,100331 (MR2)
[Update]

Last Backup: Wed Jun 16 18:41:56 2010
[Backup] [Restore]

Unknown
NAT [Change]

7 [Details]

admin [Change Password]

The page at http://200.202.114.250 says:

Enabling/Disabling the virtual domain configuration will require you to re-login. Are you sure you

want to continue?

[ ok

J [ Cancel

FortiGate 51B

Dashboard
= Usage
= &) vDoMm
“ VDOM
* Global Resources
# 54 Network
® &l Config
@ Admin
# ] Certificates
& Maintanance

uTM

Log&Report

ICurrent\"DDH Global +

0 widget [ Dashboard

regisUsLon
FortiGuard Sarvices
AntiVirus
AV Definitions
Extended set
Intrusion Protection

IPS Definitions

and Management

WCM Plugin
Web Filtering

Email Filtering

Seryices Account 1D

“ulnerability Compliance

Analysis & Management Service Expired [Renaw]

LNl Eue

Licensed (Expires 2011-09-28)

12,00057 (Updated 2010-06-16) [Update]
12.00057 (Updated 2010-06-16)

Licensed (Expires 2011-09-28) (%
2.00823 (Updated 2010-06-16) [Update]

Unreachable [Configure] %

1.00098 [Updated 2010-02-11) [Updatz]
Unreachable [Configure]

Unreachable [Canfigure]

0060

Virtual Domain
VDOMs Allowed

Endpoint Security
FortiClient Software
windows Installer

4.1.3 (Updatad 2010-06- 16) [Download]

n

16.2 Criar VDOM
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FortiGate 51B @ | I | FzRTINET

e oabiclcommems

=& Dashboard [] root NAT MyVPN_Fase1 , Portl , Port2 , Port3 , Port4 , internal , modem , ssl.root , wan1 , wan2 , wan2.111 , wan2.112 , wan2.113 [
= Dashboard H

L.= Usage

= Global Resources

FortiGate 51B

New Virtual Domain

System

= @ Dashboard Name |vDoM1 |
= Dashboard Enable =

L= Usage
=fs] VDOM

VDOM

.= Global Resources Comments (maximum 63 characters)

4 Network G T
(& Config

T Admin

-[E5] Certificates

This is the VDOM for Customerl

FortiGate 51B 2] F:i:RTINET

Operation
=] Dashboard Mode

Dashboard ssl.VDOM1

Interfaces Comments
This is the VDOM for
Customerl
MyVPN_Fasel , Portl , Port2 , Port3 , Port4 , internal , modem , ssl.root , wanl , wan2 , wan2.111 ,
wan2.112 , wan2.113

il Delete & Switch Management [ root ]
Operation
=) Dashboard Mode

!« Dashboard ssL.WDOM1

Interfaces Comments

This is the VDOM for
Customerl
MyWPN_Fasel , Portl , Port2 , Port3 , Port4 , internal , modem , ssl.root , wanl , wan2 , wan2.111,
wan2.112 , wan2.113

= Global Resources
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FortiGate 51B

& Dashboard
i« Dashboard
= Usage

-] VDOM

= Global Resources
-6 Network
Hem Config
-G Admin
Certificates
@ Maintenance

uTM

Name

Enable

Comments

Log&Report

Current VDOM . Global

VDOM1

This is the VDOM for

Resource Usage

Resource

Customerl

(maximum 63

Maximum Guaranteed

Edit Virtual Domain

characters)

Current

Sessions

VPN IPsec Phasel Tunnels
VPN IPsec Phase2 Tunnels
Dial-up Tunnels

Firewall Policies

Firewall Addresses

Firewall Address Groups
Firewall Custom Services
Firewall Service Groups
Firewall One-time Schedules
Firewall Recurring Schedules
Local Users

User Groups

SSL VPN

Concurrent web proxy users

Log Disk Quota

16.4 Adicionar Interfaces ao VDOM

Inicialmente todas as interfaces pertencem ao VDOM Global. Elas devem

transferidas para o VDOM desejado.

FortiGate 51B -

System

= Dashboard

O create New ~

T pelete

TP /Netmask

ol oo ol ol c|lo o o o clo o alola
ol ol o o ol ol o]l o o]l o] o] o @ a| o

o o oo w o o o o o

-

o o o o o

6.1.1/ 255.255.255.0
6.2.1/ 255.255.255.0
6.3.1/ 255.255.255.0
6.4.1/ 255.255.255.0
.123.1 / 255.255.255.0
14.250 / 255.255.255.248
0.0.0.0/ 0.0.0.0

0.0.0.0/ 0.0.0.0

10.123.111.1 / 255.255.255.0
10.123.112.1 / 255.255.255.0
10.123.113.1 / 255.255.255.0

Access
HTTP HTTPS, PING, SSH
HTTP,HTTPS, PING, S5H
HTTR,HTTPS, PING, SSH
HTTR,HTTPS, PING, SSH
HTTR,HTTPS,PING, SSH,SNMP
HTTP,HTTPS, PING, SSH

PING
HTTR,HTTPS, PING, SSH
HTTR,HTTPS, PING, SSH
HTTPR,HTTPS, PING, SSH

" Port1 172.1
* Usage
© VDOM‘J T Pport2 1721
=] Port3 172.1
-= VDOM
i} Portd 1721
: = Global Resources ] internal 10.123
1) Network [[] w want 200.202.1
(] MyVPN_Fasel
~ = Options [[] - wan2
= Config sl wan2.111
-G Admin = wan2.112
Certificates (=] wan2.113
& Maintenance &
utM
Log&Report
Current VDOM I Global v
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FortiGate 51B @p

-® Dashboard Name Portl
;* Dashboard Type Loopback Interface

iii \;;::ge Virtual Demain VBT =
~ = VDOM 00l

i Addressing mode
“-= Global Resources

55 Network © Manual DHCP PPPOE
: . IP/Netmask 172.16.1.1/255.255.255.0
L. options
1= Config [T Enable DNS Query Please Select]
% Admin
Administrative Access HTTPS PING [ZHTTR

Certificates

-£3 Maintenance @ssh Clsnmp CITELNET

Weight ]

Spillover Threshold [1] KBps

} Secondary IP Address

Description (63 charactars)

Administrative Status @Up©® O Down©

I 0K I | ‘Cancel I Apply

Pode-se ajustar as colunas a serem apresentadas para mostrar a qual interface
cada VDOM esta relacionado:

FortiGate 51B @ | I | EATINET

Help Logout

Do ins ol pomen
: ] Name IP/Netmask Access Administrative Status | Link Status | Virtual Domain
2-® pashboard 0 Portl 172.16.1.1 / 255.255.255.0 HTTP,HTTPS, PING,S5H [+]
- = Dashboard ] Port2 172.16.2.1 / 255,255.255.0 HTTR,HTTFS,PING,55H [+]
o Usage | Port3 172.16.3.1 / 255.255.255.0 HTTP,HTTPS,PING,55H [+]
VDOM B Portd 172.16.4.1 / 255.255.255.0 HTTP,HTTPS,PING,S5H [+]
) Network B internal 10.123.123.1 / 255.255.255.0 HTTP,HTTPS,PING,55H,SNMP [+] (1] root
[] w wanl 200.202.114.250 / 255.255.255.248 HTTP,HTTPS,PING,S5H [+] [+] root
--= Options H ] MyVEN Fasel 0.0.0.0 / 0.0.0.0 (] root

Dentro do VDOM especifico ndo aparecera a opcao Network -> Interface como
ocorre no VDOM global. Nos entanto estas portas estardo disponiveis para a
configuracdo das regras de firewall no VDOM especifico:
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System

Router
| rrowa |
=+[E] Policy
Nrolicy

--= Central NAT Table

--= DoS Policy

-« Sniffer Policy

--= Protocol Options
+[2] Address
@ Service
[ Schedule
& Traffic Shaper
- virtual 1P
@ Load Balance

User

'WAN Opt. & Cache

Endpoint

Log&Report

Current VDOM | vDOM1 - |

Source Interface/Zone
Source Address
Destination Interface/Zone
Destination Address
Schedule

Service

Action

[T Log Allowed Traffic

NAT
@ No NAT
©) Enable NAT

Use Central NAT Table

FortiGate 51B @

New Policy

|Port1 -]
all ~ =l Multiple
|Port2 -]
all - Elmultiple
always -
ANY ~ Elmultiple
ACCEPT -

Dynamic IP Pool

[Tl Enable Identity Based Policy

[ utm
[T] Traffic Shaping

Reverse Direction Traffic Shaping

[Z per-1p Traffic Shaping

[C] Enable Endpoint NAC

[Please Select]
[Please Select]
[Please Select]

[Please Select]

Comments (maximum 63 characters)

Cancel

16.5 Adicionar Administradores ao VDOM

Os administradores definidos nho VDOM Global podem configurar todos os VDOMs
através da interface web (selecionando-se o VDOM desejado em “Current VDOM").

Pode-se ainda criar administradores especificos para cada VDOM através do VDOM

Global:

FortiGate 51B

o

Help

=& Dashboard
= Dashboard
Usage

-] VDOM
28 Network
Hemy Config

[,
Admin Profile
Central Management
Settings

HEF] Certificates

@ Maintenance

uTM

Administrator
Type

Password
Confirm Password
Trusted Host #1
Trusted Host #2
Trusted Host #3
Admin Profile

Virtual Domain

Log&Report

CurrentVDOHI Global -

New Administrator

|vdom1-admin |

@ Regular O Remate (O PKI

0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0 H

I OK I'

Cancel |
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16.6 VDOM Root e VDOM Global

As regras referentes ao Fortigate que nao estao associadas a algum VDOM
especifico devem ser configuradas no VDOM root:

FortiGate 51B Q| | FERTINET

Help Logout

System [ Column Settings ] Section View @ Gld

Router T IDY From(Y To{Y Source ¥ Destination™ Schedule]Y Service™ Action|Y Status™ II

9 Remote- @ Internal-
Client Network
o Internal- @ Remote-

3 MyWPN_Fasel internal always @ ANY ACCEPT

2 4 internal MyVPN_Fasel Network Client always o ANY ACCEPT
3 2 wanl internal o all @ Ubuntul abl always o ANY ACCEPT My_]]
4 5 internal wanl o all @ all always © ANY ACCEPT My_]]
. @ Internal-
. . 5 10 wan2.111 internal 2 all Network always @ ANY ACCEFT
* Sniffer Policy [ 6 6 wanl any o all @ Ubuntul ab2 always o ANY ACCEPT
-= Protocol Options ] 7 7 wan2.111 any o all o all always @ ANY ACCEPT My_]]
Eil Address [0 s s internal wan2.111 o all @ all always o ANY ACCEFT
-3 Service -H I s 9 any internal @ all o all always © ANY ACCEPT My_1
uTM [ 10 any any @ all @ all always @ ANY DENY Implicit
VPN
User

WAN Opt. & Cache

Endpoint

Log&Report

Current VDOM |00t ~| [,

No VDOM Global estardo disponiveis apenas as opgdes: Dashboard, UTM e
Log&Report:
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FortiGate 51B

=& Dashboard
T
= Usage

) voom

(- 55 Network

[#hem Config

-5 Admin

5] Certificates

{E} Maintenance

UTM

Log&Report

Current VDOM IGIohaI vI

© widget [ Dashboard

Capacity: 29GB
O used: 198MB (0%)
v M Free: 29GB (100%)

Internal

* System Resources

N P
R 4 R 4

CPU Usage 1% Memory Usage 53%

+ Top Attacks
Top Attacks (all policies in all VDOMs) since 2010-05-17 17:38:23

ﬂ

MK

FEERTINET

R

3't Reboot

- Alert Me:

= 2010-06-17 1
admin authenti
for root
= 2010-06-17 1
admin authenti
for root

= 2010-06-17 1
admin authenti _
£

ront

r

16.7 Remover VDOM

Antes de remover um VDOM todos os objetos que fazem referéncia a ele devem
ser removidos: interfaces, rotas, objetos de firewall (regras, grupos, enderecos,
etc...), usuarios, UTM, VPN, usuarios e grupos, logging, DHCP servers e VDOM

administrators.

@ FortiGate - FortigateS18 - Mozill Firefox = E=n
Fle Edit View Higtory Bookmarks Tooks Help

@ v € X Ay ([ hip://200202114250 index v - 4| R E
Google it e~ (A - @ - 2 @ Share 73 Bookmarks 4 Translate - < - @ lauren..

[ FortiGate - Fortigate518

« [Ciewien ==

FortiGate 51B

&© Dashboard
- Dashboard
- Usage
=) voom

* Global Resources
=58 Network
* Interface

in
[£9 Certificates
@ maintenance

utM

Log&Report

Current vDOM [ Global -]

[ root NaT

© create New [ et
peration
Mode

M1 NAT sslVDOML

MYVPN_Fase1 , Portl , Port2 , Port3  Port4 , internal , modem, ssl.roct , wanl g
L wan2 , wan2.111 , wan2.112 , wan2.113

Er——

“This is the VDOM for
© Customert

Transferring data from 200.202.114.250.
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The page at http://200.202.114.250 says:

(=)

0 Are you sure you want to delete the element(s)?

l QK i ’ Cancel

l

16.8 Desabilitar VDOM

FortiGate 51B

—
© widget & Dashboard

g wx

2K

Serial Number FGS0BH3G09600388
Uptime 31 day(s) 18 hour(s) 7 min(s)
System Time FriJun 18 11:50:12 2010 [Change]

Support Contract

Unreachable
utM
Log&Report Licensed (Expires 2011-09-28)

12.00057 (Updated 2010-06-16) [Update:
12.00057 (Updated 2010-06-16)

current vDOM [ Global

v License Information

Log -- Average 846 MB (: last
3 Det
Det:
Det
Email 1 spams detected Details
Web 0 URLS blo [Det:
DLP 1 dataloss detecter Det:
sages Det

Application 1 applicati
Control

Event 13424 ever
Total 26 GB (46227853 messages) since
last reset.

~ Top Policy Usage
a

Top Policy Usage (2010

-
a

wa
i

w@a
:

s

s |

v - -

The page at http://200.202,114 250 says:

==

Enabling/Disabling the virtual domain configuration will require you te re-legin. Are you sure you

" want to continue?

Cancel

16.9 Command Line - CLI

Quando o FortiGate opera com o modo VDOM habilitado deve-se selecionar o

VDOM a ser configurado.

Apds o login (via command line) o administrador estara no contexto do VDOM

“root”.

Para selecionar o domain desejado (Global ou algum outro domain previamente

criado) deve-se executar os comandos abaixo:

FG-VHOST1 # config ?
global config global
vdom config vdom
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FG-VHOST1 # config wvdom
FG-VHOST1 (vdom) # edit ?
<vdom> Virtual Domain Name
VDOM1

VDOM2

VDOM3

Root

FG-VHOST1 (vdom) # edit VDOM1
current v£=VDOM1l:3

FG-VHOST1 (VDOM1l) #

FG-VHOST1 (VDOM1l) # get system session status
The total number of sessions for the current VDOM: 12

*Obs: Deve-se usar com cautela o comando “edit VDOM”, pois caso seja digitado
um VDOM nao existente um novo sera criado (observar que o nome dos VDOMs
diferencia letras maiulsculas de minusculas).

17 Operacao no Modo Transparent/Bridge

O Fortigate pode operar no modo transparent/bridge. Neste modo todas as suas
interfaces pertecem ao uma mesma camada 2.

FortiGate 51B

o

Help

Op

Logout

l| system

& © Dashboard

= SNMP v1/v2c

] Operation
@ TG Admin
@ [£5] Certificates

e
« & Maintenance

Router

* Replacement Message

Firewall

uT™
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FortiGate 51B

System
% + @ Dashboard
[ = 8 Network

= Interface

= Zone
= Options
= DNS Server
= Web Proxy
& [li DHCP Server
= = Config
i = HA
= SNMP v1/v2c
= Replacement Message
0 Ope

Router

m

Firewall

Operation Mode

Default Gateway

Q

Help

Q»

Logout

Management IP/Netmask |200.202‘114‘2501‘255‘255.255‘245

|200.202.114.249

*Qbservacao: nos testes de laboratério o equipamento perdeu as configuragoes de
Default Gateway apds o apply.

FortiGate 51B

i * Usage
| @ g8 Network

® [£3] Certificates
+ & Maintenance

17.1 Spanning Tree

Os BPDUs do Spanning Tree nao sao encaminhados por default. Para que os
BPDUs do Spanning Tree sejam encaminhados deve-se usar o comando "set

@ widget [ Dashboard

Serial Number
Uptime
System Time
HA Status
Host Name

Firmware Version

System Configuration

FortiClient Version

FG30BH3G09600388

0 day(s) 1 hour(s) 13 min(s)

Fri Jun 18 15:52:24 2010 [Change]
standalone [Configure]
Fortigate51B [Change]

v4.0,build0272,100331 (MR2)
[Update]

Last Backup: Wed Jun 16 18:41:56 2010
[Backup] [Restore]

Unknown

Operation Mode

Transparent [Change]

Virtual Domain

Current Administrators

Current User

Disabled [Enable]
1 [Details]

admin [Change Password]

+ License Information

stpforward enable" (através da CLI) em todas as interfaces que devam realizar o
encaminhamento dos pacotes BPDU.

17.2 Multicast
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Deve-se criar regras especificas para que os enderecos de multicast sejam
encaminhados entre interfaces. Por exemplo, para o OSPF deve-se permitir que os
pacotes com enderecos 224.0.0.5 e 224.0.0.6 sejam liberados em ambos os
sentidos.

17.3 Troubleshooting e Best Practices — KB FD30087

O artigo FD30087 do knowledge base da Fortinet apresenta varias orientacdes
referentes ao uso do modo Transparent/Bridge.

http://kb.fortinet.com/kb/microsites/search.do?
cmd=displayKC&docType=kc&externalld=FD30087&sliceld=1&docTypelD=DT_KC
ARTICLE 1 1&dialogID=17757534&stateld=0%200%2017755799

Por ser de grande importancia para esta questao o referido argtigo é reproduzido
abaixo:

This article gives some configuration best practice and troubleshooting tips for a FortiGate in
Transparent mode

Configuration best practice in Transparent mode :

e Spanning tree BPDUs are not forwarded by default ; take care when introducing a FortiGate in
the network as L2 loops might be introduced or STP broken.
To forward spanning tree BPDUs, in CLI use "set stpforward enable" on all interfaces where
forwarding is required.

e Use forward domain to forward traffic between only specific interfaces or VLANs and avoid
keeping trunks with the default setting (vlan_forward = enabled). This will, for each VLAN,
create independent broadcast domains on the FortiGate and confine all broadcasts and multicast
traffic between the interfaces belonging to a same forward-domain. As a rule, if there are more
than 2 interfaces (VLANS or physical) in a VDOM, always configure different forward domains
on the pairs of interfaces unless you explicitly want to bridge traffic across more than 2
interfaces.

Another alternative is to create one VDOM per pair of interface/VLAN.

e Only Ethernet II frames forwarded. If IPX or any other protocols in the network which can use
different frame types, these are not forwarded by default. For this, the parameter 12forward under
the interface configuration has to be enabled.
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e In case of multicast traffic in the network passing through FortiGate multicast policies required.
For example, you need to set multicast policies if a FortiGate in transparent mode is inserted
between 2 OSPF neighbors on a Ethernet segment. In this case, multicast IP 224.0.0.5 and
224.0.0.6 should be allowed for both direction. Same for RIP V2 (224.0.0.9)

e Ifan out of band management is required, use if possible the VDOM root in NAT mode as
management VDOM and create (an) other Transparent mode VDOM(s) for the user traffic.

e [fusing vlan interfaces in transparent mode, leave the physical interfaces carrying the VLANs on
a nat/route VDOM and only associate the required vlan interfaces in the transparent VDOMs.

e Ifthe FortiGate in transparent mode bridges traffic to a router or host using a virtual MAC for
one direction and a different physical MAC for the other direction (for instance if VRRP, HSRP
protocols are used), it is highly recommended to create a static mac entry in the FortiGate
transparent VDOM for the virtual MAC used. This is to make sure the virtual MAC address is
known from the transparent mode bridge table. Note: You can only create a static mac entry for
interfaces using forward domain 0 (the default forward-domain).

Troubleshooting steps when facing connectivity problems through a FortiGate in Transparent
mode

1 : Check first the 1.2 MAC address table of the FortiGate

Note : In transparent mode, to forward L2 traffic, the FortiGate does actually rely on its L2
forwarding database, which can be dumped with the command "diag netlink brctl name host root.b"
(for the root VDOM), while the ARP table would only be used for it's own IP communications.

The ARP/GARP that are sent by the external devices will be used to populate the L2 FDB and
change appropriately the destination MAC addresses for existing sessions in case of MAC changes.

Those commands will dump the L2 forwarding table for each VDOM bridge instance. From there,
we should see the devices MAC addresses that are located on each VLAN/VDOM

diag netlink brctl list

diag netlink brectl name host <VDOM_name>.b

Example for the root VDOM :

diag netlink brctl name host root.b

2 - Verify traffic with a sniffer trace:

Capture a sniffer trace with the following commands ; run this while making a ping from one device
to another device on either side of the FortiGate and while initiating appropriate traffic that exhibits
problem. This will tell if the packets are ingressing and egressing the FortiGate. Keep each trace
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running long enough to get some representative samples.

2.1 One global and simultaneous trace

diagnose sniffer packet any "" 4 to stop the sniffer trace, type CTRL+C

2.2 One trace on each port

diagnose sniffer packet portA "" 4

diagnose sniffer packet portB "" 4

etc....

2.3 If applicable, one trace for each VLAN with more verbosity

diagnose sniffer packet <each vlan interface>"" 6

3- Debug flow

Capture in each VDOM a "debug flow" trace with the following CLI commands procedure.
Run this while making a ping from one device to another device on either side of the FortiGate and
while initiating appropriate traffic that exhibits problem.

This will inform if the traffic is blocked or forwarded and give information about the matching
policy.

3.1

diag debug flow filter add <IP_address of source device>
diag debug flow show console enable

diag debug flow show function-name enable

diag debug flow trace start 100

diag debug enable

...to stop the debug, type "diag debug flow trace stop"
3.2

diag debug flow filter add <IP_address of destination device>
diag debug flow show console enable

diag debug flow show function-name enable

diag debug flow trace start 100

diag debug enable

...to stop the debug, type "diag debug flow trace stop"

Example of debug flow output when traffic flows :

1d=20085 trace id=113 msg="vd-tp mode received a packet(proto=6, 10.160.0.160:4370-
>10.160.0.152:23) from internal."

1d=20085 trace id=113 msg="Find an existing session, id-00000a40, original direction"
1d=20085 trace id=113 msg="enter fast path"

1d=20085 trace id=113 msg="send out via dev-dmz1, dst-mac-00:01:02:03:04:05"
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18 Firmware Upgrade

FortiGate 51B FZERTINET

S5 Config «f| current Running Firmware: FGSUBH—'&.UU'bui\dZ?Z

= HA Delete Change Comments parade

* Replacement Messag B FGS0BH-4.00-FW-build272-100331 N/A Partition 1: Active

“ Operation ] FGS0BH-4.00-FW-build194-100121 N/A Partition 2: Hot Active
=@ Admin

= Administrators =
= Admin Profile

* Central Management
-« Settings
£ Certificates

BErirmware

* FortiGuard

n

= Advanced
= Disk -

FortiGate 51B

System Firmware Upgrade /Downgrade

= Config i Upgrade From

- ® HA .
Upgrade File
~ = SNMP v1/vZc -

-« Replacement Messag: Upgrade Partition #2

-~ = Operation | 0K
=G Admin

-~ * Administrators —

Cancel

= Admin Profile

- Central Management

i - Settings

#He2] Certificates
=&} Maintenance
b Firmware
~* FortiGuard
- = Advanced
= Disk -

- nr .

m
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19

Performance

19.1 Ping Flood

Teste:
- IP de origem de origem e destinos fixos;
- Intervalos de entre pacotes: 100ms e 300ms;
- Tamanho dos pacostes: 100, 500 e 1400 bytes.
Ping Flood
Pkt Size Taxa (pkt's) Banda (kbps) CPU Util. 1 min
IN ouT Total IN ouT Total (%)
100 8.231 8.230 16.461 9.347 9.346 18.693 a6
100 3.015 3.015 6.030 3.425 3.420 6.851 43
S00 8.045 2.045 16.090 34.936 34.934 69.870 a8
500 3.081 3.081 6.162 13.373 13.367 26.740 43
1400 4.368 4.368 8.736 50.459 50.453 100.912 72
1400 3.055 3.0585 6.110 34.242 30.240 64.482 55
19.2 IPerf
Teste:
- 100 sessoes TCP;
- 200 sessdes UDP.
IPerf
Protocolo Sessbes Banda (Kbps) | CPU Util. 1 min
(%)
TCP 100 98.451 75
upp 200 64.453 55

19.3 Web Attack

Teste:
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- Simulacao de ataque através da ferramenta Nikto;
- Os ataques simulados sao destinados ao servigo HTTP do alvo;
- Foram geradas varias instancias do Nikto para aumentar a intensidade dos

ataques.
Web Attack (Nikto)
Sessdes Banda (Kbps) CPU Util. 1 min
(%)
4.935 927 86
9.664 1.712 a7
10.577 1.390 85
11.436 2.053 a8
28.247 2.055 00

*Observacao: mesmo quando a CPU atingiu 99% de utilizacao nao foi verificado
degradacgao no tempo de acesso HTTP ao servidor alvo do ataque.

19.4 Syn Flood - IP Fixo no Atacante

Teste:
- Simulacao de ataque através da ferramenta hping3;
- Os ataques simulados sao destinados ao servico HTTP do alvo;
- Taxa de bloqueio ajustada para 500 pacotes de syn/s provenientes de um
memo endereco.

Syn Flood - IP Fixo no Atacante - Taxa de bloqueio = 500 pkt/s
Taxa (pkts) Banda (Kbps) CPU Util. 1 min
(%)
991 457 2
7.445 3.195 18
12.090 5.541 LG
37.881 12.863 99

19.5 Syn Flood - Spoofed Address no Atacante — Sem Limite de Sessoes

Teste:
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- Simulacao de ataque através da ferramenta hping3;
- Os ataques simulados sao destinados ao servigo HTTP do alvo;
- O endereco do atacante variou aleatoriamente (spoofed);

- Sem limite de sessdes para um determinado endereco destino ou restricdoes

de taxa de syn.

Syn Flood - IP "spoofado” no Atacante - Sem limite de sesstes para destino
Taxa (pkts) Banda (Kbps) Sessbes CPU Util. 1 min
(%)
3.234 1.550 5.983 43
4487 2.180 7.603 77
6.181 2.864 12.615 99

19.6 Syn Flood - Spoofed Address no Atacante - Com Limite de Sessdes

- Simulacao de ataque através da ferramenta hping3;

- Os ataques simulados sao destinados ao servigo HTTP do alvo;
- O endereco do atacante variou aleatoriamente (spoofed);

- Limite de sessdes ajustado para 2.000 sessOes para um determinado
enderego de destino.
- Sem restrigdes para a taxa de syn gerada por um atacante.

Syn Flood - IP "spoofado” no Atacante - Limite de sessfes = 2000 por enderego destino
Taxa (pkts) Banda (Kbps) Sessbes CPU Util. 1 min

(%)

1.687 619 2.011 7

2.038 1.056 2.012 16

3.500 1.620 2.012 26

5.942 2.630 2.009 43

8.665 3.363 2.009 61

9.167 4.034 2.009 70

13.134 5.711 2.009 a0

*Observacaol: Quando o limite de sessdes para o servidor alvo foi atingido todos
os acessos HTTP para este servidor também falharam.
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*Observacao2: Mesmo quando o limite de sessdes para o servidor alvo foi
atingido (no servico HTTP) outros servigos entre atacante e alvo continuaram a
funcionar (ex: sessbes ssh do atacante para o alvo continuaram a ser
estabelecidas).

*Observacao3: Quando o servico definido na DoS Policy foi alterado de HTTP

para Any o acesso a qualquer servico foi interrompido, quando o limite de sessoes
foi atingido.

20 Troubleshooting

20.1 Ping Extendido

Fortigate51B #
Fortigate51B #
Fortigate51B #

execute ping-options source 10.123.123.1
execute ping-options data-size 1000
execute ping-options view-settings

Ping Options:

Repeat Count: 5

Data Size: 1000

Timeout: 2

Interval: 1

TTL: 64

TOS: O

DF bit: unset

Source Address: 10.123.123.1

Pattern:

Pattern Size in Bytes: O

Validate Reply: no
Fortigate51B # execute ping 10.123.123.10
PING 10.123.123.10 (10.123.123.10): 1000 data bytes
1008 bytes from 10.123.123.10: icmp seqg=0 ttl=255 time=0.2 ms
1008 bytes from 10.123.123.10: icmp seg=1 ttl=255 time=0.1 ms
1008 bytes from 10.123.123.10: icmp_seg=2 ttl=255 time=0.2 ms
1008 bytes from 10.123.123.10: icmp_seg=3 ttl=255 time=0.2 ms
1008 bytes from 10.123.123.10: icmp seg=4 ttl=255 time=0.2 ms
---10.123.123.10 ping statistics ---

5 packets transmitted,
round-trip min/avg/max

5 packets received,
0.5/0.5/0.6 ms

0% packet loss

20.2 Captura de Pacotes

FG50BH3G09600388 # diagnose sniffer packet wanl
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<filter> flexible logical filters for sniffer (or "none").
For example: To print udp 1812 traffic between fortil and either forti2 or forti3
'udp and port 1812 and host fortil and \( forti2 or forti3 \)'

FG50BH3G09600388 # diagnose sniffer packet wanl
interfaces=[wanl]

filters=[none]

0.255837 arp who-has 10.10.4.150 tell 10.10.4.178

.446700 10.10.4.72 -> 224.0.0.18: ip-proto-112 20

.483236 10.10.4.4.137 -> 10.10.7.255.137: udp 50

.548005 arp who-has 169.254.90.170 (0:1c:58:9:25:cf) tell 10.10.4.30
.701086 arp who-has 10.10.4.15 (ff:ff:ff:ff:ff:ff) tell 10.10.5.212
.732879 10.10.4.4.137 -> 10.10.7.255.137: udp 50

.740086 10.10.6.49.1024 -> 216.156.209.26.53: udp 64

.837795 arp who-has 10.10.4.20 tell 10.10.4.73

.873587 10.10.4.4.137 -> 10.10.7.255.137: udp 50

.874668 10.10.4.4.137 -> 10.10.7.255.137: udp 50

.936271 stp 802.1d, config, flags [topology change], bridge-id
000.00:03:e3:4e:61:00.803e

.218327 arp who-has 10.10.4.39 tell 10.10.4.6

.219132 10.10.4.39.42942 -> 10.10.4.81.137: udp 50

.219255 arp who-has 10.10.4.39 tell 10.10.4.81

.220101 10.10.4.39.42943 -> 10.10.4.125.137: udp 50

.220211 arp who-has 10.10.4.39 tell 10.10.4.125

.233430 10.10.4.4.137 -> 10.10.7.255.137: udp 50

.245205 10.10.6.107.137 -> 10.10.7.255.137: udp 50

.396638 1.1.1.1.123 -> 10.70.4.25.123: udp 48

.396729 192.168.1.101.123 -> 10.70.4.25.123: udp 48

.396820 192.168.56.

24 packets received by filter

0 packets dropped by kernel

PP RPRPEPRPRPRPRPREPRPOOOOOOOOOOOoOo

20.3 Listar Sessoes
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FortiGate 51B

=@ pashboard
b Dashboard

* Usage
f =53 netwerk
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&= Config
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@ ~dmin
#5] Certificates

=& maintenance

Router

Firewall

Logout

FZERTINET

@ widget [ Dazhbozrd
Virtual Domain
VDOMs Allowed 10
Endpoint Security
FortiCliznt Softwars
Windows Installer 4.1.3 (Updated 2010-04-23) [Download]

Application Signature Package 1.175 (Updated 2010-04-23)

+ CLI Console (not connected)

Click here

~ Top Application Usage
Top Application Usage by Application (Since 2010-04-07 18:51:18)|

+ Top Sessions

@) M 4 [ ]/1» » Total: 14 Clear All Filters

Total 0O

Traffic 5
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Al 1]
1’5 0

Email 0
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Applicstion Contrel 0
Event

Total 1

erags 65 KE (363 m

B

ce last resst

detected
spams detected
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application control messsges
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[Details]

[Datails]
[Datails]

[Details]
[Details]
[Datails]
[Datails]

[Details]

* Top Sessions

=)
k)
8
21
"
o

>

A
&
«

[Totzl Concurrent Sessions: 33

#

2010-04-29 16:41

Detach # © X

Ret =

[ [ protoco " oninovor Address] * oestiatid

1 tcp 200.162.31.4 21755 200.202.
2 tcp 200.162.31.4 21756 200.202.
2 tep 200.162.31.4 21749 200.202.
4 tcp 200.162.31.4 21750 z200.20z2.
3 tep 200.162.31.4 21747 200.202.
[ tcp 200.162.31.4 21748 200.202.
7 tcp 200.162.31.4 21751 200.202.
2 tep 200.162.31.4 21742 200.202.
= tep 200.162.31.4 21745 200.202.
10 tcp 200.162.31.4 21746 200.202.
11 tcp 200.162.31.4 21743 200.202.
|

114,250 443
114.250 443
114.250 443
114,250 443
114.250 443
114.250 443
114.250 443
114,250 443
114.250 443
114.250 443
114.250 443 |
3

i g
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) Top Sessions - Mozilla Firefox

[ matmmuvw] https://200.202.114.250/system/widget/sessions_ |7

) M <[ |1 » v Total 39 Clear All Filters Return

tep
tep
tep
tep
tep
tep
tep
tep
tep
tep

Wwom WM u ok Wk

tep
tep

200.182.31.4
200.162.31.4
200.162.31.4
200.1682.31.4
200.182.31.4
200.162.31.4
200.162.31.4
200.162.31.4
200.162.31.4
200.152.31.4
200.152.31.4
200.152.31.4

21813
21814
21811
21813
21816
21805
21808
21803
21803
21810
21807
zigos
21757

200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250
200.202.114.250

¢

443

. Protocol T Source Address | T Source Port [T Destination Address | T Destination Port | T Policy 1D [T Expiry (sec) -

200.1682.31.4

S ¢
A

3588
3588
119
35589
3588

Eb Eb Ep = = = =b = =P = B B E

%

20.4 Debug de IPSec VPN

Fortigate51B
Fortigate51B
Fortigate51B
Fortigate51lB

# diagnose
# diagnose
# diagnose
#

debug enable
debug console timestamp enable
debug application ike -1

2010-05-24 19:28:12 ike O0:
>200.202.114.250:500,ifindex=5....
2010-05-24 19:28:12 ike O:

1d=5a09da2104a8bea5/0000000000000000 len=512
new connection.

2010-05-24
2010-05-24
message. ..
2010-05-24
2010-05-24 19:28:12 ike O
2010-05-24 19:28:12 ike O
AFCAQ071368A1F1C96B8696FC77570100

19:28:
19:28:

12
12

ike O
ike O
19:28:

12 ike O

:MyVPN Fasel:
:MyVPN Fasel:

:MyVPN Fasel:
:MyVPN Fasel:
:MyVPN Fasel:

2010-05-24 19:28:12 ike 0:MyVPN Fasel:

6EF67E6852CF311713E50B8B005DB7B8

2010-05-24 19:28:12 ike 0:MyVPN Fasel:

7D9419A65310CA6F2C179D9215529D56

2010-05-24 19:28:12 ike 0:MyVPN Fasel:

4485152D18B6BBCDOBESA8469579DDCC

2010-05-24 19:28:12 ike 0:MyVPN Fasel:
2010-05-24 19:28:12 ike 0:MyVPN Fasel:
2010-05-24 19:28:12 ike 0:MyVPN Fasel:
2010-05-24 19:28:12 ike 0:MyVPN Fasel:
2010-05-24 19:28:12 ike 0:MyVPN Fasel:
2010-05-24 19:28:12 ike 0:MyVPN Fasel:
val=3DES CBC.

2010-05-24 19:28:12 ike 0:MyVPN Fasel:

39:

39:
39:
39:

39:
39:
39:
39:
39:
39:
39:
39:
39:

39:

responder:

VID
DPD
VID
VID
VID

VID

comes 200.162.31.4:18831-

IKEv1l exchange=Aggressive

aggressive mode get 1lst

DPD AFCAD71368A1F1C96B8696FC77570100
negotiated

unknown (16) :

forticlient 1.0

draft-ietf-ipsec-nat-t-ike-03

draft-ietf-ipsec-nat-t-ike-00

negotiation result

proposal id
protocol id

= 1:

ISAKMP:

trans_id KEY IKE.

encapsulation IKE/none
type=0OAKLEY ENCRYPT ALG,

type=OAKLEY HASH ALG, val=MD5.
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2010-05-24 19:28:12
Val:PRESHARED_KEY .
2010-05-24 19:28:12
2010-05-24 19:28:12
2010-05-24 19:28:12
nat-t-ike-03
2010-05-24 19:28:12

val=1536.

draft-ietf-ipsec-

ike 0:MyVPN Fasel:39: type=AUTH METHOD,
ike 0:MyVPN Fasel:39: type=0AKLEY GROUP,
ike 0:MyVPN Fasel:39: ISKAMP SA lifetime=28800
ike 0:MyVPN Fasel:39: selected NAT-T version:
ike 0:MyVPN Fasel:39: put connection to natt

list...ip=200.162.31.4.

Fortigate5lB # diagnose debug disable

20.5 Debug de Sessoes

Exemplo de debug de sessOes originadas por 200.189.190.105:

Fortigate51B
Fortigate51B
Fortigate51B
Fortigate51B

H= = 3 e

Fortigate51B #
packet (proto=6,
2010-06-09 16:02:28
2010-06-09 16:02:28
IPPOOL), port-80"
2010-06-09 16:02:28
2010-06-09 16:02:28
>10.123.123.10:80"
2010-06-09 16:02:28
internal"
2010-06-09 16:02:28
2010-06-09 16:02:28
2010-06-09 16:02:28

200.189.190.105:53489->200.202.114.251:80)

2010-06-09 16:02:28
original direction"
2010-06-09 16:02:28
>10.123.123.10:80"

2010-06-09 16:02:28
2010-06-09 16:02:28

200.189.190.105:53489->200.202.114.251:80)

2010-06-09 16:02:28
original direction"
2010-06-09 16:02:28
>10.123.123.10:80"

2010-06-09 16:02:28
2010-06-09 16:02:28

200.189.190.105:53489->200.202.114.251:80)

200.

diag debug enable
diagnose debug flow filter saddr 200.189.190.105
diagnose debug flow show console enable
diagnose debug flow trace start 10

189.190.105:53489->200.202.114.251:80)

2010-06-09 16:02:28 1d=36870 trace id=21 msg="vd-root received a
from wanl."

123.123.10 (from

outdev-wanl"
251:80-

10.123.123.10 via

1d=36870 trace id=21 msg="allocate a new session-028feeaf"
1d=36870 trace id=21 msg="find SNAT: IP-10.

1d=36870 trace id=21 msg="VIP-10.123.123.10:80,

1d=36870 trace id=21 msg="DNAT 200.202.114.

1d=36870 trace id=21 msg="find a route: gw-

1d=36870 trace id=21 msg="Allowed by Policy-2:"

1d=36870 trace id=21 msg="send to ips"

1d=36870 trace id=22 msg="vd-root received

from wanl."
1d=36870 trace id=22 msg="Find an existing

1d=36870 trace_ id=22 msg="DNAT 200.202.114

1d=36870 trace id=22 msg="send to ips"
1d=36870 trace id=23 msg="vd-root received
from wanl."
1d=36870 trace id=23 msg="Find an existing

1d=36870 trace id=23 msg="DNAT 200.202.114
1d=36870 trace id=23 msg="send to ips"

1d=36870 trace id=24 msg="vd-root received
from wanl."

a packet (proto=6,

session, id-028feeaf,

.251:80-

a packet (proto=6,

session, id-028feeaf,

.251:80-

a packet (proto=6,
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2010-06-09 16:02:28 1d=36870 trace id=24 msg="Find an existing session, id-028feeaf,
original direction"

2010-06-09 16:02:28 id=36870 trace id=24 msg="DNAT 200.202.114.251:80-
>10.123.123.10:80"

2010-06-09 16:02:28 1d=36870 trace id=24 msg="send to ips"

2010-06-09 16:02:28 id=36870 trace id=25 msg="vd-root received a packet (proto=6,
200.189.190.105:53489->200.202.114.251:80) from wanl."

2010-06-09 16:02:28 1d=36870 trace id=25 msg="Find an existing session, id-028feeaf,
original direction"

2010-06-09 16:02:28 1d=36870 trace id=25 msg="DNAT 200.202.114.251:80-
>10.123.123.10:80"

2010-06-09 16:02:28 1d=36870 trace_ id=25 msg="send to ips"

2010-06-09 16:02:28 id=36870 trace i1d=26 msg="vd-root received a packet (proto=6,
200.189.190.105:53490->200.202.114.251:80) from wanl."

2010-06-09 16:02:28 1d=36870 trace id=26 msg="allocate a new session-028feeb("
2010-06-09 16:02:28 1d=36870 trace id=26 msg="find SNAT: IP-10.123.123.10(from
IPPOOL), port-80"

2010-06-09 16:02:28 1d=36870 trace id=26 msg="VIP-10.123.123.10:80, outdev-wanl"
2010-06-09 16:02:28 id=36870 trace id=26 msg="DNAT 200.202.114.251:80-
>10.123.123.10:80"

2010-06-09 16:02:28 id=36870 trace id=26 msg="find a route: gw-10.123.123.10 via
internal"

Fortigateb5lB # diagnose debug disable

21 Command Line Interface (CLI) - Comandos Uteis

21.1 grep

Exemplo 1: mostrar linha de match ignorando diferencas entre maiusculas e
minusculas (- i)

Fortigateb5lB # get system performance status | grep -i idle
CPU states: 3% user 0% system 0% nice 97% idle

Exemplo 2: mostrar 1 linha antes do match (-B 1)

FG_RENNER HAl # sh full-configuration system interface | grep -B 1 portll
config system interface
edit "portll"

Exemplo 3: mostrar 6 linhas apds o match (-A 6)

FG_RENNER HAl # sh system interface | grep -A 6 portl3
edit "portl3"
set vdom "root"
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set ip 200.143.61.68 255.255.255.224

set allowaccess ping

set type physical

set description "Antiga porta ETHO do Brick."
next

21.2 show full-configuration

Fortigate51B # show full-configuration
#fconfig-version=FG50BH-4.00-FW-build272-100331:0pmode=0:vdom=0
#conf file ver=14300459513520570275
#buildno=0272
#global vdom=1
config system global
set access-banner disable
set admin-concurrent enable
set admin-https-pki-required disable
set admin-lockout-duration 60
set admin-lockout-threshold 3
set admin-maintainer enable
set admin-port 80
set admin-scp disable
set admin-server-cert "self-sign"
set admin-sport 443

21.3 show full-configuration <config block>

Apresentar a configuracao completa para apenas uma parte da configuragao

FG_RENNER HAl # sh full-configuration system ha
config system ha

set group-id 0

set group-name "FGT-HA"

set mode a-p

set password ENC
mtfmBm7C1lnEnG579g5NF+0haOXype92gdyjfeyTZb6oFLT623xdV3VGkneU2wub6GcPfbcswgKVXv44mYZOOTT
wEfNj54M+YCXGnz0k7WpTGj65Yzkd

set hbdev "port2" 50 "portle" 50

set route-ttl 10

set route-wait O

set route-hold 10

set sync-config enable

set encryption disable

set authentication disable

set hb-interval 2

set hb-lost-threshold 6

set helo-holddown 20

set arps 5
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set arps-interval 8
set session-pickup enable
set link-failed-signal disable
set uninterruptable-upgrade enable
set ha-mgmt-status disable
set ha-eth-type "8890"
set hc-eth-type "8891"
set 12ep-eth-type "8893"
set subsecond disable
set vcluster2 disable
set override disable
set priority 128
set monitor "port2" "portloe"
unset pingserver-monitor-interface
set pingserver-failover-threshold 0
set pingserver-flip-timeout 60
end

21.4 get system performance status

FortigateblB # get system performance status

CPU states: 0% user 13% system 0% nice 87% idle

Memory states: 33% used

Average network usage: 30720 kbps in 1 minute, 16453 kbps in 10 minutes, 8129 kbps
in 30 minutes

Average sessions: 21 sessions in 1 minute, 19 sessions in 10 minutes, 22 sessions in
30 minutes

Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 0 days, 22 hours, 50 minutes

21.5 get system performance top

Fortigate51B # get system performance top

Run Time: 16 days, 0 hours and 57 minutes
170, 4Ss, 15I; 502T, 130F, 129KF
ipsengine 3049 S < 1.9 14.8
miglogd 25 S 1.9 2.5
newcli 726 R 0.9 2.7
httpsd 67 S 0.0 6.6
httpsd 63 S 0.0 6.5
cmdbsvr 15 S 0.0 4.4
httpsd 27 S 0.0 3.0
newcli 707 S 0.0 2.7
newcli 80 S 0.0 2.6
newcli 1400 S 0.0 2.6
sslvpnd 52 S 0.0 2.3
scanunitd 5867 S < 0.0 2.3
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updated 54 S 0.0 2.3
merged_daemons 45 S 0.0 2.2
iked 444 S 0.0 2.2

forticron 46 S 0.0 2.2
urlfilter 48 S 0.0 2.1
fdsmgmtd 55 S 0.0 2.1
scanunitd 5845 S < 0.0 2.1

21.6 get hardware status

Fortigate5lB # get hardware status

Model name: Fortigate-51B

ASIC version: CP6

ASIC SRAM: 64M

CPU: Geode (TM) Integrated Processor by AMD PCS
RAM: 502 MB

Compact Flash: 122 MB /dev/hda

Hard disk: 30711 MB /dev/hde

USB Flash: not available

Network Card chipset: ipl75c-vdev (rev.)

21.7 get system status

FortigateblB # get system status

Version: Fortigate-51B v4.0,build0272,100331 (MR2)
Virus-DB: 11.00067(2009-11-18 19:05)

Extended DB: 11.00067(2009-11-18 19:06)

IPS-DB: 2.00720(2009-12-01 17:55)

FortiClient application signature package: 1.169(2010-04-08 13:02)
Serial-Number: FG50BH3G09600388

BIOS version: 04000005

Log hard disk: Available

Hostname: Fortigateb5lB

Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 10

Virtual domains status: 1 in NAT mode, 0 in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: standalone

Distribution: International

Branch point: 272

Release Version Information: MR2

System time: Thu Apr 8 13:19:25 2010

21.8 get system interface physical
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Fortigate51B # get system interface physical

== [onboard]
==[internal]
mode: static
ip: 10.123.123.1 255.255.255.0
ipve: ::/0
status: up
speed: 100Mbps (Duplex: full)
==[wanl]
mode: static
ip: 200.202.114.250 255.255.255.248
ipve: ::/0
status: up
speed: 100Mbps (Duplex: full)
==[wan2]

mode: static

ip: 0.0.0.0 0.0.0.0
ipv6: ::/0

status: down

speed: n/a

==[modem]

mode: static

ip: 0.0.0.0 0.0.0.0
ipve: ::/0

status: down

speed: n/a

21.9 show system interface

Firewalll # sh system interface
config system interface
edit "portll"
set vdom "root"
next
edit "portl2"
set vdom "root"
next
edit "portl3"
set vdom "root"
set type physical
next
edit "portl4d"
set vdom "root"
set type physical
next
edit "portlbH"
set vdom "root"
set type physical
next
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edit "portle"
set vdom "root"
set ip 200.189.190.106 255.255.255.240
set allowaccess ping https ssh snmp
set type physical
set description "Conex&o a Internet"
set alias "INTERNET"

next

21.10 diagnose hardware deviceinfo nic <port>

Firewall # diagnose hardware deviceinfo nic port2

Description mvl sw Ethernet driverl.O
System Device Name port2

CPU_port 10

vlanid 2

FID 2

num_ports 1

member 0x0002

cfg 1-0x1

Current HWaddr 00:09:0f:d6:dl:ec
Permanent HWaddr 00:09:0f:d6:dl:ec
State up

Link up

Speed 100

Duplex full

Rx Packets 94

Tx Packets 76

Rx Bytes 13724

Tx Bytes 6526

Firewalll # diagnose hardware deviceinfo nic portlé
Driver Name: NP2

Version: 0.92

Chip Revision: 2

BoardSN: yyyyyyyyyyyyyyyy

Module Name: 200B-256

DDR Size: 256 MB

Bootstrap ID: 18

PCIX-64bit-@133MHz bus: 02:00.0
Admin: up

MAC: 00:09:0f:d6:dl:ea

Permanent HWaddr: 00:09:0f:d6:dl:ea
Link: up

Speed: 100Mbps

Duplex: Full

Rx Pkts: 388048729

Tx Pkts: 143567

Firewall Fortinet — Fortigate.doc

Atualizado em 19/2/2015 - Documento com nivel de acesso Interno-Restrito as areas de

Engenharia e Operacoes.
Pagina de 215

166



Rx Bytes: 2409533440
Tx Bytes: 19298304
MAC3 Rx Errors: 0
MAC3 Rx Dropped: 0
MAC3 Tx Dropped: 0
MAC3 FIFO Overflow: O
MAC3 IP Error: O

TAE Entry Used: 0

TSE Entry Used: 0

Host Dropped: 0

Shaper Dropped: O

EEIO Dropped: 0

EEI1 Dropped: O

EEI2 Dropped: O

EEI3 Dropped: 0

IPSEC QFIFO Dropped: O

IPSEC DFIFO Dropped: O

PBA: 123/1019/251

Forwarding Entry Used: 0

Offload IPSEC Antireplay ENC Status: Enable
Offload IPSEC Antireplay DEC Status: Enable
Offload Host IPSEC Traffic: Disable

ses mask: 40077dcb

21.11 diagnose ip arp list

Firewalll # diagnose ip arp list

index=10 ifname=root 0.0.0.0 00:00:00:00:00:00 state=00000040 use=1032 confirm=7032
update=1032 ref=1

index=14 ifname=port2 192.168.1.100 state=00000020 use=933 confirm=7333 update=933
ref=1

index=9 ifname=portl6 200.189.190.97 00:00:0c:07:ac:7a state=00000002 use=0
confirm=32 update=2980 ref=11

21.12 diagnose system kill 9

Kill the specified Process ID

21.13 diag test auth tacacs+ <server_name> <username>
<password>

O server_name deve ser previamente configurado (na web interface: Use ->
Remote -> Tacacs+) .
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Firewalll # diagnose test authserver tacacs+ BR-TB-ACS1l userl passwordl
authenticate user 'userl' on server 'BR-TB-ACS1l' succeeded

Outros servicos de autenticacdo podem ser também testados:

Firewalll # diagnose test authserver

cert test certificate authentication

ldap test ldap server

ldap-digest test ldap HAl password query

ldap-search search ldap server

radius test radius server

tacacs+ test TACACS+ server

21.14 get router info routing-table details

Fortigate51B # get router info routing-table details
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

S* 0.0.0.0/0 [10/0] wvia 200.202.114.249, wanl

C 10.123.123.0/24 is directly connected, internal
C 200.202.114.248/29 is directly connected, wanl
21.15 get system session status

Fortigate51B # get system session status
The total number of sessions for the current VDOM: 9988

21.16 get system session list

Fortigate51B # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
tcp 3600 10.123.123.10:33297 - 10.123.123.1:22 -

tcp 3494 10.123.123.10:49923 200.202.114.250:60299 91.189.90.40:80 -
tcp 3505 10.123.123.10:49922 200.202.114.250:45962 91.189.90.40:80 -
tcp 77 10.123.123.10:49925 200.202.114.250:58253 91.189.90.40:80 -
tcp 107 10.123.123.10:49924 200.202.114.250:41868 91.189.90.40:80 -
udp 74 10.123.123.10:38240 200.202.114.250:48616 200.198.64.83:53 -
tcp 3598 10.123.123.10:53180 200.202.114.250:61236 74.125.9.35:80 -
tcp 92 10.123.123.10:53177 200.202.114.250:61233 74.125.9.35:80 -
tcp 16 10.123.123.10:53175 200.202.114.250:42815 74.125.9.35:80 -
udp 173 10.123.123.10:39446 200.202.114.250:43678 200.198.64.83:53 -
tcp 3599 10.123.123.10:57657 200.202.114.250:55729 200.236.31.1:80 -
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http://200.236.31.1:80/
http://200.202.114.250:55729/
http://10.123.123.10:57657/
http://200.198.64.83:53/
http://200.202.114.250:43678/
http://10.123.123.10:39446/
http://74.125.9.35:80/
http://200.202.114.250:42815/
http://10.123.123.10:53175/
http://74.125.9.35:80/
http://200.202.114.250:61233/
http://10.123.123.10:53177/
http://74.125.9.35:80/
http://200.202.114.250:61236/
http://10.123.123.10:53180/
http://200.198.64.83:53/
http://200.202.114.250:48616/
http://10.123.123.10:38240/
http://91.189.90.40:80/
http://200.202.114.250:41868/
http://10.123.123.10:49924/
http://91.189.90.40:80/
http://200.202.114.250:58253/
http://10.123.123.10:49925/
http://91.189.90.40:80/
http://200.202.114.250:45962/
http://10.123.123.10:49922/
http://91.189.90.40:80/
http://200.202.114.250:60299/
http://10.123.123.10:49923/
http://10.123.123.1:22/
http://10.123.123.10:33297/

udp 5 10.123.123.10:33812 200.202.114.250:35996 200.198.64.83:53
tcp 112 10.123.123.10:58866 200.202.114.250:48506 74.125.47.100:80
udp 85 10.123.123.10:36417 200.202.114.250:52937 200.198.64.83:53
udp 85 10.123.123.10:56444 200.202.114.250:31988 200.198.64.83:53
udp 4 10.123.123.10:52172 200.202.114.250:58180 200.198.64.83:53
tcp 3425 10.123.123.10:35686 200.202.114.250:48110 74.125.47.139:80
21.17 get system arp

Fortigate51B # get system arp

Address Age (min) Hardware Addr Interface
200.202.114.249 0 00:0e:38:e8:14:8c wanl

10.123.123.10 1 00:1e:4f:fd:9:a6 internal
10.123.123.100 0 08:00:27:50:e2:cd internal
10.123.123.101 0 08:00:27:7b:3b:fl1 internal
10.123.123.102 0 08:00:27:d6:67:84 internal

21.18 show firewall policy

Fortigate51B # show firewall policy
config firewall policy

edit 7
set
set

set
set

set
set
next
edit 4
set
set

set
set
set

set
set
next
edit 3
set
set

set

srcintf "internal"
dstintf "wanl"

set srcaddr "ServerLabl"
set dstaddr "all"

action accept

schedule "always"

set service "ANY"
logtraffic enable

nat enable

srcintf "internal"

dstintf "wanl"

set srcaddr "Guestl Internal"
set dstaddr "all"

action accept

central-nat enable

schedule "always"

set service "ANY"

logtraffic enable

nat enable

srcintf "wanl"

dstintf "internal"

set srcaddr "all"

set dstaddr "UbuntuMaster Ext Int"
action accept
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http://74.125.47.139:80/
http://200.202.114.250:48110/
http://10.123.123.10:35686/
http://200.198.64.83:53/
http://200.202.114.250:58180/
http://10.123.123.10:52172/
http://200.198.64.83:53/
http://200.202.114.250:31988/
http://10.123.123.10:56444/
http://200.198.64.83:53/
http://200.202.114.250:52937/
http://10.123.123.10:36417/
http://74.125.47.100:80/
http://200.202.114.250:48506/
http://10.123.123.10:58866/
http://200.198.64.83:53/
http://200.202.114.250:35996/
http://10.123.123.10:33812/

set schedule "always"
set service "ANY"
set logtraffic enable
next
end

21.19 show firewall address

Fortigate51B # show firewall address
config firewall address
edit "all"
next
edit "SSLVPN TUNNEL ADDRL"
set type iprange
set end-ip 10.0.0.10
set start-ip 10.0.0.1
next
edit "ServerLabl"
set subnet 10.123.123.10 255.255.255.255
next
edit "Guestl Internal"
set subnet 10.123.123.100 255.255.255.255
next
end

21.20 show firewall central-nat

Fortigate51B # show firewall central-nat
config firewall central-nat
edit 1
set orig-addr "Guestl Internal"
set nat-ippool "Guest External"
set orig-port 1
set nat-port 1-65535

next
end
21.21 get firewall service custom/group/predefined
Fortigate51B # get firewall service predefined HTTP
name : HTTP
icmpcode :
icmptype :
protocol : TCP/UDP/SCTP
protocol-number HEN
sctpport-range :
tcpport-range : 80:0-65535

udpport-range
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21.22 execute update-ips

Fortigate51B # execute update-ips

21.23 get system auto-update status

Fortigate51B # get system auto-update status
FDN availability: available at Wed Jun 9 17:25:26 2010

Push update: disable
Scheduled update: enable

Update daily: 1:01
Virus definitions update: enable
IPS definitions update: enable
Server override: disable
Push address override: disable
Web proxy tunneling: disable

21.24 execute factoryreset
FortigateblB # execute factoryreset

This operation will reset the system to factory default!
Do you want to continue? (y/n)

22 Diversos

22.1 Firewall e Reverse Path

Durante os testes verificou-se que o Fortigate possui o mecanismo de Reverse
Path habilitado por default. As sessdOes rejeitadas pelo Reverse Path ndao foram
enviadas para o log.

A atuacdo do Reverse Path foi validada através do teste de flood com enderego de
origem spoofado, no seguinte cenario:

Wan1l = interface conectada ao default gateway;

Wan2.111 = interface conectada ao servidor que gerou o flood;
Internal = servidor web atacado (10.123.123.10).

Comando usado para gerar o flood:

root@ServerLab2:~# hping3 10.123.123.10 --baseport 2025 -k -I vlanllll --rand-
source -p 80 -1 ul0000 -S
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Fortigate51B # diagnose debug flow filter clear

Fortigate51B # diagnose debug flow filter daddr 10.123.123.10
Fortigate51B # diagnose debug flow show console enable

show trace messages on console

Fortigateb5lB # diagnose debug flow trace start 3

2010-06-16 17:22:26 1d=36870 trace id=41 msg="vd-root received a packet (proto=6,
180.5.132.130:2025->10.123.123.10:80) from wan2.111."

2010-06-16 17:22:26 id=36870 trace id=41 msg="allocate a new session-02bece6tb"
2010-06-16 17:22:26 1d=36870 trace id=41 msg="reverse path check fail, drop"
2010-06-16 17:22:26 id=36870 trace id=42 msg="vd-root received a packet (proto=6,
51.40.63.119:2025->10.123.123.10:80) from wan2.111."

2010-06-16 17:22:26 1d=36870 trace id=42 msg="allocate a new session-02Zbecebc"
2010-06-16 17:22:26 1d=36870 trace id=42 msg="reverse path check fail, drop"
2010-06-16 17:22:26 1id=36870 trace id=43 msg="vd-root received a packet (proto=6,
16.240.99.141:2025->10.123.123.10:80) from wan2.111."

2010-06-16 17:22:26 1d=36870 trace i1d=43 msg="allocate a new session-02bece6d"
2010-06-16 17:22:26 1d=36870 trace id=43 msg="reverse path check fail, drop"
2010-06-16 17:22:26 1id=36870 trace id=44 msg="vd-root received a packet (proto=6,
1.255.129.204:2025->10.123.123.10:80) from wan2.111."

Fortigate51B # diagnose debug disable

22.2 Encontrar Regras que Usam um Determinado Address ou Address
Group

Usar os comandos abaixo para descobrir as regras que usam um determinado
host:

diag sys checkused firewall.addrgrp:name 'Group-Name'
diag sys checkused firewall.address:name 'Address-Name'

Exemplo:

Firewalll # diag sys checkused firewall.address:name RemoteClient
entry used by child table srcaddr:name 'RemoteClient' of table
firewall.policy:policyid '1"

entry used by child table dstaddr:name 'RemoteClient' of table
firewall.policy:policyid '2"

22.3 Encontrar Objetos que usam uma determinada interface

Usar:

diag sys checkused system.interface:name 'Interface Name'
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Exemplo:

Firewalll # diag sys checkused system.interface:name switch
entry used by table firewall.address:name 'Internal Network'
entry used by table firewall.address:name 'RemoteClient'

entry used by table firewall.address:name 'SSLVPN TUNNEL ADDRI1'
entry used by table firewall.address:name 'all'

entry used by table firewall.policy:policyid '2'

entry used by table firewall.policy:policyid '1l'

entry used by table firewall.policy:policyid '2'

22.4 Configurar Syslog pela CLI

config log syslogd setting
unset override

set status enable

set port 1300

set server 10.20.30.1

set csv enable

set reliable disable

set facility local?7

end

22.5 Recuperar a password do Admin

1. Make sure you have console access.

2. Reboot the device.

3. At the console login prompt, type “maintainer” as the userid, this should be done within 5-10 seconds.
4. Type in bepbFGTxxxxxxxxxxxxx as the password where xxxxxxxxxxxxx is the S/N of the Fortigate.
Note that the serial number is case sensitive.

5. change the admin password using the commands below:

config system admin
edit admin

set password

next

end
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22.6 FortiGate 200B - Converter Interfaces do Switch para Interfaces L3

Antes de converter a interface as interfaces de nimero 1 a 8 para operarem no
modo router deve-se apagar as configuragdes default que fazem referéncia a
interface “switch”:

1. Apagar o servico DHCP existente (System -> DHCP Server -> Service)
2. Apagar a regra default existente (Firewall -> Policy -> Policy)

As telas abaixo apresentam o restante da configuragao para converter as
interfaces do switch para interfaces de roteamento:

FortiGate 200B

Switch Mode

@ Create New

& &) pashboard Iu 1P/Netmask
i..+ Dashboard £ porta 192.168.100.93 / 255.255.255.0
. Usage ] port10 0.0.0.0 / 0.0.0.0
[_.15'@ Network ] port1l 0.0.0.0 / 0.0.0.0
0 porti2 0.0.0.0 / 0.0.0.0
= Zone 0 port13 0.0.0.0 / 0.0.0.0
- = Options []  portaa 0.0.0.0 / 0.0.0.0
= DNS Server 0 port1s 0.0.0.0 / 0.0.0.0
o Web Proxy (] port16 (INTERNET) 200.189.190.107 / 255.255.255.240
Gl DHCP Server [ switch 192.168.1.99 / 255.255.255.0
i Config
-5y Admin
-[£5] Certificates
{‘E} Maintenance
FortiGate 200B
E . Switch Mode Management
é‘" Dashboard ! Switch Mode switch = port1/.../port8
= Dashboard :
9! Interface Mode portl - ports
e m Usage
=- 58] Network I OK I [ Cancel |

! DNS Server
‘= Web Proxy
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FortiGate 200B

Reboot System

System

El@ Dashboard Please wait while system restarts.

= Dashboard

[ Usage
=55 Network
|« Zone

- QOptions

- DMNS Server

= Web Proxy

22.7 Creating custom IPS signature to detect

Include this in an IPS sensor as an override. Action "block"”, "Log" and "quarantine"
for, say, 3-10 minutes. For shorter times the list never gets long.

F-SBID( --attack id 2307; --name "SSH.LOGIN.FLOOD.BEDV"; --service SSH; --flow
from client; --protocol tcp; --tcp flags S; --rate 2,10; --track src ip; )

--tcp_flags S: catches Syn packets.
--rate 2,10: catches anything above 2 events in 10 seconds.

22.8 Creating custom IPS signature to detect a pattern rate - example to
detect a Brute-force attack

Description :Since FortiOS 4.0MR1 and the IPS engine 1.126, there are two new switches
available to write custom IPS signatures.

Scope
FortiOS 4.0MR1 and above
IPS engine 1.126 and above.

Solution
Those switches are :
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--rate n,t

Triggers if this Signature matches n-times per t-time (seconds). It can be extended using following
switch:

--track src_ip || dst_ip

This will extend --rate to further only match "per" source or destination IP. It cannot be used alone but
rather is a extension to --rate

For example, these can be used to detect an FTP Brute-force where you see multiple "530 Login failed"
coming from a Server with a specific IP.

HHHHR

F-SBID( --name FTP.Brute.Force; --protocol tcp; --service FTP; --flow from_server; --pattern
""530 Login failed"; --rate 5,60; --track src_ip; )

HitHHHH

This will trigger the Signature only when seeing "--pattern" 5 times per 60 seconds and from the same IP
address.

Warning : In that specific case, using the option "Quarantine Attacker" is not a good action, as the
Signature that triggers comes from the server IP address and would therefore quarantine the server. Use
instead the logging capabilities.

Note : another switch is available, which is "--flow from_server,reversed; " ; in this case, even if the
signature is triggered "coming from server", the "direction" will be reversed, hence the "Attacker" will
be the "Client".

In this situation, only the client will be Quarantined if this action has been set.

Apéndice I - Autenticacao no Windows Active Directory Através
de LDAP

Os processos de autenticacao de administradores, VPN SSL e VPN IPSec do FortiGate
podem ser integrados ao Windows Active Directory.

Sao apresentados a seguir 0s passos necessarios para realizar esta integracao usando
apenas o protocolo LDAP. Estas configuracdes sao apresentadas apenas a titulo de
exemplo, mas nao devem ser implementadas em ambiente de producao devido ao fato de
as senhas serem transmitidas entre o FortiGate eo Windows Active Directory sem algum
tipo de protecao (criptografia).
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Para ambientes de producao recomenda-se o uso do protocolo LDAPS que implementa a
protecao entre o FortiGate e o Windows Active Directory através de SSL. Ver o artigo
“Autenticacao no Windows Active Directory Através de LDAP over SSL (LDAPS)".

1. Criar um usuario no Widows Active Directory para fazer as queries.

R e I L = S PR PPee

Tk Server Manager

Lo FErvices

' Share and Storage Management

Manages users, computers, secur
'-* Storage Explorer lin Active Directory Domain Service

-
! I Windows Lpdate Syskem Configuration
® Task Scheduler
ﬂ ‘Windows Firewall with Advanced Security

Wb Windows Server Backup
,,;} Documents Extras and Upgrades

Maintenance
B? Setkings
. Oracle ¥M ¥irtualBox Guest Additions

p Search . Startup

WinPcap
@ s e S & Inkermet Explorer

[3=] Windows Contacts
Wl wireshark

Run..,

Shut Down.. .

£ "Start J mmE i J i, Server Manager |

onsole2 - [Console Roa... | @ #1100 - Windows Internet . I

B Active Directory Users and Computers

File  Action Yiew Help

A I ERERERE

BHE 2aET7a%

Active Directory Users and Comput [ Kame [ Type [ Description |
| Saved Queries [ L, ndriristrstor User Built-in account for admini...
=13 mydomain.com. br | 52 Allowsd RODC Password Replication Gr...  Sscurity Group ... Members in this aroup can...

| Builtin 52, Cert Publishers Security Group ... Members of this group are. .
—| Computers 52, Deried RODC Password Replication Group Security Group ... Members in this group can...
2| Domain Cu”t’_""E’S 82, Dnsadmins Security Group DNS Administratars Group
FarsigrsscurtyPrintnsls | Gy b ipdatePrazy Security Group ... DM clients who are permi...
82, Domain Admins Security Group ... Designated administratars. ..
2, Domain Computers Security Group ... All warkstations and serve, .,
2, Domain Controllers Security Group ... All domain contrallers in th..
2, Domain Guests Security Group ... All domain guests
52, Domain Users Security Group ... All domain users
52 Erterprise Admins Security Group ... Designated administrators. ..
B2 Enterprise Read-only Domain Controllers  Security Group ... Members of this group are. .
52, Group Policy Creator Owners Security Group ... Members in this group can...
2, Guest User Built-in account for guest ...
52, RAS and IAS Servers Security Graup ... Servers in this group can ...
52 Read-only Domain Controllers Security Graup ... Members of this group are...
82 schema Admins Security Group ... Designated administrators...
2 usert User
2 serz User
2 users User

Delegate Control...
Find,
0 computer

ol Tasks Contact

Graup
Refresh
EE 'EiL , InetOrgPersan
ot List...

a MSMQ Queue Alias

e vl Printer

User |
e L ¥ Shared Folder
Line up Ieans
Properties
Help
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" ¥ 2 7
ew Object - User

Create in.  mydamain.com.br/Users
&

:
[
i

Last name:

Full name: Ifortinet I

Uzer logon name:
fortinet || @mydomain com.br j

User lagon name [pre-\windows 2000}

I Descr

Built-ii
rity Group ... Memb
riky Group ... Memb
riky Group ... Memb
rity Group ... DS £
rity Group ... DNSc
rity Group ... Desigl
ity Group ... Allwo
ity Group ... Al dol
rity Group ... Al dol
riby Group ... Al do
rity Group ... Desigl
riky Group ... Memb
ricy Group ... Memb

Eilt-il
rity Group ... Serve
rity Group ... Memb

Security Group ... Desigl

[MYDOMAIN, |fatinet
< Back T Newty Cancel
5L Schema Adrins
3_; userl User
& users User
userd User

Pazsword: quuu.

rity
I riky

Canfirm pazsword: Io.ooooooo|

I rity

™ User must change passward at nest logan

|l User cannot change pazsword |

||7 Pazsword never exeiresl

[ Account is disabled

rity
riky
rity
riky
riky
riky
riky
riky
rity
riky

< Back I Mewst » I

Cancel riky

rity

| &4, 5cherna Admins

Security
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‘When you click Finizh, the following object will be created:

Full name: fortinet ﬂ
|Jzer logon name: fartinet@imydomain. conn,. br

The user cannat change the password.
The pazzword newver expires.,

rit
rit
rit
rik
rit
rit
rit
rik
rit
rit
rit

LI rit

rit

< Back Cancel | Hit

rik

| %, 5chema Admins Securit

2. Configurar servidor LDAP no FortiGate.

FortiGate 200B

- User

~= Authentication
"‘"‘;‘ User Group
) Remote

~= RADIUS

= TACACS+
{5 Directory Service
& Monitor

System
Firewall é
uTM é
VPN
I
5 g User

O Distinguished Name define o ponto da arvore de diretérios que sera “varrida” através

das queries (dc=mydomain,dc=com,dc=br).

O User DN ¢ o Distinguished Name do usudrio configurado anteriormente para fazer as

queries (Bind). E o usuério anteriormente configurado no Windows Active Directory, e o

seu DN é cn=fortinet,cn=Users,dc=mydomain,dc=com,dc=br
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FortiGate 200B ‘

System

Router

Name |TestLDAP |

Firewall Server Name/IP |192.168.216.10 |

UTM Server Port |289 |
VPN Common Name Identifier | sAMAccountName |
_ Distinguished Name Id|:=mydoma|n,d|:=|:om,d|:=br I@
& User Bind Type
User User DN let,cn=Users,dc=mydomain,dc=com,dc=br
= Authentication
R Password = |esssssses
a‘.. User Group
=-(-) Remote Secure Connection D
o o ] comca

RADIUS

- TACACS+
{5 Directory Service
& Monitor

3. Realizar testes através da CLI
Habilitar o debug com os comandos:

diagnose debug application fnbamd -1
diagnose debug enable

*Qbs: executar o comando diagnose debug disable apds os testes.

Executar o teste com o comando:

diagnose test authserver Idap <LDAP server> <Windows AD user> <password>
Exemplo de uma autenticacao que ocorreu com sucesso:

FG_RENNER_HA1l # diagnose debug application fnbamd -1

FG_RENNER_HA1 # diagnose debug enable

FG_RENNER _HA1l # diagnose test authserver Idap TestLDAP userl Diveo@123
fnbamd fsm.c[1010] handle_req-Rcvd auth req 30933001 for userl in TestLDAP opt=27
prot=0

fnbamd_ldap.c[483] resolve_Idap_FQDN-Resolved address 192.168.216.10, result
192.168.216.10

fnbamd_ldap.c[232] start_search_dn-base:'dc=mydomain,dc=com,dc=br"
filter:sAMAccountName=userl

fnbamd Idap.c[1179] fnbamd_|dap_get result-Going to SEARCH state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
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fnbamd_ldap.c[266] get_all_dn-Found DN
1:CN=userl,CN=Users,DC=mydomain,DC=com,DC=br

fnbamd I|dap.c[280] get_all dn-Found 1 DN's

fnbamd_Idap.c[314] start_next_dn_bind-Trying DN
1:CN=userl,CN=Users,DC=mydomain,DC=com,DC=br

fnbamd I|dap.c[1217] fnbamd_|dap_get result-Going to USERBIND state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
fnbamd_ldap.c[372] start_multi_attribute_lookup-Adding attr 'memberOf'
fnbamd |dap.c[388] start_multi_attribute lookup-
base:'CN=userl,CN=Users,DC=mydomain,DC=com,DC=br" filter:cn=*

fnbamd Idap.c[1271] fnbamd_|dap_get result-Entering CHKUSERATTRS state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
fnbamd_ldap.c[1089] fnbamd_ldap_get result-Not ready yet

fnbamd fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
fnbamd_ldap.c[1089] fnbamd_ldap_get result-Not ready yet

fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
fnbamd |dap.c[1089] fnbamd_|dap_get result-Not ready yet

fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
fnbamd_ _Idap.c[1089] fnbamd_Idap_get _result-Not ready yet

fnbamd fsm.c[1320] poll_Idap_servers-Continue pending for req 30933001
fnbamd_ldap c[415] get_member_of _groups-Get the memberOf groups.
fnbamd_l|dap.c[434] get member_of groups-attr="memberOf' - found 0 values
fnbamd Idap.c[1285] fnbamd Idap get result-Auth accepted
fnbamd_ldap.c[1300] fnbamd_ldap_get result-Going to DONE state res=0
fnbamd_auth.c[1543] fnbamd_auth_poll_ldap-Result for Idap svr 192.168.216.10 is
SUCCESS

fnbamd_auth.c[1564] fnbamd_auth_poll_ldap-Skipping group matching
fnbamd_comm.c[112] fnbamd_comm_send_result-Sending result 0 for req 30933001
authenticate 'userl' against 'TestLDAP' succeeded!

FG_RENNER _HA1l # diagnose debug disable

Apéndice II - Autenticacdao no Windows Active Directory
Através de LDAP over SSL (LDAPS)

Para que o Windows Active Directory possa responder a queries usando LDAP over SSL é
necessario que seja criado um certificado. Os itens 1 e 2 apresentados a seguir mostram
como gerar este certificado no Windows 2008.

1. Adicionar o Role Active Directory Certificate Services ao servidor Windows 2008 com o
Windows Active Directory.
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Fle Actisn View Help

erver Manager

Terminal Services

Component Services

¢ Zomputer Management

Data Sources (QDBC)

Ewvent Yiewsr

iSCSI Initiator

Lacal Security Policy

Memary Diagnostics Toal

Religbility and Performance Manitar

, Security Configuration Wizard

Services

‘| Share and Skorage Management

Sterage Explorer

| System Canfiguration

Task Secheduler

windows Firewall with Advanced Security
Windows Server Backup

, Active Directory Domains and Trusts

Active Direckory Sikes and Services
ADSI Edit
DNS

Group Palicy Managsment

windows Update

& -
'
L

B Administeative T Consalel

Extras and Upgrades

Maintenance
Cracle YM VirtualBox Guest Additions

Settings

Startup

Search

WinPcap
& Inkernet Explorer
windows Contacts

Windaws Server 2008 Enterprise

@ Shut Down...
Costart | MR S H |

-10| =

e=zmE

Server Manager (WINAD)

% DNS Server
Features

TFm Diagnostics
it Configuration
23 storage

Active Directary Domain Se

Wiew the health of the roles installed on your server and add or remove roles and features.

~ Roles Summary

~) Roles: 2 of 16 installed

T Remove Roles

/i Active Directory Domain Services
(i) DMS Server

~) Active Directory Domain Services AD DS Help

“! Role Status Services

Messages: None
System Services: 8 Runming, 2 Stopped
/i Events: 3 warnings, 17 Informational in the last 24 hours

+) Role Services: 1 installed

Role Service [ status |
=, Active Directory Demain Cantroller Installed
Identity Management for UL Mot installed
Server For Hetwork Infarmation Services Mo installed
Password Synchranization Mot installed
Administration Taols Mot installed
Description:

Active Directory Domain Controller enables a server to store directory data and manages communication
e e neweres el et 1 e v A e e i e
| |54 Last Refresh: 1/11j2011 11:14:54 AM - Configure refresh

i nrers Dverors

Roles Summary Help

Stores directory data and manages communication betwsen users and domains, including user logon pracesses, suthentication, and directory ssarches.

G0 ko Active Directary Domain

% Add Role Services

Remove Role Services
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Add Roles Wizard I

ADCS

Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Mame
Validity Period
Certificate Database
Confirmation
Progress

Results

Select Server Roles

Select one or more roles to install on this server.
Raoles: Description:

Active Directory Certificate Services
AD C5) is used to create certification
authorities and related role services

Active Direckory Domain Services (Installed)

[] Active Directory Federation Services that allow you to issue and manage
[] Active Directory Lightweight Directary Services certificates used in a variety of
[] Active Directary Rights Management Services applications.

|:| Application Server
D DHCP Server
DNS Server (Installed)
D Fax Server
[] File Services
] Metwork Policy and Access Services
[ Print Services
[] Terminal Services
[] upot Services
[] web Server (1IS)
[] windows Deployment Services

[More about server roles

< Previous |I Mext > I Inistall Cancel |

ll Add Roles Wizard I

EBefore ou Begin

Server Roles

AD
Role Services
Setup Type
CA Type
Private Key
Cryptography
A Name
Yalidity Period
Certificate Database
Confirmation
Progress

Results

Introduction to Active Directory Certificate Services

Active Directory Certificate Services {AD C5)

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios such as
secure wireless networks, virkual private networks, Internet Protocol Security {IPSec), Metwork Access
Protection (MAP), encrypting file system (EFS) and smart card logon.

Things to Note

i The mame and domain settings of this computer cannot be changed after a certificate authority (CA) has
been installed, IF wou want to change the computer name, jain a domain, or promate this server to a
domain controller, complete these changes before instaling the €A, For more information, see certification
authority naming.

Additional Information
Active Directory Certificate Services Overview

IMananing & Certification Authority:
Certification Authority Naming

< Presious II Mext = I Install Cancel
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Add Roles Wizard x|

Select Role Services

Before You Begin Select the role services to install For Active Directary Certificate Services:

Server Rales Raole services: Description:
— " vaLS:Y)
ADCS il et Py Certification Authority (CA) is used to

—_— = issue and manage certificates,
Certification Authority Web Enrollment Multiple =As can be linked to form 3
[ orline Responder public key infrastructure,

[ Metwork Device Enrollment Service

Setup Type

CA Type

Private Key
Cryptography
CA Name
walidity Period

Certificate Database

Canfirmation

Progress
Results
More about role services
< Previous " Mext = I Irstall Cancel

ki Add Roles wizard | !

el

= Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of

certificakes, Specify whether you want ko set up an Enterprise or Standalone CA,
Server Roles

ADCS

Rale Services Select this option if this CA is a member of a domain and can use Directory Service o issue and manage

certificates,

CA Type

€ standalone
Private Key Select this aption if this CA does ok use Dirsctory Service data to issus or manage certificates, &
standalone CA can be a member of a domain.
Cryptography

T4 Mame £l

Validity Period

alicity Perio oo
Certificate Database

Confirmation

Progress

Results

More about the differences between enterprise and standalone setup

< Presvious II Hext = I Inistall Cancel
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Kl Add Roles Wizard

Specify CA Type

Before You Begin A combination of rook and subordinate CAs can be configured ko create a hisrarchical public key infrastructure
(PKI). A rook CA is a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
from anather CA, Specify whether you want ko set up a rook or subardinate Ca,

Server Roles

ADCS
Role Services
Setup Type Select this option if you ars installing the First or only certification authority in & public key infrastructure,
" subordinate CA
Private Key Select this option If your CA will abtain its CA certificate From anather CA higher in a public key
infrastructure,
Cryptography
CA Mame:

Walidity Period -

Certificate Diatabase
Confirmation
Progress

Results

More about public key infrastructurs (PET)

<provios [ wots | et Cancel

Rl Add Roles Wizard x|

et

e Set Up Private Key

1 Before You Beain To generate and issue certificates ko clients, a CA must have a private key. Specify whether you want ko
create a new private key or use an existing one.

Server Roles

ADCS

\ave a private key ar wish to create a new private key ko enhance security,

LIse this opkion iF yo it
*fou will be asked to select a cryptographic service provider and specify a key length For the private key,

Toissue new certificates, you must also select a hash algarithm,

Rale Services

Setup Type
CA Type ™ Use existing private key
Use this option to ensure cantinuity with previously issued certificates when reinstaling a CA,
Cryptography {3 Select a cerbificate and use its associabed private key
R M Selart this option if you have an existing certificate on this computer or if you want b import &
certificate and use its associated private key.
valicity Period " Select an existing private key on this computer D

Select this optian if you have retained private keys from & previous installation o want to use a private

Certificate Database
key from an alternate source,

Canfirmation
Progress

Results

More shout public and private keys

< Previous " Next > I Instal Cancel

I firtiua Mirarkars Pamain Cankrallar anshlac 3 carar bo chora divactare daba and mananac camnic ston
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Rl Add Roles Wizard ﬁl!
el
or ~ Configure Cryptography for CA

Before You Begin To create a new private key, wou must first select a cryptographic service provider, hash algarithm, and
key length that are appropriate for the intended use of the certificates that you issue. Selecting a higher
walue For key length will result in stronger security, but increase the time needed to complete signing

Server Roles

ADCS operations.
Role Services
Setup Type Select a cryptographic service provider (CSP): :haracter length:
IRSA#MiErnsnft Software Key Storage Provider I j j
CA Type
Private Key Select: the hash algorithm for signing certificates issued by this Ca:
shal I -
mdZ

CA Name:

-
Walidity Period :rr | _"_I B

Certificate Database

Confirmation ™ Use strong private key protection Features provided by the CSP (this may require administrator interaction
every time the private key is accessed by the C4)

Progress

Results

More sbout cryproaraphic options For & Ca

< Previous " Mext = I Instal Cancel

e Aceitar as opcoes default para o nome da CA.

Rl Add Roles Wizard

e
Br

Configure CA Name

Before You Begin Type in a common name to identify this CA, This name is added ko all certificates issued by the CA,
Distinguished name suffix values are automatically generated but can be modified.

Server Roles
HpEs Common name For this Ca:

Role Services Eydomain-WINAD-CA I

Setup Type
s Distinguished name suffix:
CA Type DiC=rmydomain, DC=com, DC=br I
Private Key
Cryptography

Preview of distinguished name:

Validity Period CM=mydomain-WINAD-CA,DC=mydomain, DC=com,DC=br I

Certificate Database
Confirmation
Progress

Results

More about configuring & CA name

< Previous " Next = I Install Cancel
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e Ajustar o periodo de validade do certificado da CA.

il Add Roles Wizard ﬂ!

Set Validity Period

A certificate wil be issued to this CA bo secure communications with other CAs and with clients requesting
certificates, The validity period of a CA certificate can be based on a number of Factors, including the intended
Server Roles purpose of the CA and security measures that you have kaken ko secure the CA,

Before You Begin

ADCS
Select walidity period For the certificate generated For this CA:

e .

Role Services

Setup Type
CA Type CA expiration Date: 11172026 11:16 AM
Mote that CA will issue certificates valid only until its expiration date.
Private Key
Cryptography
CA Name
o]
Certificate Database
Confirmation
Progress
Results
More about setting the certificate validiy period
< Previous | Mext > I Instzl Cancel
I
Bl Add Roles Wizard x| !
s
v Configure Certificate Database
Before ‘You Begin The certificate database records all certificate requests, issued certificates, and revvoked or expired
certificates, The database log can be used to monitor management activity For a Ca,
Server Roles
AR CS Certificate database location:
Role Services IC:\W\ndows\svstemﬁZ\CertLog Browse...
Setup Type
™| Wse existing cettificate database From previous installation ot this [acation
CA Type
£ Certificate database log location:
Private Key
IC:1W\ndnws\systemSZ\Carthg Browse, ..
Cryptography
CA MName
Walidity Period b
Confirmation
Progress
Results

= Previous II Next = I Inistall Cancel
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fl Add Roles Wizard

Befare You Beqin

Confirm Installation Selections

To install the following roles, role services, or features, dick Install,

Server Roles

ADCS _
Role Services (1) This server might need ta be restarted after the installation completes.
Setup Type ~) Active Directory Certificate Services
CA Type Certification Authority
Frivate Key Fiy The name and domain settings of this computer cannot be changed after Certification Authority has
been installed.
Cryptography A Type: Enkerprise Root
A Name 5P RSA#Microsoft Software Key Storage Provider
) Hash Algorithm: shal
validity Period Key Length: 2048
Certificate Database Allow CSP Inkeraction: Disabled
Certificate Validity Period: 11112026 11116 AM
Distinguished name: CH=mydomain-WINAD-CA,DC=mydomain, DC=com,DC=br
Progress Certificate Database Location: C:iwindowsisystem32iCertLog
Resulks Certificate Database Log Location:  Ciwfindows\system32iCertlog

1 1 warning, 1 informational messages below

Print, e-mail, or save this information

< Previous hlexk > | I Install I

Cancel

Rl 7.dd Roles Wizard

Installation Progress

EBefore You Begin The Following roles, role services, or Features are being installed:

Server Roles
ADCS

Active Directory Certificate Services

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Mame
Yalidity Period

Certificate Database

Confirmation

Results

g Initializing installation. ..

= Previous Mext >

Install

Cance]
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[l Add Roles Wizard i x| !

P
E ﬁ}’ Installation Results
L L~

Before You Begin

The Following roles, role servicas, or Features wers installed successfuly:
Server Roles

ADCS ~! Active Directory Certificate Services (@ 1nstallation succeeded

Role Services The Following role services were installed:

Certification Authority
Setup Type

CA Type

Private Key
Cryptagraphy
CA Mame
alidity Period ar

Certificate Database

Confirmation Ce

Progress

Print, e-mail, or save the installstion repork

= Previous. fext = | I Close: I Carncel

2. Criar o certificado. A criacao do certificado sera realizada através de templates.
e Através da console do “Server Manager” navegar até o folder “Certificate

Templates”.
e \Verificar se existe o template “Domain Controller Authentication”.
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File | Action View Help

erver Manager

=10/ x]

o Al mlRENEN

=k Server Manager (WINAD)
- Rol

=l 7 Roles
=l Active Diractory Certificate Services
nterprise PKI

Certificate Templates (WINAD.mydomain.com.br) Actions

‘windows 2000

Template Display Mame = Minimurn Supported CAs Version | Intended Purp: Certificate Templ... =
5 Administr ator

More Actions 13

) Authenticated Session windaws 2000 31
) Basic EFs windaws 2000 31
g Active Directory Domain Services 5 i Exchange windows Server 2003, En... 1080 Private Key An
2 Ons server 5 CEP Encryptian Windows 2000 4.1
Features 3 Code Sigring windows 2000 31
g Diagnostics ) computer windaws 2000 51
! Configuration ) cross Certfication Authority Windows Server 2003, En...  105.0
5 storage 5 Directory Email Replication windows Server 2003, En... 1150 Directory Servi
5| omain Controller whindows 2000 41
5] Bomain Contraller Authentication Windows Server 2003, En... 1104 Client Authen
TEFS Recavery Agert Windows 2000 1
5 Enrallment Agent Wwindows 2000 4.1
' Envollment Agent (Computer) windaws 2000 51
' Exchange Enrollment Agent (Offline request)  Windows 2000 41
5 Exchange Signature Orly Windows 2000 6.1
)| Exchange User ‘windows 2000 71
F1psec windaws 2000 8.1
F 1psec (offine request) windaws 2000 71

5 Kerberos Authentication
5 Key Recavery Agent

Client Authenti
Key Recovery

windows Server 2003, En...  110.0
windows Server 2003, En...  105.0

E OCSP Response Signing Windows Serwver 2008 101.0 OCSP Signing
F rias and 145 Server Windows Server 2003, En...  101.0  Client Authenti
) root Certfication Authority windaws 2000 51

5 Router (Offline request) Windows 2000 4.1

5 smartcard Logon Windows 2000 6.1

5 smartcard User windaws 2000 1.1

) subordinate Certfication Authority windaws 2000 51

) Trust List Signing windaws 2000 31

F user windaws 2000 a1

5 User signature Only Windows 2000 4.1

e server windaws 2000 41

3 Warkstation Authentication ‘wwindows Server 2003, En...  101.0

4 | i

|Manages certificate templates that can be used by enterprise certification autharities (CAs) on the netwark | |

e \erificar se o template “Domain Controller Authentication” também existe no
diretério “Certificate Templates” do servidor CA em questdo (mydomain-WINAD-CA
no exemplo).

Clignt Authenti

erver Manager

Fil=  Action  View
| ke AR

= Server Manager (WINAD) Certificate Templates Jukction TG
E @ Roles oame Intended Purpose Certificate Templ... «

£ B Active Directory Certificate Services o)

4 Enterprise PKT 5 Directory Email Replication Directory Service Email Replication
T Certificate Tempistes (WINAD.mydamain.com.br) & Domain Contraler Authentication Client Authentication, Setver Authenticati
] ] mipdomain-WINAD-CA 5ll EFS Recovery Agent: File Recavery
& Basic EF5 Encrypting File System

& pomain Controller Client Authentication, Server Authentication
] web server Server Authentication

More Ackions ¥

| Revoked Certificates
7 Issusd Certficates
| Pending Requests

Failed Requests 5 Computer Clisnt Authentication, Server Authentication
3 User Encrypting File System, Secure Email, Clien...

&7 active Drectory Doman Setvices 5] subordinate Certification Authority <all>
i, DMS Server & admicistrator Microsoft Trust List Signing, Encrypting Fie...

j| Features

T Diagnostics
ik Canfiguration
=5 Starage
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e “Caso” este template ndo exista no dieretério “Certificate Templates” do servidor

CA, ele deve ser adicionado:

File  Action View Help

E,: Server Manager

=lolx|

e tmle = HE

Ty Server Manager (WINAD)
B i Roles
= ﬁ Active Directory Certificate Services
54 Enterprise PKI
E Certificate Templates (WINAD.mydomain,com,br)
=) g mydomain-wINAD-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates
‘? Active Directory Domain Services
5, DNS Server
il Features
Fm Diagnostics
it Configuration
5 storage

Certificate Templates

Marie Inkended Purpase

| Directory Email Replication Directary Service Email Replication

E Domain Controller Authentication Client Authentication, Server Authenticatio. ..
E EFS Recowery Agent File Recovery

] Basic EFS Encrypting File Systemm

E Domain Controller Client Authentication, Server Authentication
] weh server Server Authentication

| Computer Client Authentication, Server Authentication
B user Encrypting File System, Secure Emai, Clien. .
E Subordinate Certification Authority <all=

5 Adrinistrator Microsoft Trust List Signing, Encrypting Fils...

Refrash
Export List...

Viewt 3

Arrange Icons  »
Line up Icons

Help

Actions
Certificate Templ... ~

Mare Actions 13

‘Enahle additional Certificate Templates on this Certification Autharity

e Gerar um certificado com a ajuda do Snap-in “Certificates” no Microsoft

Management Console (MMC).

e Instalar o Snap-in “Certificates” no Microsoft Management Console (MMC)

= Type the name of a program, folder, document, or Internet
= resource, and Windows will apen it for you.
Open: | mmc j

€% This task will be created with administrative privilages.

| ok I
{‘startlj Ll e | =rn

Cancel Browse.., |
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options...

1 C\Windows| System32|compmgmt
2 Ci\Users), . \Consalel

3 C\Windows| System32|dsa

4 C\Windows!, . .\ServerManager

Exit

Consolel - [Console Root] =10l x|
ﬂ Action  View Favorites  Window  Help | - |ﬂ |1|
|E New Ctrki
—  Open. Chr+o | -

1 Save Chrl+5 Actions
Save As.. There are no items to show in this view. Console Root o
More Actions 3

|Enab|es wou to add snap-ins to or remove them from the snap-in consale.

onsolel - [Console Root]

g [ 3|

File s = S e
Add or Remove Snap-ins |

e

Available snap-ins:

Snap-in

| ‘endor

[

gnctive Directory Do...
i Active Directory Site...
: Active Directory Use..,
=] Activex Control

2 ADs1 Edit

T3 authorization Manager

il CertiFication Authority
. Component Services
:gComputer Managem. ..
A Device Manager
1= Disk Management
£ pus

Description:

Micrasaft Car,,.
Microsaft Car,,.
Micrasaft Car,,.
Microsaft Car,,.
Micrasaft Car,,.
Microsaft Car,,.

Microsaft Cor...
Microsaft Car,,.
Micrasaft Car,,.
Microsaft Car,,.
Microsaft and...
Microsoft Co...

=

= ‘ou can select snap-ins For this console from those avalable on your computer and configure the selected set of snap-ins. For
_| Cor extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:
[ console Root

Edit Extensions. .. |
Remove: |

Mave Up: |
Mave Do |

Advanced. .. |

The Certificates snap-in allaws you ta browse the contents of the certificate stores For yourself, a service, or a computer,

|

8|
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7= Consolel - [Console Root] N _IEII'zl

FIE o - - : L ilel x|

£

of snap-ins, For ]

[ Eanft
This snap-in will always manage certificates far: ”

My user account
Y Edit Extensions... | 3

1 Service account

Maowve U |
Mawe Down |

Adwanced... |
[
< Back I MNext I Cancel |—
a computer,

i = 3 - |
File: = S
: D T x| %
@ |
= 1 of snap-ins, Far —
Cllcar o
Select the computer you want this snap-in to manage.
| a
Thiz shap-in will always manage: Edit Extensians... | s

I  Local computer; [the computer this consale is wnning on) I
Remove |
Browse,. |

" Another computer: |

[~ Allow the selscted computer to be changed when launching from the command lins. This Mayelp |
only applies if you save the console.
Iove Do |

Advanced... |
[
< Back Firizh Cancel | e
a compuker,

oK | Cancel |
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= Consolel - [Console Root] o [l 3
Filer 8| x
E_ Add or Remoye Snap-ins =l 21 x4
‘fou can select snap-ins For this console From those available on your computer and configure the selected set of snap-ins. For
| Cor extensible snap-ins, vou can configure which extensions are enabled.
fvailable snap-ins: Selected shap-ins: -~

Snap-in

| Vendor

[«

ﬁnctive Directory Do,
EEAEUVE Directory Site. .,
] Active Directory Use, .,
=] Activel Control
2 aDsT Edie
Authorization Manager
E Certificate Templates
Certificates
;}JCertlFlcatlon Authority
. Component Services
:é;,Computer Managerm...
EDewce Manager
=7 Disk Management
2. Dns

Description:

Microsoft Cor..,
Microsoft Cor..,
Microsaoft Car,,,
Microsaoft Car,,,
Microsaoft Car,,,
Microsaoft Car,,,
Microsaoft Car,,,
Microsaoft Car,,,
Microsaft Car,,,
Microsaft Car,,,
Microsaft Car,,,
Microsaft Car,,,
Microsaft and, .,
Microsaft Car,,,

=l

[ Console Rook Edit Exkensions. .. | »
ﬂCertiFicates {Local Computer)
Remove |

[Mawe W |
[Mawe Dowin |

Adwanced. .. |

The Certificates snap-in allows you ko browse the contents of the certificate stores for yourself, a service, or a computer.

coes_|

e Gerar o certificado.

e Expandir os folders Certificates -> Personal -> Certificates.
e Clicar com o botao direito sobre Certificates. Selecionar All Tasks e Request

Certificate...
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& Fie

onsole Root, Cert tes (Local Computer),Personal’Cert

Action  VWiew Favorites  Window  Help

=10 x|

| -181x]

Y EIEIEE

e Selecionar os certificados Domain Controller e Domain Controller Authentication.

=] Certificate Enrollment

| Console Root Issued To = | Issued B | Expirat | Actions
=] Certificates (Local Com | 7] mydomain-wINAD-CA iy domain-WIMAD-CA V12 | cartificates -
=] mydomain-WINAD-CA 11042
i ey 1j10/2 More Actions 3
| Enterprise Trus i Irnport,..
| Intermediate 12w
=] Trusted Publis Mew Window From Here Advanced Operations, ..
| Untrusted Cert]  pap Taskpad Yiew. ..
| Third-Party Roq
7| Trusted Peopls|  Refresh
7| Certificate Enrd  Export List...
| Smark Card Tr
Help
KN — iKY | i
|Request a new certificate from a certification authority (CA) in your domain | |
7= Consolez - [Console RootCettificates i [m] 3]
@ File  Action  View Favorites  Window  Help | ~ & x|
4a mp ‘ P Certificate Enrollment = o =]}

Before You Begin

protect content, establish identity, and do other security-related tasks,
Before requesting a certificate, verify the Following:

‘Wour computer is connected ta the netwark:
‘ou are Iogged onto the domain For your arganization

HEHHEHHNBBNBE

Learn maore shout digitasl certificates

The Follawing steps will help you install certificates, which are digital credentials used to connect to wireless netwarks,

K| 2l |

)|
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Eﬁ(er
=N ]

Console? - [Console Root' Certificates (Local 1ol =i
File  Action Wiew Favorites  Window  Help | — =] x|
= | Certificate Enrollment _|ol x|
| Consale 5] Certificate Enrolliment
= ﬁ Cer .
e= Request Certificates o
‘You can request the Following types of certificates, Select the certificates you want to request, and then click Enroll,
[~ Directory Email Replication 1 STATUS: Avallable Detalls %)
v Domain Controller 1 STATUS: Available Details ¥
IF/' Damain Contraller Authentication I JJSTATUS: fvalable Details ()
™ Show all kemplates
Learn more about certificate types
I — | o]
nsole? - [Console Root'Certificates (Ls =101 =1
ﬁ File  Action  Wiew Favoribes  Window  Help | == x|
4= | ertificate Enrollment

]

0 =] S
| Carsol Ly, Certificate Enroliment
Certificate Installation Results
The Following certificates have been enrolled and installed on this computer,
¥ Domain Controller \f STATUS: Succeeded Detailsi¥
[ Domain Controller Authentication ' STATUS: Succesded Details )

3. Exportar o certificado no Windows AD (com o uso do MMC) e importa-lo no FortiGate.
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™= Console! - [Console Root'\Certificates {Local Computer)'PersonalCertificates] -8l

l@ Fle Action View Fawortes ‘Window Help ‘ (= ﬂj
=AM 0[EE @l |
Console Rook Issued To = [ 1ssued B | Expiration Date | intended Purpos: [ Actions
rrrydomain-wINAD-CA rrydomain-WINAD-CA 1/10/2031 <All> [E— .
T JWINAD  mydomain.com.br rrydomain-WINAD-CA 1/10/2012 Client Authentica
T IWINAD. mydomain.cam,br mydomain-WINAD-CA 1j10/2013 Client Authentica Mare Actions Y
| Trusted Raot Cartification Authoritiss
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Unlrusted Certificates
| Third-Party Rect Certification Authoritiss
| Trusted People
| Certificate Enrollment Requests
| Smart Card Trusted Roots
4] | i
Personal store contains 3 certificates. [

Selecionar o certificado da Root Certification Authority (no exemplo mydomain-
WINAD-CA).

™ consolel - [Console Root' Certificates (Local Computer)'Personal’Certificates] ;Iil.’fj
E Ele | Action Wew Favorites Window Help |;|i|5|
e=|7mldlc= HiF
" | Console Roaot Issued To = I Issued B I Expiration Dake | Intended Purposes | Friendly Mame Actions
= [l Certificates (Local Computer) iy domain-WINAD-CA mydomain-WINAD-CA 1j1072031 <All> <Monez ] Certificates &
B E PE_fSUI‘Ia‘ WINAD.mydomain.com.br  mydomain-WINAD-CA Lj1ofz012 Client Authentication,,,  <Mone=
| Certificates T IWINAD mydomain, com.br mydomain-WINAD-CA 1/10f2013 Client Authentication.,,  <Mone:> (B 0

| Trusted Root Certification suthorities

] Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Unkrusted Certificates

] Third-Party Root Certification suthorities
| Trusted Peaple

| Certificate Enrollment Requests

| Smart Card Trusted Roots

FEHEEFNBEEB

Obs: o certificado da Root Certification Authority também pode ser encontrado na
pasta Trusted Root Certification Authority -> Certificates
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ates (Local Compute: rusted Root Certification Authori - Ej

File  Action  View Favorikes  Window  Help ‘ - 5'|5|
e | A4 X E =
~ Cansole Root Issued To | 1ssued B: [ Expiratio... = [ Cortificate Tamplte Actions
=) I Certificates {Local Computer) [l Copyright (c) 1997 Microsoft Corp,  Copyright (£} 1997 Microsoft Carp, 12/30/19939 Certificates =
B [ Personal [SMicrosoft Authenticode(tm) Root ... Microsoft Authenticode(tm) Root Au...  12/31{1999
Certificates 5] Class 3 Public Primary Certification.., Class 3 Public Primary Certification A...  1{7j2004 (B D
| T'”séEdtRUDE Certfcation Authorities | | o L1ABILITY ACCEPTED, ()97 V... NO LIABILITY ACCERTED, ()97 Veri... 1/7/2004 mydomain... =
. I,nj_t;‘frl [S5JiaTE CyberTrust Global Root GTE CyberTrust Glabal Raat si13/z018 .
= Interpr\;etrucs - mEquifax Secure Certificate Authority  Equifax Secure Certificate Autharity Bl2z/z018 BT oon
o
T':ui’t’::l ;:h:sh:; 1CBEON AUENOMTES 1= Ihttp: fwewy, valicert comj hittp: v, valicert .comj 6/25/2019
= ey [SladdTrust External CA Rook AddTrust External Ca Raok 5i30/2020
~ Untrusted Certificates - ) - )
<] Third-Party Root Certiication Authorities mwcrosoft Roo.t Authority Microsaft Roo.t Autharity 12/3112020
| Trusted People QThath Premium Server CA Thawte Premium Server CA 12}31/2020
Certificate Enrolliment Requests 3l Thamte Timestamping CA Thawte Timestamping CA 12/31j2020
=] Smart Card Trusted Roats (S Thawte Premiom Server CA Thawte Premium Server CA 112021
Microsoft Root Certificate Authority  Microsoft Root Certificate Authorit 51912021

lass 3 Public Primary Certlf\caon Class 3 Public Primary Certification A...  &/1/2025
medoma\n—WINAD—Cn mydamain-WINAD-CA 1/10/2031

e Executar o export do certificado.

B Consolel - [Console Root', Certificates (Local Computer)iPersonaliCertificates] = Iﬁ' _>_(j
File —Action View Favoribes  Window  Help | =] x|

LN I IEEY

| Console Root Issued To
= g Certificates (Local Computer)
| Personal

| Certificates

“| Trusted Root Certification Authorities
| Enterprise Trust
| Inkermediate Certification Authorities
“| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Certificate Enralment Requests

| Smart Card Trusted Roats

Expiration Date Intended Pur Actions

Certificates «

o

TMAD-CA 110z

Open

Clignt Authentication...  <Monex
ent Authentication...  <Monex

Mare ... »

Regquest Certificate with Mew Key, ., mydomain... «

Capy Renew Certificate with New Key...
Delete

More ... »

Manage Private Keys...

Properties Advanced Operations...

EEEEEEEEBA
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'a File Ackion Yiew Favorites  Window  Help
oA £ XE =]

| Console Root Issued To = | Issued B

| Expiration Date | Inkended Purposes | Friendly Marne

= ;] Certificates (Local Computer) cate Export Wizard % “Nones

& [ Personal 5 uthentication...  <Nones

3 eltfites Welcome to the Certificate Export uthentication...  <hone>

[ [ Trusted Root Certification Autho =

[# || Enterprise Trust leard

# [ Inkermediate Certification Autho ]

[ [ Trusted Publishers E This wizard h_elps wau copy_certificates, certific_ate trust

| Untrusted Certficates %_. lists and certificate revocation lists from a certificate

store ko your disk,

| Third-Party Root Certification AL

| Trusted Peaple A certificate, which is issued by a certification autharity, is
| Certificate Envollment Requests a confirmation of your identity and contains information
Smart Card Trusted Roots used to protect data or ko establish secure network.
= conmections. A certificate store is the system area where
certificates are kept,

Ta continue, dlick Next,

< Back I Mext = I Cancel

|G File Action View Favortes Window Help

s aFE4LIXE = HE

-1 Conscle Raot [IssuedTo_ - | Issued B: [ Expiration Date [ Intended Purposes | Friendly Name
=1 5l Certificates (Local Computer) [T ———] x <Mones

£l [ Personal uthentication, .. <Mone:

| Certificates Export Private Key uthentication. .. <Mone>

[# | Trusted Root Certification Autho ‘You can choose o export the private key with the certificate,

Bl [ Enterprise Trust

B [ Intermediste Certification Autho

[ [ Trusted Publishers

M Untrusted Certificates Private keys are password protected, TF yaou want ko export the private key with the

e v | certificate, you must bype & password on a later page.

| Trusted People Do you wank to expart the private key with the certificate?
_| Certificate Enrollment Requests
_| Smart Card Trusted Roots

© Yes, expork the private key

Learn more abaut exporting private keys

< Back I Next > I Cancel
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E File Action View Favorites ‘Window Help

s | rnldaRE = HE=

| Console Rook I_Ls_sued Tg_* | Issued B | Expiration Date | Intended Purposes | Friendly Mame
=] Certificates (Local Computer) Certificate Expore Wi x| <None:

El ] Personal uthentication...  <Mane:>

| Certificates Export File Format uthentication. .. <Mone>

[ [ Trusted Rook Certification Autha Certificates can be exported in & variety of file Formats.

[ | Enkerprise Trust

[ [ | Intermediate Certification Autho

B[] Trusted Publishers

® Untrusted Certificates Select the format you wank to use:

| Third-Party Root Certification AL I * DER encoded binary ¥.509 {.CER) I
Trusted People

__| Certificate Enrollment Requests
| Smart Card Trusted Roots " Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

" Base-d4 encoded X,500 {,CER)

™| Include all certificates in the cerbification path if possible
= Personal Information Exchange - PKCS #12 (PR

™| Include: &l certificates in the certification path if possible

7 Delete the private key if the export is successful

I | Export &l extended properties

1~ Microsoft Serialized Certificate Store (,55T)

Leatn more about certificate file Formats

< Back I Mext > I Cancel

" Console Ract IssuedTo_~ [ tssued B [ Expiration Date | Intended Purposes Friendly Name
S S Lo computen 5| Shione's
=) [ Personal uthentication...  <None:
| Certificates File to Export uthentication...  <None:
"1 Trusted Root Certification ALtho Spedify the name of the file you want to export
__ Enkerprise Trust
| Intermediate Certification Autho
" Trusted Publishers :
Untrusted CertFicates Sl
Third-Party Roat Certification Av | Erowse |
Trusted People
Certificate Enrollment Requests
" smart Card Trusted Roots

2]
e3)
=
3}

< Back I Niext = Cancel
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File Action Wiew Faworites

Window

Help

T R EE

| Console Rook
= Certificates (Local Computer)
= [ Personal
. Certificates
[ [ Trusted Root Certification Autho
[# [ Enterprise Trust
@ [ Intermediate Certification Autho
# Trusted Publishers
Unikrusted Certificates
Third-Parky Root Certification AL
Trusted Peaple
Certificate Enrallment Requests
| Smart Card Trusted Roots

I Issued By

IssuedTo =

| E:xpiration Date

I Friendly Name

| Intended Purposes

x|

<None>

x|

ne >
ne=

Organize v |ZWiews v | | Mew Folder
B oS Hame - |zl 5ze__ |=lType | =] pate modfied | =] att
T drminietrator
B Desitop Puibic
Computar

[E. Documents

B Fictures
m" Music
5 Recently Changed
17 searches
. Public

Faolders ol [

Fils name: | MyCert1 |

Save as bype: IDER Encoded Binary X.509 (*.cer)

+ Hide Folders

[N | KN

Cancal I

A

Fie Action View Favorites

Window

Help

s 7B fEIXE=H

| Console Roak
= ﬂ Certificates (Local Computer)

= | Personal

| Certificates
| Trusted Root Certification Autha
| Enterprise Trust
| Intermediate Certification Autho
| Trusted Publishers
| Untrusted Certificates
| Third-Party Raoat Certification AL
| Trusted People
| Cettificate Enrallment Requests
| Smart Card Trusted Raoats

Cer!

Issued To = | Issued B

| Expiration Diake

| Intended Purposes | Friendly Mame:

te Export Wizard

File to Export
Specify the name of the file you want to export

<hones
uthentication..,  <hane>
uthentication..,  <None:>

File name:

I CiUsersiadministratoriDeskiopiMyCert 1 .cer I

< Back I Next = I

Cancel
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Console1 - [Console Root'Certificates (Local Computer}\Personall

File  Action View Favorites ‘Window Help

s 7@ 40 R0 =[HE

| Console Root, Tssusd Ta = [ 1ssued B | Expiration Date | Intended Purposes | Friendly Name
&= [l Certificates (Lacal Computer) [ —— x| <None>
B [ Persoral uthentication...  <Mane
= S Completing the Certificate Export puthentication...  <None>

] Trusted Root Certification Autha izard
| Enterpriss Trust Wizar

Intermediate Certification Autho
| Trusted Publishers g You have successfully completed the Certificate Export
| Untrusted Certificates \é wizard,

_| Third-Party Root Certification AL PV‘ You have specified the Following ssttings:
Trusted Peaple

| Certificate Enrollment Requests
| Smart Card Trusted Roats

Export Keys Mo
Include all certificates in the certification path Mo

File Format DER. En

|

< Back I Finish I Cancel

e Action View Favorites Window  Help

Rl el ] R =S
= Console oot [tssuedTo = [ tssued & [ Expration Date | mntended purposes [ Friendly Mame:
=1 Ell Certficates (Local Computer) T ——T—" : = <Nlane>

L thenticstion... <None>

= ] Personal
_ Certificate . e

(5 TusecRact artfcation Completing the Certificate Export pthentcation.

) (] Enterprise Trust Wizard

¥ [ Intermediate Certification Authe

®

<flanes

Vou have successfuly completed the Certificate Export
wizat

Trusted Publishers
Urtrusted Certificates
Third-Party Root Certification AL Vou have specified the Following settings:

) Trusted People e P

] Certificate Enrolment Requests

= Smart Card Trusted Roats Expart Reys (%2
Include ol certicates in the certfication path bo
File Format DER En

Certificate Expork Wize x|

:
The export was successful, J
< Back Finish Cancel

4. Importar o certificado no FortiGate e adiciona-lo a configuracdo servidor LDAP
(Windows AD).
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FortiGate 200B

=] @ Dashboard

!« Dashboard
[ Usage

&) Network

i DHCP Server

== Config

I3 Admin

Certificates

= Local Certificates

= Remote

e CRL
{%‘.’3 Maintenance

FortiGate 20

Name

Qs

Logout

F:=RTINET

Help

Subject

Fortinet_CA

Fortinet_CAZ2

0B

= US, ST = califarnis, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@fortinet.com
= US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = Fortinet 2nd Root Certificate, emailAddress =

support@fortinet.com

E\-@ Dashboard
Dashboard

= Usage

£- G5 Network

H-Lld DHCP Server

H s Config

H- m Admin

=-[E5] Certificates

Local Certificates
= Remote

CRL
1 £ Maintenance

CA Certificates

SCEP

Import CA Certificate

(URL of the SCEP server)

(Optional CA Identifier)

Cancel |

File Upload

%'l' » Computer » Local Disk (C) » temp

Organize v New folder

Name
& Computer

- ‘ 3 ‘ ‘ Search temp el ‘

- O e

Date modified Type

MyCert1.cer
& Local Disk (C:) B MyC

11/01/2011 09:51 Security Ce

< Backup (D)

% Istendard (\\prtt
% sgroup (\fstb43.
% temp (\\fstb433) |
+» Local Disk (X)

[

@ Network

> ]

1

File name: IMyCenl‘cer

~| [aiFiles -
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FortiGate 200B

—_____— ____________—— =
=& Dashboard SCEP (URL of the SCEP server)
= Dashboard
(Optional CA Identifier)
= Usage

d; DHCP Server ITI [ cancel |

eml Config

-G Admin

= Certificates

= Local Certificates

= Remote

L CA Certificates

= CRL

£} Maintenance

FortiGate 200B ‘

o

=] @ Dashboard
-+ Dashboard
ix Usage
-] Network
[Lli DHCP Server
iem Config
[T Admin
=[5 Certificates
= Local Certificates

ICA Certificate successfully uploaded. Return I

= Remote

CA Certificates

fow CRL

-8 Maintenance

e Pode-se verificar as informacdes contidas no certificado apds a sua importacdo no
FortiGate:

Qe

Logout

FortiGate 200B

B Dashboard
Dashboard
Usage

|28 Network

Lld DHCP Server

ie=) Config

T Admin

[ Certificates

Local Certificates

=:RATINET

Help

@& Download
Subject

CA_Cert_1 DC = br, DC = com, DC = mydomain, CN = mydomain-WINAD-CA

Fortinet_CA C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@fortinet.com

C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = Fortinet 2nd Root Certificate, emailaddress =
support@fortinet.com

O o=

Fortinet_CA2

Remote
b CA Certificates

s CRL
{‘E} Maintenance
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FortiGate 200B

System

=& Dashboard

= Remote

- Maintenance

= Dashboard Issuer DC = br, DC = com, DC = mydomain, CN = mydomain-WINAD-GA
i-u Usage Subject DC = br, DC = com, DC = mydomain, CN = mydomain-WINAD-CA

Eg Network Valid From 2011-01-10 19:21:27 GMT

(%l DHCP Server Valid To 2031-01-10 19:31:25 GMT

5 Config Version 3

= Serial Number  23:40:fa:55:30:fc:d5:9b:4b:f2:63:5a:57 b7 . defd

-l Admin

- Mame: X509v3 Key Usage
=-[5] Certificates Critical: no

= Local Certificates Content:

[ - Certificates Name: X509v3 Basic Constraints
Critical: yes

ertificate Detail Information|

Certificate Name CA_Cert_1

Digital Signature, Certificate Sign, CRL Sign

Content:
CATRUE

EAETETS Name: X509v3 Subject Key Identifier
Critical: no
Content:
3F-D4:05:1F-E4:AB:44:3C 59:A2 5A-18:03:86:4F-23:25-B6-B2:05
Name: 1.3.6.1.4.1.311.21.1
Critical: no
Content:
Router -
Firewall
uTM
4. Criar um novo servidor LDAP.
FortiGate 200B (2 B
Help Logout
— & cai | 8 oo

Firewall

uTM

= @ User
~= User
= Authentication
&» User Group
(- Remote

~= RADIUS

= TACACS+
155 Directory Service
= Monitor

i
T T T

e Para que a comunicacao entre o FortiGate ocorra de forma segura (protegida por
SSL) deve-se selecionar o protocolo LDAPS e o certificado que foi anteriormente

importado.

No exemplo a seguir o usuario fortinet € um usuério que foi previamente
configurado no Windows Active Directory para fazer as queries LDAP. O user DN
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(distinguished name) do usuario fortinet é
cn=fortinet,cn=Users,dc=mydomain,dc=com,dc=br e ele fara as queries
“varrendo” toda a estrutura de arvore abaixo do distinguished name
dc=mydomain,dc=com,dc=br.

FortiGate 200B

— % Edit LDAP Server
Router é Name |test|dap1 |
Firewall é Server Name/IP |192.168.216.10 |
utM é Server Port |638 |
VPN Comman Name Identifier |sAMAccountName |
%_ Distinguished Name | dc=mydomain,dc=com,dc=br |@|
| =@ user || sindType
= User User DN |cn=fortinet,cn=Users,dc=mydomain,dc=ci|
- = Authentication
Password essees ]
& User Group
=-() Remote Secure Connection
B o @ 1paps| () sTARTTLS
~* RADIUS Certificate CA Cert 1~
= TACACS+
-y Directary Service i 1! Cancel |
[= monitor
FortiGate 2008 | 2 | L2 pRTINET

@ Create New

System
Rout. Server Name/IP Common Name Identifier Distinguished Name
outer
(] testldapi 192.168.216.10 636 sAMAccountName de=mydomain,dc=com,dc=br
Firewall
utM
VPN
= User L

= User
- Authentication
@» User Group
E=-() Remate

* RADIUS
== TACACS+
[% Directory Service
= Monitor

Agora o servidor LDAP criado (testldapl) pode ser utilizado para autenticar
administradores, VPN SSL, VPN IPsec, etc...

6. Testes
Pode-se realizar testes de validacao das configuracdes através da command line (CLI) do

FortiGate.
e Habilitar o debug do processo fnbamd com os comandos abaixo:

diagnose debug application fnbamd -1
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diagnose debug enable

*0Obs: ao final dos testes deve-se desabilitar o modo debug com o comando
“diagnose debug disable”.

e Realizar o teste de autenticacdo de um usuario do Windows AD com o comando

abaixo:
diagnose test authserver Idap <ldap service> <Windows AD user> <password>
Uma autenticacao com sucesso deve ocorrer como apresentado a sequir:

FG_RENNER_HA1l # diagnose debug application fnbamd -1
FG_RENNER_HA1l # diagnose debug enable
FG_RENNER_HA1 # diagnose test authserver Idap testidapl userl

Diveo@123

fnbamd fsm.c[1010] handle_req-Rcvd auth req 29360128 for userl in testldapl
opt=27 prot=0

fnbamd_ldap.c[483] resolve_Idap_FQDN-Resolved address 192.168.216.10, result
192.168.216.10

fnbamd_ldap.c[218] set_cacert_file-CA file: '/etc/cert/ca/CA_Cert_1.cer'
fnbamd_Idap.c[232] start_search_dn-base:'dc=mydomain,dc=com,dc=br"

filter:sAMAccountName=userl

fnbamd I|dap.c[1179] fnbamd_|dap_get result-Going to SEARCH state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 29360128
fnbamd_ldap.c[266] get_all_dn-Found DN
1:CN=userl,CN=Users,DC=mydomain,DC=com,DC=br

fnbamd_Idap.c[280] get_all_dn-Found 1 DN's

fnbamd_Idap.c[314] start_next_dn_bind-Trying DN
1:CN=userl,CN=Users,DC=mydomain,DC=com,DC=br
fnbamd_ldap.c[1217] fnbamd_ldap_get result-Going to USERBIND state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 29360128
fnbamd_ldap.c[372] start_multi_attribute_lookup-Adding attr ‘'memberOf'
fnbamd_ldap.c[388] start_multi_attribute_lookup-
base:'CN=userl,CN=Users,DC=mydomain,DC=com,DC=br" filter:cn=*
fnbamd_ldap.c[1271] fnbamd_ldap_get result-Entering CHKUSERATTRS state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 29360128
fnbamd_ _Idap.c[1089] fnbamd_Idap_get_result-Not ready yet
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 29360128
fnbamd_ldap c[415] get_member_of _groups-Get the memberOf groups.
fnbamd_ldap.c[434] get member_of _groups-attr="memberOf' - found 0 values
fnbamd_Idap.c[1285] fnbamd_Idap_get_result-Auth accepted
fnbamd_ldap.c[1300] fnbamd_ldap_get result-Going to DONE state res=0
fnbamd_auth.c[1543] fnbamd_auth_poll_ldap-Result for Idap svr 192.168.216.10 is

SUCCESS
fnbamd_auth.c[1564] fnbamd_auth_poll_Idap-Skipping group matching
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fnbamd_comm.c[112] fnbamd_comm_send_result-Sending result 0 for req
29360128

authenticate 'userl' against 'testldapl' succeeded!

FG_RENNER_HA1 # diagnose debug disable

FG_RENNER HA1l #

Apéndice III - Autenticacao no Windows Active Directory com
Restricao de Acesso a um Grupo no AD

O processo basico de autenticacao no Windows AD (sem restricao por grupo) foi
apresentado no Apéndice | deste documento. Sao apresentadas a seguir as configuracoes
adicionais para permitir que apenas 0s usuarios que pertencentes a um determinado
grupo do Windows Active Directory possam ser autenticados.

1. Criar um grupo no Windows Active Directory através da Microsoft Management Console
“Active Users and Computers”.

B Active Directory Users and Computers el =i

Fle Action Wiew Help

e zmoEazHmLeasSTES

T Active Directory Users and Comput | Name | Type | Description |
_| Saved Queries 1J_Adm\nistrator User Built-in accaunt Far admini. ..
3 mydomeain.com.br 82, allowed RODC Password Replication Gr...  Security Group - Domain Local Mernbiers in this group can...
| Builkin 82, Cert Publishers Security Group - Domain Local WMehers of this group are. .
| Computers 82, Denied RODC Password Replication Group  Security Group - Domain Local Members in this group can. .
&] Domain Controllers 52, Drshdmins Security Group - Domain Local DNS Administratars Group
| FareignSecurtyPrincipals E{DnsUpdateProxy Security Group - Glabal DNS clients wha are permi...
| Dsers :iftDomain Admins Security Group - Glabal Designated administrators...
:iLDomain Computers Security Group - Global All warkstations and serve...
£2,Domain Controllers Security Group - Global Al dernain contrallers in th, .
2, Domain Guests Security Group - Global All domain guests
2, Domain Users Security Group - Global All domain users
:'E_{Enterpr\se Adrnins p - Universal Designated administrators...
82 Enterprise Read-only Domai Find... p - Universal Wembers of this group are...
!J Fortinet

82, roup Policy Creator Owner
1, Guest

Members in this group can...
Built-in account for guest ...

w ;
A Contack

BL,RAS and 145 Servers s Graup Servers in this group can ...
£2, Read-only Domain Controlles Export List InetOrgPerson Wernbers of this group are. ..
£2, Schema Admins Tt | MSMQ Queus Alias Designated administrators. ..
L, usert View | Printer

R, userz T | user
- Arange leons —H| - ghared Falder

Line up Icons

Properties

Help

N | I

[Create a new object. .
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Qﬂ_ﬂ Create it mydomain.com.brfUsers

New Object - Group

GrOUp NAmE:

I Windows-AD-Group I

Group name (pre-windows 2000):

I ‘Windows-AD-Group

GroUp SCOpE

= Domain

" Univers.

local

al

Group bype

€ Distribution

Cancel

2. Adicionar o usuario desejado ao grupo.

‘F\\e Action View  Help

R G EE e E
T Active Directory Users and Comput | Name [ Type [ Description |
| saved Queries | 'L admiristratar User Buil-in account for admini,..

[= 5 mydomain.com.br

7 Buikin

_| Computers

= Domain Controllers

| ForeignsecurityPrincipals
- Users

52 llowed RODC Password Replication Gr. ..
52, Cert Publishers

52 Denied RODC Passward Replication Group
82, bnsadmins

82, DrsUpdatePraxy

2, Domain Admins

82, Domain Computers

82 Domain Controllers

5, Domain Guests

82, Domain Users

5, Enterprise Admins

82, Enterprise Read-only Damain Controlers
2, fortinet

82, Group Policy Creator Owners

2, Guest

H2,RAS and IAS Servers

52 Read-only Domain Controllers

52, schema Admins

2 usert

Security Group - Domain Local
Sexurity Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Serurity Group - Global
Security Group - Global
Security Group - Universal
Security Group - Universal
User

Security Group - Global

User

Security Group - Domain Local
Security Group - Global
Security Group - Universal
User
User
User

Hembers in this graup can...
Members of this group are. .
Hembers in this graup can...

DNS Administrators Group

DNS clients wha are permi...
Designated administrators. ..
All warkstations and serve. .

All dornain controllers in th,
All domain guests
All domain users

Designated administrators...
Mzmbers of this group are...

Members in this group can...

Built-in account for quest ..
Servers in this group can ...

Members of this graup ars, .

Designated administrators..

fdd to a group..
Mowve:..
Send Mail

All Tasks

Cuk

Delete:

Rename

Properties
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B S?J S

2

Group name [pre-Windows 2000

Windows-AD-Group 9
i

Description |\

sat  E-mail |

wv [ Groupssops |
£ Domain lozal

& Global

£ Universal

Gouwplype

5 Secuity
" Distribution

ou MNotes:

0K I Cancel

il Windows-AD-Group Properties ]

" Gereral  Members | Member DFI tanaged Byl

. Members:

2

H Name | Active Directory Domain Services Folder

T oo

Bemove

0K

| Cancel

Appl

select Users, Contacts, Computers, or Groups a

Select this object type:

s} (Tenin

2l

IUsers, Groups, or Other objects

From this location:

Imydomain.c:om.br

1 Enter the object names to select [examples]:

Object Types... |
Locations... |

[ userl I

! Advanced... |

0K

I Check Mames I

| Cancel

A
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Select Users, Contacts, Computers, or Groups 2%l

Select this abject twpe:

IUsers, Groups, of Dther objects Object Types.

From thiz location:

Imydomain.com.br Locations.

Enter the objgct names to select

user] [user] @mydomain. com. brl Check Names

Advanced... AR Cancel
B s [T

Zl

Windows-AD-Group Properties a2l

General  Members | Member Dfl Managed Eyl

Members:
Name | Active Directory Diomain Services Folder
?5 user] mydamain. com.br/lsers

Eemove |

I Ok I Cancel Apply

3. Criar um grupo no FortiGate. Associar este grupo ao servidor LDAP que representa o
Windows AD.

FortiGate 200B

System

Router

) Firewall
Firewall p Directory Service
uT™
VPN

TN

g User

= User

- = Authentication
=50 User Group

=) Remote

= LDAP

-+ RADIUS

"= TACACS+
[5; Directory Service
=] Monitor
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FortiGate 200B

System New User Group
Router Name |Gmup—winAD |
Firewall Type | @ Firewal | O pirectory Service
— [ attow sst-ven Access
BN Available Users Members
fortinet
I User ipsec-userl
S U ipsec-user2 @
ser ipsec-user3
= Authentication ssl-vpn-user1
@n User Group
) Remote
= LDAP Remote authentication servers
s
= TACACS+
[ Directory Service
@ Moniter | OK || Cancel |

Especificar o servidor Windows AD no campo Remote Server (ver Apéndice |). Preencher o
campo Group Name com o Distinguished Name do grupo no Windows AD. No exemplo o
DN é:

CN=Windows-AD-Group,CN=Users,DC=mydomain,DC=com,DC=br

FortiGate 200B

System Edit User Group

Router Name | Group-WinAD|

Firewall Type @ Firewall ' Directory Service

Allow SSL-VPN Access full-access hd

=
=l
=
T e

Available Users Members
. fortinet
EHIE, User ipsec-userl
[ ipsec-user2 @
ser ipsec-user3
- = Authentication ssl-vpn-userl

& User Group

#-(-) Remote

E‘. Directory Service Remote authentication servers

| TestLDAP - | © Any I'-O-‘ Specify CN=W|ndows-AD-Group,CN=UsnI

OK Il Cancel |

A partir deste momento o grupo Group-WinAD pode ser usado em quaisquer servicos que
requeiram autenticacao (VPN SSL, VPN IPsec, administradores remotos, etc...).
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Exemplo 1: Autenticacao do usuario userl (pertence ao grupo Windows-AD-Group do
Windows Active Directory).

FG_RENNER_HA1 # diagnose debug application fnbamd -1
FG_RENNER_HA1 # diagnose debug enable

fnbamd fsm.c[1010] handle_req-Rcvd auth req 3735557 for userl in Group-WinAD opt=1
prot=9

fnbamd_auth.c[228] radius_start-Didn't find radius servers (0)

fnbamd auth.c[582] auth tac _plus_start-Didn't find tac_plus servers (0)
fnbamd_Idap.c[483] resolve_|dap FQDN-Resolved address 192.168.216.10, result
192.168.216.10

fnbamd ldap.c[232] start_search_dn-base:'dc=mydomain,dc=com,dc=br"
filter:sAMAccountName=userl

fnbamd Idap.c[1179] fnbamd_|dap_get result-Going to SEARCH state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd_Idap.c[266] get_all_dn-Found DN
1:CN=userl,CN=Users,DC=mydomain,DC=com,DC=br

fnbamd_Idap.c[280] get_all_dn-Found 1 DN's

fnbamd ldap.c[314] start_next dn_bind-Trying DN
1:CN=userl,CN=Users,DC=mydomain,DC=com,DC=br
fnbamd_Idap.c[1217] fnbamd_Idap_get_result-Going to USERBIND state
fnbamd fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd_Idap.c[372] start_multi_attribute_lookup-Adding attr 'memberOf'
fnbamd_Idap.c[388] start_multi_attribute_lookup-
base:'CN=userl,CN=Users,DC=mydomain,DC=com,DC=br" filter:cn=*

fnbamd_ldap.c[1271] fnbamd_ldap_get result-Entering CHKUSERATTRS state
fnbamd fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd_ldap.c[1089] fnbamd_ldap_get result-Not ready yet
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd Idap.c[1089] fnbamd_|dap_get result-Not ready yet
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd_ _Idap.c[1089] fnbamd_Idap_get _result-Not ready yet

fnbamd fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd_Idap.c[1089] fnbamd _Idap_get result-Not ready yet
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 3735557
fnbamd Idap.c[415] get_ member_of groups-Get the memberOf groups.
fnbamd_ldap.c[439] get_ member of _groups- attr="'memberOf’, found 1 values
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fnbamd_ldap.c[446] get_ member_of _groups-val[0]="CN=Windows-AD-
Group,CN=Users,DC=mydomain,DC=com,DC=br"

fnbamd |dap.c[1285] fnbamd Idap_get result-Auth accepted
fnbamd_ldap.c[1300] fnbamd_ldap_get result-Going to DONE state res=0
fnbamd_auth.c[1543] fnbamd_auth_poll_ldap-Result for Idap svr 192.168.216.10 is
SUCCESS

fnbamd_auth.c[1559] fnbamd_auth_poll_ldap-Passed group matching
fnbamd_comm.c[112] fnbamd_comm_send_result-Sending result 0 for req 3735557
fnbamd fsm.c[1157] handle_req-Rcvd 7 req

fnbamd_cfg.c[397] fnbamd_cfg_get radius_server-Error finding rad server TestLDAP
fnbamd_acct.c[228] fnbamd_acct start_ START-Error getting radius server

fnbamd fsm Cc[517] create_ acct session-Error start acct type 7

fnbamd_fsm c[1162] handle_req Error creating acct session 7

Exemplo 2: Autenticacao do usuario user2 (existe no Windows Active Directory mas nao
pertence ao grupo Windows-AD-Group).

FG_RENNER_HA1 # diagnose debug application fnbamd -1
FG_RENNER_HA1 # diagnose debug enable

fnbamd fsm.c[1157] handle_req-Rcvd 8 req

fnbamd_cfg.c[397] fnbamd_cfg_get radius_server-Error finding rad server TestLDAP
fnbamd_acct.c[294] fnbamd_acct_start STOP-Error getting radius server

fnbamd fsm Cc[517] create_ acct session-Error start acct type 8

fnbamd fsm c[1162] handle _reg-Error creating acct session 8

fnbamd_fsm.c[1010] handle_reqg-Rcvd auth req 9961475 for user2 in Group-WinAD opt=1
prot=9

fnbamd_auth.c[228] radius_start-Didn't find radius servers (0)

fnbamd auth.c[582] auth tac _plus_start-Didn't find tac_plus servers (0)

fnbamd_ _ldap.c[483] resolve Ildap_FQDN-Resolved address 192.168.216.10, result
192.168.216.10

fnbamd_ldap.c[232] start_search_dn-base:'dc=mydomain,dc=com,dc=br"
filter:sAMAccountName=user2

fnbamd_|dap.c[1179] fnbamd_Idap_get result-Going to SEARCH state
fnbamd fsm.c[1320] poll_Idap_servers-Continue pending for req 9961475
fnbamd_ldap.c[266] get_all_dn-Found DN
1:CN=user2,CN=Users,DC=mydomain,DC=com,DC=br

fnbamd_ldap.c[280] get_all_dn-Found 1 DN's

fnbamd_l|dap.c[314] start next dn_bind-Trying DN
1:CN=user2,CN=Users,DC=mydomain,DC=com,DC=br
fnbamd_ldap.c[1217] fnbamd_ldap_get result-Going to USERBIND state
fnbamd_fsm.c[1320] poll_Idap_servers-Continue pending for req 9961475
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fnbamd_ldap.c[1317] fnbamd_Ildap_get _result-Auth denied
fnbamd_auth.c[1536] fnbamd_auth_poll Idap-Result for Idap svr 192.168.216.10 is denied
fnbamd_ comm.c[112] fnbamd_ ~comm_send_result-Sending result 1 for req 9961475
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