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Process (computing)

Process (computing)

In computing, a process is an instance of a computer program that is being executed. It contains the program code
and its current activity. Depending on the operating system (OS), a process may be made up of multiple threads of

execution that execute instructions concurrently.m[z]

A computer program is a passive collection of instructions; a process is the actual execution of those instructions.
Several processes may be associated with the same program; for example, opening up several instances of the same

program often means more than one process is being executed.

Multitasking is a method to allow multiple processes to share processors (CPUs) and other system resources. Each
CPU executes a single task at a time. However, multitasking allows each processor to switch between tasks that are
being executed without having to wait for each task to finish. Depending on the operating system implementation,
switches could be performed when tasks perform input/output operations, when a task indicates that it can be

switched, or on hardware interrupts.

A common form of multitasking is time-sharing. Time-sharing is a method to allow fast response for interactive user
applications. In time-sharing systems, context switches are performed rapidly. This makes it seem like multiple
processes are being executed simultaneously on the same processor. The execution of multiple processes seemingly

simultaneously is called concurrency.

For security and reliability reasons most modern operating systems prevent direct communication between

independent processes, providing strictly mediated and controlled inter-process communication functionality.

Representation
In general, a computer system process consists of (or is said to 'own') the following resources:

* An image of the executable machine code associated with a program.

* Memory (typically some region of virtual memory); which includes the executable code, process-specific data
(input and output), a call stack (to keep track of active subroutines and/or other events), and a heap to hold
intermediate computation data generated during run time.

* Operating system descriptors of resources that are allocated to the process, such as file descriptors (Unix
terminology) or handles (Windows), and data sources and sinks.

* Security attributes, such as the process owner and the process' set of permissions (allowable operations).

* Processor state (context), such as the content of registers, physical memory addressing, etc. The state is typically

stored in computer registers when the process is executing, and in memory otherwise.[!!

The operating system holds most of this information about active processes in data structures called process control
blocks.

Any subset of resource, but typically at least the processor state, may be associated with each of the process' threads

in operating systems that support threads or 'daughter’ processes.

The operating system keeps its processes separated and allocates the resources they need, so that they are less likely
to interfere with each other and cause system failures (e.g., deadlock or thrashing). The operating system may also

provide mechanisms for inter-process communication to enable processes to interact in safe and predictable ways.
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Process management in multi-tasking operating systems

A multitasking operating system may just switch between processes to give the appearance of many processes
executing concurrently or simultaneously, though in fact only one process can be executing at any one time on a

single-core CPU (unless using multithreading or other similar technology).m

It is usual to associate a single process with a main program, and 'daughter' (‘child’) processes with any spin-off,
parallel processes, which behave like asynchronous subroutines. A process is said to own resources, of which an
image of its program (in memory) is one such resource. (Note, however, that in multiprocessing systems, many
processes may run off of, or share, the same reentrant program at the same location in memory— but each process is

said to own its own image of the program.)

Processes are often called "tasks" in embedded operating systems. The sense of "process" (or task) is "something that

takes up time", as opposed to 'memory', which is "something that takes up space"[4] .

The above description applies to both processes managed by an operating system, and processes as defined by

process calculi.

If a process requests something for which it must wait, it will be blocked. When the process is in the Blocked State,
it is eligible for swapping to disk, but this is transparent in a virtual memory system, where blocks of memory values
may be really on disk and not in main memory at any time. Note that even unused portions of active processes/tasks
(executing programs) are eligible for swapping to disk. All parts of an executing program and its data do not have to

be in physical memory for the associated process to be active.

Process states

An operating system kernel that allows
multi-tasking needs processes to have
certain states. Names for these states are not Created Terminated

standardised, but they have similar

functionality.[l] /

* First, the process is "created" - it is Main Memory

'\‘-/V A
Waiting @

Swapped out and waiting

loaded from a secondary storage device
(hard disk or CD-ROM...) into main

memory. After that the process scheduler

assigns it the state "waiting".

* While the process is "waiting" it waits for
the scheduler to do a so-called context

switch and load the process into the

processor. The process state then

becomes "running", and the processor

Swapped out and blocked

executes the process instructions.

» If a process needs to wait for a resource

Page file / swap space

(wait for user input or file to open ...), it ) ; . ) } .
) . . .\ The various process states, displayed in a state diagram, with arrows indicating
is assigned the "blocked" state. The possible transitions between states.

process state is changed back to

"waiting" when the process no longer needs to wait.

* Once the process finishes execution, or is terminated by the operating system, it is no longer needed. The process

is removed instantly or is moved to the "terminated" state. When removed, it just waits to be removed from main

memory.[l][S]
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Inter-process communication

When processes communicate with each other it is called "Inter-process communication" (IPC). Processes frequently
need to communicate, for instance in a shell pipeline, the output of the first process need to pass to the second one,

and so on to the other process. It is preferred in a well-structured way not using interrupts.

It is even possible for the two processes to be running on different machines. The operating system (OS) may differ

from one process to the other, therefore some mediator(s) (called protocols) are needed.

History

By the early 1960s computer control software had evolved from Monitor control software, e.g., IBSYS, to Executive
control software. Computers got "faster" and computer time was still neither "cheap" nor fully used. It made
multiprogramming possible and necessary.

Multiprogramming means that several programs run "at the same time" (concurrently, including parallel and
non-parallel). At first they ran on a single processor (i.e., uniprocessor) and shared scarce resources.
Multiprogramming is also basic form of multiprocessing, a much broader term.

Programs consist of sequences of instructions for processors. A single processor can run only one instruction at a
time: it is impossible to run more programs at the same time. A program might need some resource (input ...) which
has a large delay, or a program might start some slow operation (output to printer ...). This would lead to processor
being "idle" (unused). To use processor at all times, the execution of such a program is halted. At that point, a second
(or nth) program is started or restarted. To the user, it will appear that the programs run at the same time (hence the

term, concurrent).

Shortly thereafter, the notion of a 'program' was expanded to the notion of an 'executing program and its context'.
The concept of a process was born.

This became necessary with the invention of re-entrant code.

Threads came somewhat later. However, with the advent of time-sharing; computer networks; multiple-CPU, shared
memory computers; etc., the old "multiprogramming" gave way to true multitasking, multiprocessing and, later,

multithreading.

Notes

[1] SILBERSCHATZ, Abraham; CAGNE, Greg, GALVIN, Peter Baer (2004). "Chapter 4 - Processes". Operating system concepts with Java
(Sixth Edition ed.). John Wiley & Sons, Inc.. ISBN 0-471-48905-0.

[2] Vahalia, Uresh (1996). "2 - The Process and the Kernel". UNIX Internals - The New Frontiers. Prentice-Hall Inc.. ISBN 0-13-101908-2.

[3] Some modern CPUs combine two or more independent processors and can execute several processes simultaneously - see Multi-core for
more information. Another technique called simultaneous multithreading (used in Intel's Hyper-threading technology) can simulate
simultaneous execution of multiple processes or threads.

[4] Tasks and processes refer essentially to the same entity. And, although they have somewhat different terminological histories, they have come
to be used as synonyms. Today, the term process is generally preferred over task, except when referring to 'multitasking’, since the alternative
term, 'multiprocessing’, is too easy to confuse with multiprocessor (which is a computer with two or more CPUs).

[5] Stallings, William (2005). Operating Systems: internals and design principles (5th edition). Prentice Hall. ISBN 0-13-127837-1.

Particularly chapter 3, section 3.2, "process states", including figure 3.9 "process state transition with suspend

states"



http://en.wikipedia.org/w/index.php?title=Protocol_%28computing%29
http://en.wikipedia.org/w/index.php?title=Monitor_control_software
http://en.wikipedia.org/w/index.php?title=IBSYS
http://en.wikipedia.org/w/index.php?title=Executive_control_software
http://en.wikipedia.org/w/index.php?title=Executive_control_software
http://en.wikipedia.org/w/index.php?title=Time-sharing
http://en.wikipedia.org/w/index.php?title=Multiprogramming
http://en.wikipedia.org/w/index.php?title=Concurrency_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Uniprocessor
http://en.wikipedia.org/w/index.php?title=Multiprocessing
http://en.wikipedia.org/w/index.php?title=Resource_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Re-entrant_code
http://en.wikipedia.org/w/index.php?title=Thread_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Time-sharing
http://en.wikipedia.org/w/index.php?title=Computer_networks
http://en.wikipedia.org/w/index.php?title=Shared_memory
http://en.wikipedia.org/w/index.php?title=Shared_memory
http://en.wikipedia.org/w/index.php?title=Computer_multitasking
http://en.wikipedia.org/w/index.php?title=Thread_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Abraham_Silberschatz
http://en.wikipedia.org/w/index.php?title=John_Wiley_%26_Sons%2C_Inc.
http://en.wikipedia.org/w/index.php?title=Multi-core_%28computing%29
http://en.wikipedia.org/w/index.php?title=Simultaneous_multithreading
http://en.wikipedia.org/w/index.php?title=Intel
http://en.wikipedia.org/w/index.php?title=Hyper-threading

Process (computing)

References

* Gary D. Knott (1974) A proposal for certain process management and intercommunication primitives (http://
doi.acm.org/10.1145/775280.775282) ACM SIGOPS Operating Systems Review. Volume 8, Issue 4 (October
1974). pp. 7—44

External links

e processlibrary.com - Online Resource For Process Information (http://www.processlibrary.com/)
* file.net - Computer Process Information Database and Forum (http://www.file.net/)

Thread (computing)

In computer science, a thread of execution is the smallest sequence of

Process

programmed instructions that can be managed independently by an

operating system scheduler. A thread is a lightweight process. The

Thread #1 Thread #2

%

implementation of threads and processes differs from one operating
system to another, but in most cases, a thread is contained inside a
process. Multiple threads can exist within the same process and share

resources such as memory, while different processes do not share these

Time

resources. In particular, the threads of a process share the latter's

instructions (its code) and its context (the values that its variables

reference at any given moment).

v

A process with two threads of execution on a
time-division multiplexing (as in multitasking): the processor switches single processor.

On a single processor, multithreading generally occurs by

between different threads. This context switching generally happens
frequently enough that the user perceives the threads or tasks as running at the same time. On a multiprocessor
(including multi-core system), the threads or tasks will actually run at the same time, with each processor or core

running a particular thread or task.

Many modern operating systems directly support both time-sliced and multiprocessor threading with a process
scheduler. The kernel of an operating system allows programmers to manipulate threads via the system call interface.
Some implementations are called a kernel thread, whereas a lightweight process (LWP) is a specific type of kernel

thread that shares the same state and information.

Programs can have user-space threads when threading with timers, signals, or other methods to interrupt their own

execution, performing a sort of ad-hoc time-slicing.
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How threads differ from processes
Threads differ from traditional multitasking operating system processes in that:

* processes are typically independent, while threads exist as subsets of a process

* processes carry considerably more state information than threads, whereas multiple threads within a process share
process state as well as memory and other resources

* processes have separate address spaces, whereas threads share their address space

* processes interact only through system-provided inter-process communication mechanisms

* context switching between threads in the same process is typically faster than context switching between

processes.

Systems like Windows NT and OS/2 are said to have "cheap" threads and "expensive" processes; in other operating

systems there is not so great a difference except the cost of address space switch which implies a TLB flush.

Multithreading

Multi-threading is a widespread programming and execution model that allows multiple threads to exist within the
context of a single process. These threads share the process' resources, but are able to execute independently. The
threaded programming model provides developers with a useful abstraction of concurrent execution. However,
perhaps the most interesting application of the technology is when it is applied to a single process to enable parallel

execution on a multiprocessing system.

This advantage of a multithreaded program allows it to operate faster on computer systems that have multiple CPUs,
CPU s with multiple cores, or across a cluster of machines — because the threads of the program naturally lend
themselves to truly concurrent execution. In such a case, the programmer needs to be careful to avoid race
conditions, and other non-intuitive behaviors. In order for data to be correctly manipulated, threads will often need to
rendezvous in time in order to process the data in the correct order. Threads may also require mutually exclusive
operations (often implemented using semaphores) in order to prevent common data from being simultaneously

modified, or read while in the process of being modified. Careless use of such primitives can lead to deadlocks.

Another use of multitasking, applicable even for single-CPU systems, is the ability for an application to remain
responsive to input. In a single-threaded program, if the main execution thread blocks on a long-running task, the
entire application can appear to freeze. By moving such long-running tasks to a worker thread that runs concurrently
with the main execution thread, it is possible for the application to remain responsive to user input while executing
tasks in the background. On the other hand, in most cases multithreading is not the only way to keep a program

responsive, with non-blocking I/O and/or Unix signals being available for gaining similar results.!)

Operating systems schedule threads in one of two ways:

1. Preemptive multitasking is generally considered the superior approach, as it allows the operating system to
determine when a context switch should occur. The disadvantage to preemptive multithreading is that the system
may make a context switch at an inappropriate time, causing lock convoy, priority inversion or other negative
effects which may be avoided by cooperative multithreading.

2. Cooperative multithreading, on the other hand, relies on the threads themselves to relinquish control once they

are at a stopping point. This can create problems if a thread is waiting for a resource to become available.

Until late 1990s, CPU s in desktop computers did not have much support for multithreading, although threads were
still used on such computers because switching between threads was generally still quicker than full process context
switches. Processors in embedded systems, which have higher requirements for real-time behaviors, might support
multithreading by decreasing the thread-switch time, perhaps by allocating a dedicated register file for each thread
instead of saving/restoring a common register file. In the late 1990s, the idea of executing instructions from multiple
threads simultaneously, known as simultaneous multithreading, had reached desktops with Intel's Pentium 4

processor, under the name hyper threading. It has been dropped from Intel Core and Core 2 architectures, but later
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was re-instated in Core i3 Core 15 and Core 17 architectures.

Although threads seem to be a small step from sequential computation, in fact, they represent a huge step.
They discard the most essential and appealing properties of sequential computation: understandability,
predictability, and determinism. Threads, as a model of computation, are wildly non-deterministic, and the job

of the programmer becomes one of pruning that nondeterminism.

— The Problem with Threads, Edward A. Lee, UC Berkeley, 2006/

Processes, kernel threads, user threads, and fibers

A process is the "heaviest" unit of kernel scheduling. Processes own resources allocated by the operating system.
Resources include memory, file handles, sockets, device handles, and windows. Processes do not share address
spaces or file resources except through explicit methods such as inheriting file handles or shared memory segments,

or mapping the same file in a shared way. Processes are typically preemptively multitasked.

A kernel thread is the "lightest" unit of kernel scheduling. At least one kernel thread exists within each process. If
multiple kernel threads can exist within a process, then they share the same memory and file resources. Kernel
threads are preemptively multitasked if the operating system's process scheduler is preemptive. Kernel threads do not
own resources except for a stack, a copy of the registers including the program counter, and thread-local storage (if
any). The kernel can assign one thread to each logical core in a system (because each processor splits itself up into
multiple logical cores if it supports multithreading, or only support one logical core per physical core if it does not
support multithreading), and can swap out threads that get blocked. However, kernel threads take much longer than

user threads to be swapped.

Threads are sometimes implemented in userspace libraries, thus called user threads. The kernel is not aware of them,
so they are managed and scheduled in userspace. Some implementations base their user threads on top of several
kernel threads to benefit from multi-processor machines (M:N model). In this article the term "thread" (without
kernel or user qualifier) defaults to referring to kernel threads. User threads as implemented by virtual machines are
also called green threads. User threads are generally fast to create and manage, but cannot take advantage of
multithreading or multiprocessing and get blocked if all of their associated kernel threads get blocked even if there

are some user threads that are ready to run.

Fibers are an even lighter unit of scheduling which are cooperatively scheduled: a running fiber must explicitly
"yield" to allow another fiber to run, which makes their implementation much easier than kernel or user threads. A
fiber can be scheduled to run in any thread in the same process. This permits applications to gain performance
improvements by managing scheduling themselves, instead of relying on the kernel scheduler (which may not be
tuned for the application). Parallel programming environments such as OpenMP typically implement their tasks
through fibers. Closely related to fibers are coroutines, with the distinction being that coroutines are a language-level

construct, while fibers are a system-level construct.

Thread and fiber issues

Concurrency and data structures

Threads in the same process share the same address space. This allows concurrently running code to couple tightly
and conveniently exchange data without the overhead or complexity of an IPC. When shared between threads,
however, even simple data structures become prone to race hazards if they require more than one CPU instruction to
update: two threads may end up attempting to update the data structure at the same time and find it unexpectedly

changing underfoot. Bugs caused by race hazards can be very difficult to reproduce and isolate.

To prevent this, threading APIs offer synchronization primitives such as mutexes to lock data structures against
concurrent access. On uniprocessor systems, a thread running into a locked mutex must sleep and hence trigger a

context switch. On multi-processor systems, the thread may instead poll the mutex in a spinlock. Both of these may
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sap performance and force processors in SMP systems to contend for the memory bus, especially if the granularity of

the locking is fine.

I/0 and scheduling

User thread or fiber implementations are typically entirely in userspace. As a result, context switching between user
threads or fibers within the same process is extremely efficient because it does not require any interaction with the
kernel at all: a context switch can be performed by locally saving the CPU registers used by the currently executing
user thread or fiber and then loading the registers required by the user thread or fiber to be executed. Since
scheduling occurs in userspace, the scheduling policy can be more easily tailored to the requirements of the

program's workload.

However, the use of blocking system calls in user threads (as opposed to kernel threads) or fibers can be problematic.
If a user thread or a fiber performs a system call that blocks, the other user threads and fibers in the process are
unable to run until the system call returns. A typical example of this problem is when performing I/O: most programs
are written to perform I/O synchronously. When an I/O operation is initiated, a system call is made, and does not
return until the I/O operation has been completed. In the intervening period, the entire process is "blocked" by the

kernel and cannot run, which starves other user threads and fibers in the same process from executing.

A common solution to this problem is providing an I/O API that implements a synchronous interface by using
non-blocking I/O internally, and scheduling another user thread or fiber while the I/O operation is in progress.
Similar solutions can be provided for other blocking system calls. Alternatively, the program can be written to avoid

the use of synchronous I/O or other blocking system calls.

SunOS 4.x implemented "light-weight processes" or LWPs. NetBSD 2.x+, and DragonFly BSD implement LWPs as
kernel threads (1:1 model). SunOS 5.2 through SunOS 5.8 as well as NetBSD 2 to NetBSD 4 implemented a two
level model, multiplexing one or more user level threads on each kernel thread (M:N model). SunOS 5.9 and later, as
well as NetBSD 5 eliminated user threads support, returning to a 1:1 model. [3] FreeBSD 5 implemented M:N
model. FreeBSD 6 supported both 1:1 and M:N, user could choose which one should be used with a given program
using /etc/libmap.conf. Starting with FreeBSD 7, the 1:1 became the default. FreeBSD 8 no longer supports the M:N
model.

The use of kernel threads simplifies user code by moving some of the most complex aspects of threading into the
kernel. The program doesn't need to schedule threads or explicitly yield the processor. User code can be written in a
familiar procedural style, including calls to blocking APIs, without starving other threads. However, kernel threading
may force a context switch between threads at any time, and thus expose race hazards and concurrency bugs that
would otherwise lie latent. On SMP systems, this is further exacerbated because kernel threads may literally execute

concurrently on separate processors.

Models

1:1 (Kernel-level threading)

Threads created by the user are in 1-1 correspondence with schedulable entities in the kernel. This is the simplest
possible threading implementation. Win32 used this approach from the start. On Linux, the usual C library
implements this approach (via the NPTL or older LinuxThreads). The same approach is used by Solaris, NetBSD
and FreeBSD.

N:1 (User-level threading)

An N:1 model implies that all application-level threads map to a single kernel-level scheduled entity; the kernel has
no knowledge of the application threads. With this approach, context switching can be done very quickly and, in

addition, it can be implemented even on simple kernels which do not support threading. One of the major drawbacks
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however is that it cannot benefit from the hardware acceleration on multi-threaded processors or multi-processor
computers: there is never more than one thread being scheduled at the same time. For example: If one of the threads
needs to execute an I/O request, the whole process is blocked and the threading advantage cannot be utilized. The
GNU Portable Threads uses User-level threading.

M:N (Hybrid threading)

M:N maps some N number of application threads onto some M number of kernel entities, or "virtual processors."
This is a compromise between kernel-level ("1:1") and user-level ("N:1") threading. In general, "M:N" threading
systems are more complex to implement than either kernel or user threads, because changes to both kernel and
user-space code are required. In the M:N implementation, the threading library is responsible for scheduling user
threads on the available schedulable entities; this makes context switching of threads very fast, as it avoids system
calls. However, this increases complexity and the likelihood of priority inversion, as well as suboptimal scheduling

without extensive (and expensive) coordination between the userland scheduler and the kernel scheduler.

* Netscape Portable Runtime (includes a user-space fibers implementation)

Hybrid implementation examples

* Scheduler activations used by the NetBSD native POSIX threads library implementation (an M:N model as
opposed to a 1:1 kernel or userspace implementation model)

* Marcel from the PM2 project.

* The OS for the Tera/Cray MTA

* Microsoft Windows 7

Fiber implementation examples

Fibers can be implemented without operating system support, although some operating systems or libraries provide

explicit support for them.

« Win32 supplies a fiber API'¥ (Windows NT 3.51 SP3 and later)
* Ruby as Green threads

Programming language support

Many programming languages support threading in some capacity. Many implementations of C and C++ provide
support for threading on their own, but also provide access to the native threading APIs provided by the operating
system. Some higher level (and usually cross platform) programming languages such as Java, Python, and .NET,
expose threading to the developer while abstracting the platform specific differences in threading implementations in
the runtime to the developer. A number of other programming languages also try to abstract the concept of
concurrency and threading from the developer altogether (Cilk, OpenMP, MPI). Some languages are designed for
parallelism (Ateji PX, CUDA).

A few interpreted programming languages such as Ruby and (the CPython implementation of) Python support
threading, but have a limitation that is known as a Global Interpreter Lock (GIL). The GIL is a mutual exclusion lock
held by the interpreter that can prevent the interpreter from concurrently interpreting the applications code on two or
more threads at the same time, which effectively limits the concurrency on multiple core systems (mostly for

processor-bound threads, and not much for network-bound ones).

Event-driven programming hardware description languages like Verilog have a different threading model which

supports extremely large numbers of threads (for modeling hardware).
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Notes

[1] Single-Threading: Back to the Future? Sergey Ignatchenko, Overload #97 (http://accu.org/index.php/journals/1634)
[2] " The Problem with Threads (http://www.eecs.berkeley.edu/Pubs/TechRpts/2006/EECS-2006-1.pdf)", Edward A. Lee, UC Berkeley,

January 10, 2006, Technical Report No. UCB/EECS-2006-1

[3] http://www.sun.com/software/whitepapers/solaris9/multithread. pdf
[4] CreateFiber, MSDN (http://msdn.microsoft.com/en-us/library/ms682402(VS.85).aspx)

References

David R. Butenhof: Programming with POSIX Threads, Addison-Wesley, ISBN 0-201-63392-2

Bradford Nichols, Dick Buttlar, Jacqueline Proulx Farell: Pthreads Programming, O'Reilly & Associates, ISBN
1-56592-115-1

Charles J. Northrup: Programming with UNIX Threads, John Wiley & Sons, ISBN 0-471-13751-0

Mark Walmsley: Multi-Threaded Programming in C++, Springer, ISBN 1-85233-146-1

Paul Hyde: Java Thread Programming, Sams, ISBN 0-672-31585-8

Bill Lewis: Threads Primer: A Guide to Multithreaded Programming, Prentice Hall, ISBN 0-13-443698-9
Steve Kleiman, Devang Shah, Bart Smaalders: Programming With Threads, SunSoft Press, ISBN 0-13-172389-8
Pat Villani: Advanced WIN32 Programming: Files, Threads, and Process Synchronization, Harpercollins
Publishers, ISBN 0-87930-563-0

Jim Beveridge, Robert Wiener: Multithreading Applications in Win32, Addison-Wesley, ISBN 0-201-44234-5
Thuan Q. Pham, Pankaj K. Garg: Multithreaded Programming with Windows NT, Prentice Hall, ISBN
0-13-120643-5

Len Dorfman, Marc J. Neuberger: Effective Multithreading in OS/2, McGraw-Hill Osborne Media, ISBN
0-07-017841-0

Alan Burns, Andy Wellings: Concurrency in ADA, Cambridge University Press, ISBN 0-521-62911-X

Uresh Vahalia: Unix Internals: the New Frontiers, Prentice Hall, ISBN 0-13-101908-2

Alan L. Dennis: .Net Multithreading , Manning Publications Company, ISBN 1-930110-54-5

Tobin Titus, Fabio Claudio Ferracchiati, Srinivasa Sivakumar, Tejaswi Redkar, Sandra Gopikrishna: C#
Threading Handbook, Peer Information Inc, ISBN 1-86100-829-5

Tobin Titus, Fabio Claudio Ferracchiati, Srinivasa Sivakumar, Tejaswi Redkar, Sandra Gopikrishna: Visual Basic
.Net Threading Handbook, Wrox Press Inc, ISBN 1-86100-713-2

External links

Answers to frequently asked questions for comp.programming.threads (http://www.serpentine.com/~bos/
threads-faq/)

What makes multi-threaded programming hard? (http://www.futurechips.org/tips-for-power-coders/
parallel-programming.html)

Article " Query by Slice, Parallel Execute, and Join: A Thread Pool Pattern in Java (http://today.java.net/pub/
a/today/2008/01/31/query-by-slice-parallel-execute-join-thread-pool-pattern.html)" by Binildas C. A.

Article " The Free Lunch Is Over: A Fundamental Turn Toward Concurrency in Software (http://gotw.ca/
publications/concurrency-ddj.htm)" by Herb Sutter

Article " The Problem with Threads (http://www.eecs.berkeley.edu/Pubs/TechRpts/2006/EECS-2006-1.
html)" by Edward Lee

Concepts of Multithreading (http://thekiransblog.blogspot.com/2010/02/multithreading.html)

ConTest - A Tool for Testing Multithreaded Java Applications (https://www.research.ibm.com/haifa/projects/
verification/contest/) by IBM

Debugging and Optimizing Multithreaded OpenMP Programs (http://www.ddj.com/215600207)
Multithreading (http://www.dmoz.org//Computers/Programming/Threads//) at the Open Directory Project



http://accu.org/index.php/journals/1634
http://www.eecs.berkeley.edu/Pubs/TechRpts/2006/EECS-2006-1.pdf
http://www.sun.com/software/whitepapers/solaris9/multithread.pdf
http://msdn.microsoft.com/en-us/library/ms682402(VS.85).aspx
http://en.wikipedia.org/w/index.php?title=Alan_Burns_%28professor%29
http://en.wikipedia.org/w/index.php?title=Andy_Wellings
http://en.wikipedia.org/w/index.php?title=Tobin_Titus
http://www.serpentine.com/~bos/threads-faq/
http://www.serpentine.com/~bos/threads-faq/
http://www.futurechips.org/tips-for-power-coders/parallel-programming.html
http://www.futurechips.org/tips-for-power-coders/parallel-programming.html
http://today.java.net/pub/a/today/2008/01/31/query-by-slice-parallel-execute-join-thread-pool-pattern.html
http://today.java.net/pub/a/today/2008/01/31/query-by-slice-parallel-execute-join-thread-pool-pattern.html
http://en.wikipedia.org/w/index.php?title=Binildas_C._A.
http://gotw.ca/publications/concurrency-ddj.htm
http://gotw.ca/publications/concurrency-ddj.htm
http://en.wikipedia.org/w/index.php?title=Herb_Sutter
http://www.eecs.berkeley.edu/Pubs/TechRpts/2006/EECS-2006-1.html
http://www.eecs.berkeley.edu/Pubs/TechRpts/2006/EECS-2006-1.html
http://en.wikipedia.org/w/index.php?title=Edward_Lee
http://thekiransblog.blogspot.com/2010/02/multithreading.html
https://www.research.ibm.com/haifa/projects/verification/contest/
https://www.research.ibm.com/haifa/projects/verification/contest/
http://en.wikipedia.org/w/index.php?title=IBM
http://www.ddj.com/215600207
http://www.dmoz.org//Computers/Programming/Threads//
http://en.wikipedia.org/w/index.php?title=Open_Directory_Project

Thread (computing)

10

e Multithreading in the Solaris Operating Environment (http://www.sun.com/software/whitepapers/solaris9/
multithread.pdf)

* Parallel computing community (http://multicore.ning.com/)

» POSIX threads explained (http://www.ibm.com/developerworks/library/l-posix1.html) by Daniel Robbins

* The C10K problem (http://www.kegel.com/c10k.html)

Inter-process communication

In computing, Inter-process communication (IPC) is a set of methods for the exchange of data among multiple
threads in one or more processes. Processes may be running on one or more computers connected by a network. IPC
methods are divided into methods for message passing, synchronization, shared memory, and remote procedure calls
(RPC). The method of IPC used may vary based on the bandwidth and latency of communication between the

threads, and the type of data being communicated.
There are several reasons for providing an environment that allows process cooperation:

¢ Information sharing

* Computational Speedup
¢ Modularity

* Convenience

¢ Privilege separation

IPC may also be referred to as inter-thread communication and inter-application communication.

The combination of IPC with the address space concept is the foundation for address space independence/isolation.[1]

Main IPC methods
Method Provided by (operating systems or other environments)
File Most operating systems
Signal Most operating systems; some systems, such as Windows, implement signals in only the C run-time library and provide no

support for their use as an IPC method

Socket Most operating systems
Message queue Most operating systems
Pipe All POSIX systems, Windows
Named pipe All POSIX systems, Windows
Semaphore All POSIX systems, Windows

Shared memory All POSIX systems, Windows

Message passing Used in MPI paradigm, Java RMI, CORBA, MSMQ, MailSlots, QNX, others
(shared nothing)

Memory-mapped All POSIX systems, Windows
file
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Implementations

There are several APIs which may be used for IPC. A number of platform independent APIs include the following:

Anonymous pipes and named pipes

Common Object Request Broker Architecture (CORBA)
Freedesktop.org's D-Bus

Distributed Computing Environment (DCE)

Message Bus (Mbus) (specified in RFC 3259)

MCAPI Multicore Communications API

Lightweight Communications and Marshalling 2] (LCM)
ONC RPC

Unix domain sockets

XML XML-RPC or SOAP

JSON JSON-RPC

Thrift

TIPC

ZeroC's Internet Communications Engine (ICE)

The following are platform or programming language specific APIs:

Apple Computer's Apple events (previously known as Interapplication Communications (IAC)).

Enea's LINX for Linux (open source) and various DSP and general purpose processors under OSE

pc B! implementation from CMU.

Java's Remote Method Invocation (RMI)

KDE's Desktop Communications Protocol (DCOP)

Libt2n for C++ under Linux only, handles complex objects and exceptions

The Mach kernel's Mach Ports

Microsoft's ActiveX, Component Object Model (COM), Microsoft Transaction Server (COM+), Distributed
Component Object Model (DCOM), Dynamic Data Exchange (DDE), Object Linking and Embedding (OLE),
anonymous pipes, named pipes, Local Procedure Call, MailSlots, Message loop, MSRPC, .NET Remoting, and
Windows Communication Foundation (WCF)

Novell's SPX

PHP's sessions

POSIX mmap, message queues, semaphores, and Shared memory

RISC OS's messages

Solaris Doors

System V's message queues, semaphores, and shared memory

Distributed Ruby

DIPC Distributed Inter-Process Communication

OpenBinder Open binder

IPC Shared Memory Messaging 4 from Solace Systems

QNX's PPS (Persistant Publish/Subscribe) service

SIMPL The Synchronous Interprocess Messaging Project for Linux (SIMPL)
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External links

Linux ipc(5) man page (http://www.wlug.org.nz/ipc(5)) describing System V IPC

Windows IPC (http://msdn.microsoft.com/en-us/library/aa365574(VS.85).aspx)

Beej's Guide to Unix IPC (http://beej.us/guide/bgipc/)

Unix Network Programming (Vol 2: Interprocess Communications) (http://www.yendor.com/programming/

unix/unp/unp.html) by W. Richard Stevens

Concurrency control

In information technology and computer science, especially in the fields of computer programming, operating

systems, multiprocessors, and databases, concurrency control ensures that correct results for concurrent operations

are generated, while getting those results as quickly as possible.

Computer systems, both software and hardware, consist of modules, or components. Each component is designed to

operate correctly, i.e., to obey to or meet certain consistency rules. When components that operate concurrently

interact by messaging or by sharing accessed data (in memory or storage), a certain component's consistency may be

violated by another component. The general area of concurrency control provides rules, methods, design

methodologies, and theories to maintain the consistency of components operating concurrently while interacting, and

thus the consistency and correctness of the whole system. Introducing concurrency control into a system means

applying operation constraints which typically result in some performance reduction. Operation consistency and

correctness should be achieved with as good as possible efficiency, without reducing performance below reasonable.

For example, a failure in concurrency control can result in data corruption from torn read or write operations.
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Concurrency control in databases
Comments:

1. This section is applicable to all transactional systems, i.e., to all systems that use database transactions (atomic
transactions; e.g., transactional objects in Systems management and in networks of smartphones which typically
implement private, dedicated database systems), not only general-purpose database management systems
(DBMSs).

2. DBMSs need to deal also with concurrency control issues not typical just to database transactions but rather to
operating systems in general. These issues (e.g., see Concurrency control in operating systems below) are out of

the scope of this section.

Concurrency control in Database management systems (DBMS; e.g., Bernstein et al. 1987, Weikum and Vossen
2001), other transactional objects, and related distributed applications (e.g., Grid computing and Cloud computing)
ensures that database transactions are performed concurrently without violating the data integrity of the respective
databases. Thus concurrency control is an essential element for correctness in any system where two database
transactions or more, executed with time overlap, can access the same data, e.g., virtually in any general-purpose
database system. Consequently a vast body of related research has been accumulated since database systems have
emerged in the early 1970s. A well established concurrency control theory for database systems is outlined in the
references mentioned above: serializability theory, which allows to effectively design and analyze concurrency
control methods and mechanisms. An alternative theory for concurrency control of atomic transactions over abstract
data types is presented in (Lynch et al. 1993), and not utilized below. This theory is more refined, complex, with a
wider scope, and has been less utilized in the Database literature than the classical theory above. Each theory has its

pros and cons, emphasis and insight. To some extent they are complementary, and their merging may be useful.

To ensure correctness, a DBMS usually guarantees that only serializable transaction schedules are generated, unless
serializability is intentionally relaxed to increase performance, but only in cases where application correctness is not
harmed. For maintaining correctness in cases of failed (aborted) transactions (which can always happen for many
reasons) schedules also need to have the recoverability (from abort) property. A DBMS also guarantees that no
effect of committed transactions is lost, and no effect of aborted (rolled back) transactions remains in the related
database. Overall transaction characterization is usually summarized by the ACID rules below. As databases have
become distributed, or needed to cooperate in distributed environments (e.g., Federated databases in the early 1990,
and Cloud computing currently), the effective distribution of concurrency control mechanisms has received special

attention.

Database transaction and the ACID rules

The concept of a database transaction (or atomic transaction) has evolved in order to enable both a well understood
database system behavior in a faulty environment where crashes can happen any time, and recovery from a crash to a
well understood database state. A database transaction is a unit of work, typically encapsulating a number of
operations over a database (e.g., reading a database object, writing, acquiring lock, etc.), an abstraction supported in
database and also other systems. Each transaction has well defined boundaries in terms of which program/code
executions are included in that transaction (determined by the transaction's programmer via special transaction
commands). Every database transaction obeys the following rules (by support in the database system; i.e., a database

system is designed to guarantee them for the transactions it runs):

* Atomicity - Either the effects of all or none of its operations remain ("all or nothing" semantics) when a
transaction is completed (committed or aborted respectively). In other words, to the outside world a committed
transaction appears (by its effects on the database) to be indivisible, atomic, and an aborted transaction does not
leave effects on the database at all, as if never existed.

* Consistency - Every transaction must leave the database in a consistent (correct) state, i.e., maintain the

predetermined integrity rules of the database (constraints upon and among the database's objects). A transaction
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must transform a database from one consistent state to another consistent state (however, it is the responsibility of
the transaction's programmer to make sure that the transaction itself is correct, i.e., performs correctly what it
intends to perform (from the application's point of view) while the predefined integrity rules are enforced by the
DBMS). Thus since a database can be normally changed only by transactions, all the database's states are
consistent. An aborted transaction does not change the database state it has started from, as if it never existed
(atomicity above).

» Isolation - Transactions cannot interfere with each other (as an end result of their executions). Moreover, usually
(depending on concurrency control method) the effects of an incomplete transaction are not even visible to
another transaction. Providing isolation is the main goal of concurrency control.

* Durability - Effects of successful (committed) transactions must persist through crashes (typically by recording

the transaction's effects and its commit event in a non-volatile memory).

The concept of atomic transaction has been extended during the years to what has become Business transactions
which actually implement types of Workflow and are not atomic. However also such enhanced transactions typically

utilize atomic transactions as components.

Why is concurrency control needed?

If transactions are executed serially, i.e., sequentially with no overlap in time, no transaction concurrency exists.
However, if concurrent transactions with interleaving operations are allowed in an uncontrolled manner, some

unexpected, undesirable result may occur. Here are some typical examples:

1. The lost update problem: A second transaction writes a second value of a data-item (datum) on top of a first value
written by a first concurrent transaction, and the first value is lost to other transactions running concurrently
which need, by their precedence, to read the first value. The transactions that have read the wrong value end with
incorrect results.

2. The dirty read problem: Transactions read a value written by a transaction that has been later aborted. This value
disappears from the database upon abort, and should not have been read by any transaction ("dirty read"). The
reading transactions end with incorrect results.

3. The incorrect summary problem: While one transaction takes a summary over the values of all the instances of a
repeated data-item, a second transaction updates some instances of that data-item. The resulting summary does
not reflect a correct result for any (usually needed for correctness) precedence order between the two transactions
(if one is executed before the other), but rather some random result, depending on the timing of the updates, and

whether certain update results have been included in the summary or not.

Most high-performance transactional systems need to run transactions concurrently to meet their performance
requirements. Thus, without concurrency control such systems can neither provide correct results nor maintain their

databases consistent.

Concurrency control mechanisms

Categories
The main categories of concurrency control mechanisms are:

* Optimistic - Delay the checking of whether a transaction meets the isolation and other integrity rules (e.g.,
serializability and recoverability) until its end, without blocking any of its (read, write) operations ("...and be
optimistic about the rules being met..."), and then abort a transaction to prevent the violation, if the desired rules
are to be violated upon its commit. An aborted transaction is immediately restarted and re-executed, which incurs
an obvious overhead (versus executing it to the end only once). If not too many transactions are aborted, then

being optimistic is usually a good strategy.
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* Pessimistic - Block an operation of a transaction, if it may cause violation of the rules, until the possibility of
violation disappears. Blocking operations is typically involved with performance reduction.
* Semi-optimistic - Block operations in some situations, if they may cause violation of some rules, and do not

block in other situations while delaying rules checking (if needed) to transaction's end, as done with optimistic.

Different categories provide different performance, i.e., different average transaction completion rates (throughput),
depending on transaction types mix, computing level of parallelism, and other factors. If selection and knowledge

about trade-offs are available, then category and method should be chosen to provide the highest performance.

The mutual blocking between two transactions (where each one blocks the other) or more results in a deadlock,
where the transactions involved are stalled and cannot reach completion. Most non-optimistic mechanisms (with
blocking) are prone to deadlocks which are resolved by an intentional abort of a stalled transaction (which releases
the other transactions in that deadlock), and its immediate restart and re-execution. The likelihood of a deadlock is

typically low.

Both blocking, deadlocks, and aborts result in performance reduction, and hence the trade-offs between the

categories.

Methods

Many methods for concurrency control exist. Most of them can be implemented within either main category above.

The major methods,[l] which have each many variants, and in some cases may overlap or be combined, are:

1. Locking (e.g., Two-phase locking - 2PL) - Controlling access to data by locks assigned to the data. Access of a
transaction to a data item (database object) locked by another transaction may be blocked (depending on lock type
and access operation type) until lock release.

2. Serialization graph checking (also called Serializability, or Conflict, or Precedence graph checking) - Checking
for cycles in the schedule's graph and breaking them by aborts.

3. Timestamp ordering (TO) - Assigning timestamps to transactions, and controlling or checking access to data by
timestamp order.

4. Commitment ordering (or Commit ordering; CO) - Controlling or checking transactions' chronological order of

commit events to be compatible with their respective precedence order.
Other major concurrency control types that are utilized in conjunction with the methods above include:

e Multiversion concurrency control (MVCC) - Increasing concurrency and performance by generating a new
version of a database object each time the object is written, and allowing transactions' read operations of several
last relevant versions (of each object) depending on scheduling method.

* Index concurrency control - Synchronizing access operations to indexes, rather than to user data. Specialized
methods provide substantial performance gains.

* Private workspace model (Deferred update) - Each transaction maintains a private workspace for its accessed
data, and its changed data become visible outside the transaction only upon its commit (e.g., Weikum and Vossen

2001). This model provides a different concurrency control behavior with benefits in many cases.

The most common mechanism type in database systems since their early days in the 1970s has been Strong strict
Two-phase locking (SS2PL; also called Rigorous scheduling or Rigorous 2PL) which is a special case (variant) of
both Two-phase locking (2PL) and Commitment ordering (CO). It is pessimistic. In spite of its long name (for
historical reasons) the idea of the SS2PL mechanism is simple: "Release all locks applied by a transaction only after
the transaction has ended." SS2PL (or Rigorousness) is also the name of the set of all schedules that can be generated
by this mechanism, i.e., these are SS2PL (or Rigorous) schedules, have the SS2PL (or Rigorousness) property.
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Major goals of concurrency control mechanisms

Concurrency control mechanisms firstly need to operate correctly, i.e., to maintain each transaction's integrity rules
(as related to concurrency; application-specific integrity rule are out of the scope here) while transactions are running
concurrently, and thus the integrity of the entire transactional system. Correctness needs to be achieved with as good
performance as possible. In addition, increasingly a need exists to operate effectively while transactions are
distributed over processes, computers, and computer networks. Other subjects that may affect concurrency control

are recovery and replication.

Correctness

Serializability

For correctness, a common major goal of most concurrency control mechanisms is generating schedules with the
Serializability property. Without serializability undesirable phenomena may occur, e.g., money may disappear from
accounts, or be generated from nowhere. Serializability of a schedule means equivalence (in the resulting database
values) to some serial schedule with the same transactions (i.e., in which transactions are sequential with no overlap
in time, and thus completely isolated from each other: No concurrent access by any two transactions to the same data
is possible). Serializability is considered the highest level of isolation among database transactions, and the major
correctness criterion for concurrent transactions. In some cases compromised, relaxed forms of serializability are
allowed for better performance (e.g., the popular Snapshot isolation mechanism) or to meet availability requirements
in highly distributed systems (see Eventual consistency), but only if application's correctness is not violated by the
relaxation (e.g., no relaxation is allowed for money transactions, since by relaxation money can disappear, or appear

from nowhere).

Almost all implemented concurrency control mechanisms achieve serializability by providing Conflict serializablity,
a broad special case of serializability (i.e., it covers, enables most serializable schedules, and does not impose

significant additional delay-causing constraints) which can be implemented efficiently.

Recoverability
See Recoverability in Serializability

Comment: While in the general area of systems the term "recoverability” may refer to the ability of a system to
recover from failure or from an incorrect/forbidden state, within concurrency control of database systems this term

has received a specific meaning.

Concurrency control typically also ensures the Recoverability property of schedules for maintaining correctness in
cases of aborted transactions (which can always happen for many reasons). Recoverability (from abort) means that
no committed transaction in a schedule has read data written by an aborted transaction. Such data disappear from the
database (upon the abort) and are parts of an incorrect database state. Reading such data violates the consistency rule
of ACID. Unlike Serializability, Recoverability cannot be compromised, relaxed at any case, since any relaxation
results in quick database integrity violation upon aborts. The major methods listed above provide serializability
mechanisms. None of them in its general form automatically provides recoverability, and special considerations and
mechanism enhancements are needed to support recoverability. A commonly utilized special case of recoverability is
Strictness, which allows efficient database recovery from failure (but excludes optimistic implementations; e.g.,

Strict CO (SCO) cannot have an optimistic implementation, but has semi-optimistic ones).

Comment: Note that the Recoverability property is needed even if no database failure occurs and no database
recovery from failure is needed. It is rather needed to correctly automatically handle transaction aborts, which may

be unrelated to database failure and recovery from it.
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Distribution

With the fast technological development of computing the difference between local and distributed computing over
low latency networks or buses is blurring. Thus the quite effective utilization of local techniques in such distributed
environments is common, e.g., in computer clusters and multi-core processors. However the local techniques have
their limitations and use multi-processes (or threads) supported by multi-processors (or multi-cores) to scale. This
often turns transactions into distributed ones, if they themselves need to span multi-processes. In these cases most
local concurrency control techniques do not scale well.

Distributed serializability and Commitment ordering
See Distributed serializability in Serializability

As database systems have become distributed, or started to cooperate in distributed environments (e.g., Federated
databases in the early 1990s, and nowadays Grid computing, Cloud computing, and networks with smartphones),
some transactions have become distributed. A distributed transaction means that the transaction spans processes, and
may span computers and geographical sites. This generates a need in effective distributed concurrency control
mechanisms. Achieving the Serializability property of a distributed system's schedule (see Distributed serializability
and Global serializability (Modular serializability)) effectively poses special challenges typically not met by most of
the regular serializability mechanisms, originally designed to operate locally. This is especially due to a need in
costly distribution of concurrency control information amid communication and computer latency. The only known
general effective technique for distribution is Commitment ordering, which was disclosed publicly in 1991 (after
being patented). Commitment ordering (Commit ordering, CO; Raz 1992) means that transactions' chronological
order of commit events is kept compatible with their respective precedence order. CO does not require the
distribution of concurrency control information and provides a general effective solution (reliable, high-performance,
and scalable) for both distributed and global serializability, also in a heterogeneous environment with database
systems (or other transactional objects) with different (any) concurrency control mechanisms.'!! CO is indifferent to
which mechanism is utilized, since it does not interfere with any transaction operation scheduling (which most
mechanisms control), and only determines the order of commit events. Thus, CO enables the efficient distribution of
all other mechanisms, and also the distribution of a mix of different (any) local mechanisms, for achieving
distributed and global serializability. The existence of such a solution has been considered "unlikely" until 1991, and
by many experts also later, due to misunderstanding of the CO solution (see Quotations in Global serializability). An
important side-benefit of CO is automatic distributed deadlock resolution. Contrary to CO, virtually all other
techniques (when not combined with CO) are prone to distributed deadlocks (also called global deadlocks) which
need special handling. CO is also the name of the resulting schedule property: A schedule has the CO property if the
chronological order of its transactions' commit events is compatible with the respective transactions' precedence
(partial) order.

SS2PL mentioned above is a variant (special case) of CO and thus also effective to achieve distributed and global
serializability. It also provides automatic distributed deadlock resolution (a fact overlooked in the research literature
even after CO's publication), as well as Strictness and thus Recoverability. Possessing these desired properties
together with known efficient locking based implementations explains SS2PL's popularity. SS2PL has been utilized
to efficiently achieve Distributed and Global serializability since the 1980, and has become the de facto standard for
it. However, SS2PL is blocking and constraining (pessimistic), and with the proliferation of distribution and
utilization of systems different from traditional database systems (e.g., as in Cloud computing), less constraining
types of CO (e.g., Optimistic CO) may be needed for better performance.

Comments:

1. The Distributed conflict serializability property in its general form is difficult to achieve efficiently, but it is
achieved efficiently via its special case Distributed CO: Each local component (e.g., a local DBMS) needs both to
provide some form of CO, and enforce a special vote ordering strategy for the Two-phase commit protocol (2PC:
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utilized to commit distributed transactions). Differently from the general Distributed CO, Distributed SS2PL
exists automatically when all local components are SS2PL based (in each component CO exists, implied, and the
vote ordering strategy is now met automatically). This fact has been known and utilized since the 1980s (i.e., that
SS2PL exists globally, without knowing about CO) for efficient Distributed SS2PL, which implies Distributed
serializability and strictness (e.g., see Raz 1992, page 293; it is also implied in Bernstein et al. 1987, page 78).
Less constrained Distributed serializability and strictness can be efficiently achieved by Distributed Strict CO
(SCO), or by a mix of SS2PL based and SCO based local components.

2. About the references and Commitment ordering: (Bernstein et al. 1987) was published before the discovery of
CO in 1990. The CO schedule property is called Dynamic atomicity in (Lynch et al. 1993, page 201). CO is
described in (Weikum and Vossen 2001, pages 102, 700), but the description is partial and misses CO's essence.
(Raz 1992) was the first refereed and accepted for publication article about CO algorithms (however, publications
about an equivalent Dynamic atomicity property can be traced to 1988). Other CO articles followed. (Bernstein
and Newcomer 2009)[1] note CO as one of the four major concurrency control methods, and CO's ability to
provide interoperability among other methods.

Distributed recoverability

Unlike Serializability, Distributed recoverability and Distributed strictness can be achieved efficiently in a
straightforward way, similarly to the way Distributed CO is achieved: In each database system they have to be

applied locally, and employ a vote ordering strategy for the Two-phase commit protocol (2PC; Raz 1992, page 307).

As has been mentioned above, Distributed SS2PL, including Distributed strictness (recoverability) and Distributed
commitment ordering (serializability), automatically employs the needed vote ordering strategy, and is achieved
(globally) when employed locally in each (local) database system (as has been known and utilized for many years; as
a matter of fact locality is defined by the boundary of a 2PC participant (Raz 1992) ).

Other major subjects of attention

The design of concurrency control mechanisms is often influenced by the following subjects:

Recovery

All systems are prone to failures, and handling recovery from failure is a must. The properties of the generated
schedules, which are dictated by the concurrency control mechanism, may have an impact on the effectiveness and
efficiency of recovery. For example, the Strictness property (mentioned in the section Recoverability above) is often
desirable for an efficient recovery.

Replication

For high availability database objects are often replicated. Updates of replicas of a same database object need to be
kept synchronized. This may affect the way concurrency control is done (e.g., Gray et al. 1996[2]).
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Proceedings of the Eighteenth International Conference on Very Large Data Bases (VLDB), pp. 292-312,
Vancouver, Canada, August 1992. (also DEC-TR 841, Digital Equipment Corporation, November 1990)
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Concurrency control in operating systems

Multitasking operating systems, especially real-time operating systems, need to maintain the illusion that all tasks
running on top of them are all running at the same time, even though only one or a few tasks really are running at
any given moment due to the limitations of the hardware the operating system is running on. Such multitasking is
fairly simple when all tasks are independent from each other. However, when several tasks try to use the same
resource, or when tasks try to share information, it can lead to confusion and inconsistency. The task of concurrent
computing is to solve that problem. Some solutions involve "locks" similar to the locks used in databases, but they
risk causing problems of their own such as deadlock. Other solutions are Non-blocking algorithms.

References
* Andrew S. Tanenbaum, Albert S Woodhull (2006): Operating Systems Design and Implementation, 3rd Edition,
Prentice Hall, ISBN 0-13-142938-8

» Silberschatz, Avi; Galvin, Peter; Gagne, Greg (2008). Operating Systems Concepts, 8th edition. John Wiley &
Sons. ISBN 0-470-12872-0.
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Synchronization (computer science)

In computer science, synchronization refers to one of two distinct but related concepts: synchronization of
processes, and synchronization of data. Process synchronization refers to the idea that multiple processes are to join
up or handshake at a certain point, in order to reach an agreement or commit to a certain sequence of action. Data
synchronization refers to the idea of keeping multiple copies of a dataset in coherence with one another, or to

maintain data integrity. Process synchronization primitives are commonly used to implement data synchronization.

Thread or process synchronization

Thread synchronization or serialization, strictly defined, is the application of particular mechanisms to ensure that
two concurrently-executing threads or processes do not execute specific portions of a program at the same time. If
one thread has begun to execute a serialized portion of the program, any other thread trying to execute this portion
must wait until the first thread finishes. Synchronization is used to control access to state both in small-scale
multiprocessing systems -- in multithreaded environments and multiprocessor computers -- and in distributed

computers consisting of thousands of units -- in banking and database systems, in web servers, and so on.

See

* Lock (computer science) and mutex

* Monitor (synchronization)

* Semaphore (programming)

* Test-and-set

* Simple Concurrent Object-Oriented Programming (SCOOP)

Data synchronization

A distinctly different (but related) concept is that of data synchronization. This refers to the need to keep multiple

copies of a set of data coherent with one another.
Examples include:

* File synchronization, such as syncing a hand-held MP3 player to a desktop computer.

* Cluster file systems, which are file systems that maintain data or indexes in a coherent fashion across a whole
computing cluster.

* Cache coherency, maintaining multiple copies of data in sync across multiple caches.

* RAID, where data is written in a redundant fashion across multiple disks, so that the loss of any one disk does not
lead to a loss of data.

» Database replication, where copies of data on a database are kept in sync, despite possible large geographical
separation.

* Journaling, a technique used by many modern file systems to make sure that file metadata are updated on a disk in

a coherent, consistent manner.
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Mathematical foundations

An abstract mathematical foundation for synchronization primitives is given by the history monoid. There are also
many higher-level theoretical devices, such as process calculi and Petri nets, which can be built on top of the history

monoid.

External links

* Anatomy of Linux synchronization methods ot 1BM developerWorks
* The Little Book of Semaphores [2], by Allen B. Downey
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Mutual exclusion

In computer science, mutual exclusion refers to the problem of Initial State of the Linked List

ensuring that no two processes or threads (henceforth referred to only . .
as processes) can be in their critical section at the same time. Here, a

cer . : : Linked List After the R 1 i
critical section refers to a period of time when the process accesses a inked List After the Removal Operations

shared resource, such as shared memory. The problem of mutual ° ‘ @ @

exclusion was first identified and solved by Edsger W. Dijkstra in his

seminal 1965 paper titled: Solution of a problem in concurrent Resultant Linked List
programming control 112! %@—>
A simple example of why mutual exclusion is important in practice can Figure 1Two nodes, i and i+1, being removed

be visualized using a singly linked list. (See Figure 1.) In such a linked simultancously result in ';Ude +1 not being
list the removal of a node is done by changing the “next” pointer of the e

preceding node to point to the subsequent node (e.g., if node i is being

removed then the “next” pointer of node i-/ will be changed to point to node i+1/). In an execution where such a
linked list is being shared between multiple processes, two processes may attempt to remove two different nodes
simultaneously resulting in the following problem: let nodes i and i+/ be the nodes to be removed; furthermore, let
neither of them be the head nor the tail; the next pointer of node i-1 will be changed to point to node i+/ and the next
pointer of node i will be changed to point to node i+2. Although both removal operations complete successfully,
node i+/ remains in the list since i-/ was made to point to i+/ skipping node i (which was made to point to i+2).
This can be seen in the Figure 1. This problem can be avoided using mutual exclusion to ensure that simultaneous

updates to the same part of the list cannot occur.
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Enforcing mutual exclusion

There are both software and hardware solutions for enforcing mutual exclusion. Some different solutions are

discussed below.

Hardware solutions

On uniprocessor systems, the simplest solution to achieve mutual exclusion is to disable interrupts during a process'
critical section. This will prevent any interrupt service routines from running (effectively preventing a process from
being preempted). Although this solution is effective, it leads to many problems. If a critical section is long, then the
system clock will drift every time a critical section is executed because the timer interrupt is no longer serviced, so
tracking time is impossible during the critical section. Also, if a process halts during its critical section, control will
never be returned to another process, effectively halting the entire system. A more elegant method for achieving

mutual exclusion is the busy-wait.

Busy-wait is effective for both uniprocessor and multiprocessor systems. The use of shared memory and an atomic
test-and-set instruction provides the mutual exclusion. A process can test-and-set on a location in shared memory,
and since the operation is atomic, only one process can set the flag at a time. Any process that is unsuccessful in
setting the flag can either go on to do other tasks and try again later, release the processor to another process and try
again later, or continue to loop while checking the flag until it is successful in acquiring it. Preemption is still

possible, so this method allows the system to continue to function - even if a process halts while holding the lock.

Several other atomic operations can be used to provide mutual exclusion of data structures; most notable of these is
Compare-And-Swap (CAS). CAS can be used to achieve wait free mutual exclusion for any shared data structure.
This can be achieved by creating a linked list, where each node represents the desired operation to be performed.
CAS is then used to change the pointers in the linked list during the insertion of a new node. Only one process can be
successful in its CAS; all other processes attempting to add a node at the same time will have to try again. Each
process can then keep a local copy of the data structure, and upon traversing the linked list, can perform each

operation from the list on its local copy.

Software solutions

Beside the hardware supported solution, some software solutions exist that use "busy-wait" to achieve the goal.

Examples of these include the following:

* Dekker's algorithm

* Peterson's algorithm

* Lamport's bakery algorithmm

* Szymanski's Algorithm

» Taubenfeld's black-white bakery algorithmm

These algorithms do not work if out-of-order execution is utilized on the platform that executes them. Programmers

have to specify strict ordering on the memory operations within a thread.[*!

It is often preferable to use synchronization facilities provided by an operating system's multithreading library, which
will take advantage of hardware solutions if possible but will use software solutions if no hardware solutions exist.
For example, when the operating system's lock library is used and a thread tries to acquire an already acquired lock,
the operating system will suspend the thread using a context switch and swaps it out with another thread that is ready
to be run, or could put that processor into a low power state if there is no other thread that can be run. Therefore,
most modern mutual exclusion methods attempt to reduce latency and busy-waits by using queuing and context
switches. However, if the time that is spent suspending a thread and then restoring it can be proven to be always
more than the time that must be waited for a thread to become ready to run after being blocked in a particular

situation, then spinlocks are a fine solution for that situation only.
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Advanced mutual exclusion
Synchronization primitives can be built like the examples below by using the solutions explained above:

* Locks

* Reentrant mutexes
e Semaphores

e  Monitors

* Message passing

* Tuple space

Many forms of mutual exclusion have side-effects. For example, classic semaphores permit deadlocks, in which one
process gets a semaphore, another process gets a second semaphore, and then both wait forever for the other
semaphore to be released. Other common side-effects include starvation, in which a process never gets sufficient
resources to run to completion, priority inversion in which a higher priority thread waits for a lower-priority thread,

and "high latency" in which response to interrupts is not prompt.

Much research is aimed at eliminating the above effects, such as by guaranteeing non-blocking progress. No perfect

scheme is known.

Further reading

* Michel Raynal: Algorithms for Mutual Exclusion, MIT Press, ISBN 0-262-18119-3

e Sunil R. Das, Pradip K. Srimani: Distributed Mutual Exclusion Algorithms, IEEE Computer Society, ISBN
0-8186-3380-8

e Thomas W. Christopher, George K. Thiruvathukal: High-Performance Java Platform Computing, Prentice Hall,
ISBN 0-13-016164-0

¢ Gadi Taubenfeld, Synchronization Algorithms and Concurrent Programming, Pearson/Prentice Hall, ISBN
0-13-197259-6

External links

* Article "Common threads: POSIX threads explained - The little things called mutexes (51 by Daniel Robbins

* Mutual exclusion algorithm discovery L61

e Mutual Exclusion Petri Net 7]

e  Mutual Exclusion with Locks - an Introduction (8]

* Mutual exclusion variants in OpenMP o1
* The Black-White Bakery Algorithm (1o
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Deadlock

A deadlock is a situation in which two or more competing actions are

each waiting for the other to finish, and thus neither ever does.

In an operating system, a deadlock is a situation which occurs when a
process enters a waiting state because a resource requested by it is
being held by another waiting process, which in turn is waiting for

another resource. If a process is unable to change its state indefinitely

because the resources requested by it are being used by another waiting

Both processes need resources to continue
L . 1 ) ) .
process, then the system is said to be in a deadlock. executing. P1 requires additional resource R1 and

. . . . is in possession of resource R2, P2 requires
Deadlock is a common problem in multiprocessing systems, parallel

additional resource R2 and is in possession of R1;
computing and distributed systems, where software and hardware locks neither process can continue.
are used to handle shared resources and implement process

synchronization.[z]

In telecommunication systems, deadlocks occur mainly due to lost or corrupt signals instead of resource

contention.m

Examples

Deadlock situation can be compared to the classic "chicken or egg" problem.[4] It can be also considered a
paradoxical "Catch-22" situation.”! A real world analogical example would be an illogical statute passed by the

Kansas legislature in the early 20th century, which stated: 116!

When two trains approach each other at a crossing, both shall come to a full stop and neither shall start up again until the other has gon-.

A simple computer-based example is as follows. Suppose a computer has three CD drives and three processes. Each
of the three processes holds one of the drives. If each process now requests another drive, the three processes will be
in a deadlock. Each process will be waiting for the "CD drive released" event, which can be only caused by one of

the other waiting processes. Thus, it results in a circular chain.

Necessary conditions

A deadlock situation can arise if and only if all of the following conditions hold simultaneously in a system:[l]

1. Mutual Exclusion: At least one resource must be non-shareable.!!! Only one process can use the resource at any
given instant of time.

2. Hold and Wait or Resource Holding: A process is currently holding at least one resource and requesting
additional resources which are being held by other processes.

3. No Preemption: The operating system must not de-allocate resources once they have been allocated; they must
be released by the holding process voluntarily.

4. Circular Wait: A process must be waiting for a resource which is being held by another process, which in turn is
waiting for the first process to release the resource. In general, there is a set of waiting processes, P = {Pl’ Pz’
PN}, such that P] is waiting for a resource held by P2, P2 is waiting for a resource held by P3 and so on till PN is

waiting for a resource held by Pl.[”m

These four conditions are known as the Coffman conditions from their first description in a 1971 article by Edward

G. Coffman, Jr." Unfulfillment of any of these conditions is enough to preclude a deadlock from occurring.
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Deadlock handling

Most current operating systems cannot prevent a deadlock from occurring.[l] When a deadlock occurs, different
operating systems respond to them in different non-standard manners. Most approaches work by preventing one of

the four Coffman conditions from occurring, especially the fourth one.!®! Major approaches are as follows.

Ignoring deadlock

In this approach, it is assumed that a deadlock will never occur. This is also an application of the Ostrich algorithm.
BI1 Thig approach was initially used by MINIX and UNIX.[! This is used when the time intervals between
occurrences of deadlocks are large and the data loss incurred each time is tolerable.

Detection

Under deadlock detection, deadlocks are allowed to occur. Then the state of the system is examined to detect that a
deadlock has occurred and subsequently it is corrected. An algorithm is employed that tracks resource allocation and
process states, it rolls back and restarts one or more of the processes in order to remove the detected deadlock.
Detecting a deadlock that has already occurred is easily possible since the resources that each process has locked

and/or currently requested are known to the resource scheduler of the operating system.[g]

Deadlock detection techniques include, but are not limited to, model checking. This approach constructs a finite
state-model on which it performs a progress analysis and finds all possible terminal sets in the model. These then

each represent a deadlock.
After a deadlock is detected, it can be corrected by using one of the following methods:

1. Process Termination: One or more process involved in the deadlock may be aborted. We can choose to abort all
processes involved in the deadlock. This ensures that deadlock is resolved with certainty and speed. But the
expense is high as partial computations will be lost. Or, we can choose to abort one process at a time until the
deadlock is resolved. This approach has high overheads because after each abortion an algorithm must determine
whether the system is still in deadlock. Several factors must be considered while choosing a candidate for
termination, such as priority and age of the process.

2. Resource Preemption: Resources allocated to various processes may be successively preempted and allocated to

other processes until the deadlock is broken.

Prevention
Deadlock prevention works by preventing one of the four Coffman conditions from occurring.

* Removing the mutual exclusion condition means that no process will have exclusive access to a resource. This
proves impossible for resources that cannot be spooled. But even with spooled resources, deadlock could still
occur. Algorithms that avoid mutual exclusion are called non-blocking synchronization algorithms.

* The hold and wait or resource holding conditions may be removed by requiring processes to request all the
resources they will need before starting up (or before embarking upon a particular set of operations). This advance
knowledge is frequently difficult to satisfy and, in any case, is an inefficient use of resources. Another way is to
require processes to request resources only when it has none. Thus, first they must release all their currently held
resources before requesting all the resources they will need from scratch. This too is often impractical. It is so
because resources may be allocated and remain unused for long periods. Also, a process requiring a popular
resource may have to wait indefinitely, as such a resource may always be allocated to some process, resulting in
resource starvation.[]] (These algorithms, such as serializing tokens, are known as the all-or-none algorithms.)

* The no preemption condition may also be difficult or impossible to avoid as a process has to be able to have a
resource for a certain amount of time, or the processing outcome may be inconsistent or thrashing may occur.

However, inability to enforce preemption may interfere with a priority algorithm. Preemption of a "locked out"
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resource generally implies a rollback, and is to be avoided, since it is very costly in overhead. Algorithms that
allow preemption include lock-free and wait-free algorithms and optimistic concurrency control.

* The final condition is the circular wait condition. Approaches that avoid circular waits include disabling
interrupts during critical sections and using a hierarchy to determine a partial ordering of resources. If no obvious
hierarchy exists, even the memory address of resources has been used to determine ordering and resources are

requested in the increasing order of the enumeration. Dijkstra's solution can also be used.

Avoidance

Deadlock can be avoided if certain information about processes are available to the operating system before
allocation of resources, such as which resources a process will consume in its lifetime. For every resource request,
the system sees whether granting the request will mean that the system will enter an unsafe state, meaning a state that
could result in deadlock. The system then only grants requests that will lead to safe states..'! In order for the system

to be able to determine whether the next state will be safe or unsafe, it must know in advance at any time:

* resources currently available
* resources currently allocated to each process

* resources that will be required and released by these processes in the future

It is possible for a process to be in an unsafe state but for this not to result in a deadlock. The notion of safe/unsafe
states only refers to the ability of the system to enter a deadlock state or not. For example, if a process requests A
which would result in an unsafe state, but releases B which would prevent circular wait, then the state is unsafe but

the system is not in deadlock.

One known algorithm that is used for deadlock avoidance is the Banker's algorithm, which requires resource usage

[

limit to be known in advance.!! However, for many systems it is impossible to know in advance what every process

will request. This means that deadlock avoidance is often impossible.

Two other algorithms are Wait/Die and Wound/Wait, each of which uses a symmetry-breaking technique. In both
these algorithms there exists an older process (O) and a younger process (Y). Process age can be determined by a
timestamp at process creation time. Smaller timestamps are older processes, while larger timestamps represent

younger processes.

Wait/Die | Wound/Wait

O needs a resource held by Y | O waits | Y dies

Y needs a resource held by O | Y dies Y waits

Livelock

A livelock is similar to a deadlock, except that the states of the processes involved in the livelock constantly change
with regard to one another, none progressing. This term was defined formally at some time during the 1970s -- an
early sighting in the published literature is in Babich's 1979 article on program correctness.'Y Livelock is a special

case of resource starvation; the general definition only states that a specific process is not progressing.[1 1

A real-world example of livelock occurs when two people meet in a narrow corridor, and each tries to be polite by
moving aside to let the other pass, but they end up swaying from side to side without making any progress because

they both repeatedly move the same way at the same time.

Livelock is a risk with some algorithms that detect and recover from deadlock. If more than one process takes action,

the deadlock detection algorithm can be repeatedly triggered. This can be avoided by ensuring that only one process

(chosen randomly or by priority) takes action.1!
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Distributed deadlock

Distributed deadlocks can occur in distributed systems when distributed transactions or concurrency control is being
used. Distributed deadlocks can be detected either by constructing a global wait-for graph, from local wait-for graphs

at a deadlock detector or by a distributed algorithm like edge chasing.

In a commitment ordering-based distributed environment (including the strong strict two-phase locking (SS2PL, or
rigorous) special case) distributed deadlocks are resolved automatically by the atomic commitment protocol (like a
two-phase commit (2PC)), and no global wait-for graph or other resolution mechanism is needed. Similar automatic
global deadlock resolution occurs also in environments that employ 2PL that is not SS2PL (and typically not CO; see
Deadlocks in 2PL). However, 2PL that is not SS2PL is rarely utilized in practice.

Phantom deadlocks are deadlocks that are detected in a distributed system due to system internal delays but no

longer actually exist at the time of detection.
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Scheduling (computing)

In computer science, scheduling is the method by which threads, processes or data flows are given access to system
resources (e.g. processor time, communications bandwidth). This is usually done to load balance a system effectively
or achieve a target quality of service. The need for a scheduling algorithm arises from the requirement for most
modern systems to perform multitasking (execute more than one process at a time) and multiplexing (transmit

multiple flows simultaneously).
The scheduler is concerned mainly with:

e Throughput - The total number of processes that complete their execution per time unit.
» Latency, specifically:
* Turnaround time - total time between submission of a process and its completion.
* Response time - amount of time it takes from when a request was submitted until the first response is
produced.
* Fairness / Waiting Time - Equal CPU time to each process (or more generally appropriate times according to each

process' priority). It is the time for which the process remains in the ready queue.

In practice, these goals often conflict (e.g. throughput versus latency), thus a scheduler will implement a suitable
compromise. Preference is given to any one of the above mentioned concerns depending upon the user's needs and

objectives.

In real-time environments, such as embedded systems for automatic control in industry (for example robotics), the
scheduler also must ensure that processes can meet deadlines; this is crucial for keeping the system stable. Scheduled

tasks are sent to mobile devices and managed through an administrative back end.
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Types of operating system schedulers

Operating systems may feature up to three distinct types of scheduler, a long-term scheduler (also known as an
admission scheduler or high-level scheduler), a mid-term or medium-term scheduler and a short-term scheduler. The
names suggest the relative frequency with which these functions are performed. The scheduler is an operating system

module that selects the next jobs to be admitted into the system and the next process to run.

Long-term scheduling

The long-term, or admission scheduler, decides which jobs or processes are to be admitted to the ready queue (in the
Main Memory); that is, when an attempt is made to execute a program, its admission to the set of currently executing
processes is either authorized or delayed by the long-term scheduler. Thus, this scheduler dictates what processes are
to run on a system, and the degree of concurrency to be supported at any one time - i.e.: whether a high or low
amount of processes are to be executed concurrently, and how the split between input output intensive and CPU
intensive processes is to be handled. In modern operating systems, this is used to make sure that real time processes
get enough CPU time to finish their tasks. Without proper real time scheduling, modern GUI interfaces would seem

sluggish. The long term queue exists in the Hard Disk or the "Virtual Memory".

Long-term scheduling is also important in large-scale systems such as batch processing systems, computer clusters,
supercomputers and render farms. In these cases, special purpose job scheduler software is typically used to assist

these functions, in addition to any underlying admission scheduling support in the operating system.

Medium-term scheduling

The medium-term scheduler temporarily removes processes from main memory and places them on secondary
memory (such as a disk drive) or vice versa. This is commonly referred to as "swapping out" or "swapping in" (also
incorrectly as "paging out" or "paging in"). The medium-term scheduler may decide to swap out a process which has
not been active for some time, or a process which has a low priority, or a process which is page faulting frequently,
or a process which is taking up a large amount of memory in order to free up main memory for other processes,
swapping the process back in later when more memory is available, or when the process has been unblocked and is
no longer waiting for a resource. [Stallings, 396] [Stallings, 370]

In many systems today (those that support mapping virtual address space to secondary storage other than the swap
file), the medium-term scheduler may actually perform the role of the long-term scheduler, by treating binaries as
"swapped out processes" upon their execution. In this way, when a segment of the binary is required it can be

swapped in on demand, or "lazy loaded". [Stallings, 394]

Short-term scheduling

The short-term scheduler (also known as the CPU scheduler) decides which of the ready, in-memory processes are to
be executed (allocated a CPU) next following a clock interrupt, an I/O interrupt, an operating system call or another
form of signal. Thus the short-term scheduler makes scheduling decisions much more frequently than the long-term
or mid-term schedulers - a scheduling decision will at a minimum have to be made after every time slice, and these
are very short. This scheduler can be preemptive, implying that it is capable of forcibly removing processes from a
CPU when it decides to allocate that CPU to another process, or non-preemptive (also known as "voluntary" or
"co-operative"), in which case the scheduler is unable to "force" processes off the CPU. [Stallings, 396]. In most

cases short-term scheduler is written in assembly because it is a critical part of the operating system.
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Dispatcher

Another component involved in the CPU-scheduling function is the dispatcher. The dispatcher is the module that

gives control of the CPU to the process selected by the short-term scheduler. This function involves the following:

* Switching context
¢ Switching to user mode

* Jumping to the proper location in the user program to restart that program

The dispatcher should be as fast as possible, since it is invoked during every process switch. The time it takes for the

dispatcher to stop one process and start another running is known as the dispatch latency. [Galvin, 155].

Scheduling disciplines

Scheduling disciplines are algorithms used for distributing resources among parties which simultaneously and
asynchronously request them. Scheduling disciplines are used in routers (to handle packet traffic) as well as in
operating systems (to share CPU time among both threads and processes), disk drives (I/O scheduling), printers

(print spooler), most embedded systems, etc.

The main purposes of scheduling algorithms are to minimize resource starvation and to ensure fairness amongst the
parties utilizing the resources. Scheduling deals with the problem of deciding which of the outstanding requests is to

be allocated resources. There are many different scheduling algorithms. In this section, we introduce several of them.

In packet-switched computer networks and other statistical multiplexing, the notion of a scheduling algorithm is

used as an alternative to first-come first-served queuing of data packets.

The simplest best-effort scheduling algorithms are round-robin, fair queuing (a max-min fair scheduling algorithm),
proportionally fair scheduling and maximum throughput. If differentiated or guaranteed quality of service is offered,

as opposed to best-effort communication, weighted fair queuing may be utilized.

In advanced packet radio wireless networks such as HSDPA (High-Speed Downlink Packet Access ) 3.5G cellular
system, channel-dependent scheduling may be used to take advantage of channel state information. If the channel
conditions are favourable, the throughput and system spectral efficiency may be increased. In even more advanced
systems such as LTE, the scheduling is combined by channel-dependent packet-by-packet dynamic channel
allocation, or by assigning OFDMA multi-carriers or other frequency-domain equalization components to the users

that best can utilize them.

First in first out

Also known as First Come, First Served (FCES), is the simplest scheduling algorithm, FIFO simply queues

processes in the order that they arrive in the ready queue.

* Since context switches only occur upon process termination, and no reorganization of the process queue is
required, scheduling overhead is minimal.

* Throughput can be low, since long processes can hog the CPU

* Turnaround time, waiting time and response time can be high for the same reasons above

* No prioritization occurs, thus this system has trouble meeting process deadlines.

» The lack of prioritization means that as long as every process eventually completes, there is no starvation. In an
environment where some processes might not complete, there can be starvation.

* Itis based on Queuing
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Shortest remaining time

Similar to Shortest Job First (SJF). With this strategy the scheduler arranges processes with the least estimated

processing time remaining to be next in the queue. This requires advanced knowledge or estimations about the time

required for a process to complete.

If a shorter process arrives during another process' execution, the currently running process may be interrupted
(known as preemption), dividing that process into two separate computing blocks. This creates excess overhead
through additional context switching. The scheduler must also place each incoming process into a specific place
in the queue, creating additional overhead.

This algorithm is designed for maximum throughput in most scenarios.

Waiting time and response time increase as the process' computational requirements increase. Since turnaround
time is based on waiting time plus processing time, longer processes are significantly affected by this. Overall
waiting time is smaller than FIFO, however since no process has to wait for the termination of the longest
process.

No particular attention is given to deadlines, the programmer can only attempt to make processes with deadlines
as short as possible.

Starvation is possible, especially in a busy system with many small processes being run.

Fixed priority pre-emptive scheduling

The OS assigns a fixed priority rank to every process, and the scheduler arranges the processes in the ready queue in

order of their priority. Lower priority processes get interrupted by incoming higher priority processes.

Overhead is not minimal, nor is it significant.

FPPS has no particular advantage in terms of throughput over FIFO scheduling.

Waiting time and response time depend on the priority of the process. Higher priority processes have smaller
waiting and response times.

Deadlines can be met by giving processes with deadlines a higher priority.

Starvation of lower priority processes is possible with large amounts of high priority processes queuing for CPU

time.

Round-robin scheduling

The scheduler assigns a fixed time unit per process, and cycles through them.

RR scheduling involves extensive overhead, especially with a small time unit.

Balanced throughput between FCFS and SJF, shorter jobs are completed faster than in FCFS and longer processes
are completed faster than in SJF.

Poor average response time, waiting time is dependent on number of processes, and not average process length.
Because of high waiting times, deadlines are rarely met in a pure RR system.

Starvation can never occur, since no priority is given. Order of time unit allocation is based upon process arrival

time, similar to FCFS.




Scheduling (computing)

32

Multilevel queue scheduling

This is used for situations in which processes are easily divided into different groups. For example, a common
division is made between foreground (interactive) processes and background (batch) processes. These two types of
processes have different response-time requirements and so may have different scheduling needs. It is very useful for

shared memory problem

Overview
Scheduling algorithm CPU Overhead | Throughput | Turnaround time | Response time
First In First Out Low Low High Low
Shortest Job First Medium High Medium Medium
Priority based scheduling Medium Low High High
Round-robin scheduling High Medium Medium High
Multilevel Queue scheduling | High High Medium Medium

How to choose a scheduling algorithm

When designing an operating system, a programmer must consider which scheduling algorithm will perform best for
the use the system is going to see. There is no universal “best” scheduling algorithm, and many operating systems use
extended or combinations of the scheduling algorithms above. For example, Windows NT/XP/Vista uses a
multilevel feedback queue, a combination of fixed priority preemptive scheduling, round-robin, and first in first out.
In this system, processes can dynamically increase or decrease in priority depending on if it has been serviced
already, or if it has been waiting extensively. Every priority level is represented by its own queue, with round-robin
scheduling amongst the high priority processes and FIFO among the lower ones. In this sense, response time is short
for most processes, and short but critical system processes get completed very quickly. Since processes can only use
one time unit of the round robin in the highest priority queue, starvation can be a problem for longer high priority

processes.

Operating system scheduler implementations

The algorithm used may be as simple as round-robin in which each process is given equal time (for instance 1 ms,
usually between 1 ms and 100 ms) in a cycling list. So, process A executes for 1 ms, then process B, then process C,

then back to process A.

More advanced algorithms take into account process priority, or the importance of the process. This allows some
processes to use more time than other processes. The kernel always uses whatever resources it needs to ensure proper
functioning of the system, and so can be said to have infinite priority. In SMP(symmetric multiprocessing) systems,
processor affinity is considered to increase overall system performance, even if it may cause a process itself to run

more slowly. This generally improves performance by reducing cache thrashing.

Windows

Very early MS-DOS and Microsoft Windows systems were non-multitasking, and as such did not feature a
scheduler. Windows 3.1x used a non-preemptive scheduler, meaning that it did not interrupt programs. It relied on
the program to end or tell the OS that it didn't need the processor so that it could move on to another process. This is
usually called cooperative multitasking. Windows 95 introduced a rudimentary preemptive scheduler; however, for

legacy support opted to let 16 bit applications run without preemption.[l]
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Windows NT-based operating systems use a multilevel feedback queue. 32 priority levels are defined, O through to
31, with priorities 0 through 15 being "normal" priorities and priorities 16 through 31 being soft real-time priorities,
requiring privileges to assign. 0 is reserved for the Operating System. Users can select 5 of these priorities to assign
to a running application from the Task Manager application, or through thread management APIs. The kernel may
change the priority level of a thread depending on its I/O and CPU usage and whether it is interactive (i.e. accepts
and responds to input from humans), raising the priority of interactive and I/O bounded processes and lowering that
of CPU bound processes, to increase the responsiveness of interactive applications.[z] The scheduler was modified in
Windows Vista to use the cycle counter register of modern processors to keep track of exactly how many CPU
cycles a thread has executed, rather than just using an interval-timer interrupt routine.”’! Vista also uses a priority
scheduler for the I/O queue so that disk defragmenters and other such programs don't interfere with foreground

operations.[4]

Mac OS

Mac OS 9 uses cooperative scheduling for threads, where one process controls multiple cooperative threads, and also
provides preemptive scheduling for MP tasks. The kernel schedules MP tasks using a preemptive scheduling
algorithm. All Process Manager processes run within a special MP task, called the "blue task". Those processes are
scheduled cooperatively, using a round-robin scheduling algorithm; a process yields control of the processor to
another process by explicitly calling a blocking function such as WaitNextEvent. Each process has its own copy
of the Thread Manager that schedules that process's threads cooperatively; a thread yields control of the processor to
another thread by calling YieldToAnyThread or YieldToThread.”!

Mac OS X uses a multilevel feedback queue, with four priority bands for threads - normal, system high priority,
kernel mode only, and real-time.'%! Threads are scheduled preemptively; Mac OS X also supports cooperatively

scheduled threads in its implementation of the Thread Manager in Carbon.?!

AIX

In AIX Version 4 there are three possible values for thread scheduling policy :

* FIFO: Once a thread with this policy is scheduled, it runs to completion unless it is blocked, it voluntarily yields
control of the CPU, or a higher-priority thread becomes dispatchable. Only fixed-priority threads can have a FIFO
scheduling policy.

* RR: This is similar to the AIX Version 3 scheduler round-robin scheme based on 10ms time slices. When a RR
thread has control at the end of the time slice, it moves to the tail of the queue of dispatchable threads of its
priority. Only fixed-priority threads can have a RR scheduling policy.

* OTHER This policy is defined by POSIX1003.4a as implementation-defined. In AIX Version 4, this policy is
defined to be equivalent to RR, except that it applies to threads with non-fixed priority. The recalculation of the
running thread's priority value at each clock interrupt means that a thread may lose control because its priority

value has risen above that of another dispatchable thread. This is the AIX Version 3 behavior.
Threads are primarily of interest for applications that currently consist of several asynchronous processes. These
applications might impose a lighter load on the system if converted to a multithreaded structure.
AIX 5 implements the following scheduling policies: FIFO, round robin, and a fair round robin. The FIFO policy has
three different implementations: FIFO, FIFO2, and FIFO3. The round robin policy is named SCHED_RR in AIX,
and the fair round robin is called SCHED_OTHER. This link provides additional information on AIX 5 scheduling:
http://www.ibm.com/developerworks/aix/library/au-aix5_cpu/index.html#N100F6 .
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Linux

Linux 2.4

In Linux 2.4, an O(n) scheduler with a multilevel feedback queue with priority levels ranging from 0-140 was used.
0-99 are reserved for real-time tasks and 100-140 are considered nice task levels. For real-time tasks, the time
quantum for switching processes was approximately 200 ms, and for nice tasks approximately 10 ms. The scheduler
ran through the run queue of all ready processes, letting the highest priority processes go first and run through their
time slices, after which they will be placed in an expired queue. When the active queue is empty the expired queue

will become the active queue and vice versa.

However, some Enterprise Linux distributions such as SUSE Linux Enterprise Server replaced this scheduler with a
backport of the O(1) scheduler (which was maintained by Alan Cox in his Linux 2.4-ac Kernel series) to the Linux
2.4 kernel used by the distribution.

Linux 2.6.0 to Linux 2.6.22

From versions 2.6 to 2.6.22, the kernel used an O(1) scheduler developed by Ingo Molnar and many other kernel
developers during the Linux 2.5 development. For many kernel in time frame, Con Kolivas developed patch sets

which improved interactivity with this scheduler or even replaced it with his own schedulers.

Since Linux 2.6.23

Con Kolivas's work, most significantly his implementation of "fair scheduling”" named "Rotating Staircase
Deadline", inspired Ingo Molnar to develop the Completely Fair Scheduler as a replacement for the earlier O(1)

scheduler, crediting Kolivas in his announcement.[7]

The Completely Fair Scheduler (CFS) uses a well-studied, classic scheduling algorithm called fair queuing originally
invented for packet networks. Fair queuing had been previously applied to CPU scheduling under the name stride

scheduling.

The fair queuing CFS scheduler has a scheduling complexity of O(log N), where N is the number of tasks in the
runqueue. Choosing a task can be done in constant time, but reinserting a task after it has run requires O(log N)

operations, because the run queue is implemented as a red-black tree.

CFS is the first implementation of a fair queuing process scheduler widely used in a general-purpose operating

system.[g]

FreeBSD

FreeBSD uses a multilevel feedback queue with priorities ranging from 0-255. 0-63 are reserved for interrupts,
64-127 for the top half of the kernel, 128-159 for real-time user threads, 160-223 for time-shared user threads, and

224-255 for idle user threads. Also, like Linux, it uses the active queue setup, but it also has an idle queue.[9]

NetBSD

NetBSD uses a multilevel feedback queue with priorities ranging from 0-223. 0-63 are reserved for time-shared
threads (default, SCHED_OTHER policy), 64-95 for user threads which entered kernel space, 96-128 for kernel
threads, 128-191 for user real-time threads (SCHED_FIFO and SCHED_RR policies), and 192-223 for software

interrupts.
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Solaris

Solaris uses a multilevel feedback queue with priorities ranging from 0-169. 0-59 are reserved for time-shared
threads, 60-99 for system threads, 100-159 for real-time threads, and 160-169 for low priority interrupts. Unlike

Linux, when a process is done using its time quantum, it's given a new priority and put back in the queue.

Summary
Operating System Preemption Algorithm
Amiga OS Yes Prioritized Round-robin scheduling
FreeBSD Yes Multilevel feedback queue
Linux pre-2.6 Yes Multilevel feedback queue
Linux 2.6-2.6.23 Yes O(1) scheduler
Linux post-2.6.23 Yes Completely Fair Scheduler
Mac OS pre-9 None Cooperative Scheduler
Mac OS 9 Some Preemptive for MP tasks, Cooperative Scheduler for processes and threads
Mac OS X Yes Multilevel feedback queue
NetBSD Yes Multilevel feedback queue
Solaris Yes Multilevel feedback queue
Windows 3.1x None Cooperative Scheduler
Windows 95, 98, Me Half Preemptive for 32-bit processes, Cooperative Scheduler for 16-bit
processes
Windows NT (including 2000, XP, Vista, 7, and Yes Multilevel feedback queue
Server)
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Further reading

* Brief discussion of Job Scheduling algorithms (http://www.cs.sunysb.edu/~algorith/files/scheduling.shtml)

¢ Understanding the Linux Kernel: Chapter 10 Process Scheduling (http://www.oreilly.com/catalog/linuxkernel/
chapter/ch10.html)

* Kerneltrap: Linux kernel scheduler articles (http://kerneltrap.org/scheduler)

e AIX CPU monitoring and tuning (http://www.ibm.com/developerworks/aix/library/au-aix5_cpu/index.
html#N100F6)

* Josh Aas' introduction to the Linux 2.6.8.1 CPU scheduler implementation (http://joshaas.net/linux/)

» Peter Brucker, Sigrid Knust. Complexity results for scheduling problems (http://www.mathematik.
uni-osnabrueck.de/research/OR/class/)

* TORSCHE Scheduling Toolbox for Matlab (http://rtime.felk.cvut.cz/scheduling-toolbox) is a toolbox of
scheduling and graph algorithms.

Memory management (operating systems)

Memory management is the function of a computer operating system responsible for managing the computer's
. [1]:pp-105-208

primary memory.
The memory management function keeps track of the status of each memory location, either allocated or free. It
determines how memory is allocated among competing processes, deciding who gets memory, when they receive it,
and how much they are allowed. When memory is allocated it determines which memory locations will be assigned.

It tracks when memory is freed or unallocated and updates the status.

Memory management techniques

Single contiguous allocation

Single allocation is the simplest memory management technique. All the computer's memory, usually with the
exception of a small portion reserved for the operating system, is available to the single application. MS-DOS is an
example of a system which allocates memory in this way. An embedded system running a single application might

also use this technique.

A system using single contiguous allocation may still multitask by swapping the contents of memory to switch

among users. Early versions of the Music operating system used this technique.

Partitioned allocation

Partitioned allocation divides primary memory into multiple memory partitions, usually contiguous areas of
memory. Each partition might contain all the information for a specific job or task. Memory management consists of

allocating a partition to a job when it starts and unallocating it when the job ends.

Partitioned allocation usually requires some hardware support to prevent the jobs from interfering with one another
or with the operating system. The IBM System/360 used a lock-and-key technique. Other systems used base and

bounds registers which contained the limits of the partition and flagged invalid accesses.

Partitions may be either static, that is defined at Initial Program Load (IPL) or boot time or by the computer operator,
or dynamic, that is automatically created for a specific job. IBM System/360 Operating System Multiprogramming
with a Fixed Number of Tasks (MFT) is an example of static partitioning, and Multiprogramming with a Variable
Number of Tasks (MVT) is an example of dynamic.
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Partitions may be relocatable using hardware typed memory, like the Burroughs Corporation B5500 or base and
bounds registers like the PDP-10 or GE-635. Relocatable partitions are able to be compacted to provide larger
chunks of contiguous physical memory.

Some systems allow partitions to be swapped out to secondary storage to free additional memory. Early versions of

IBM's Time Sharing Option (TSO) swapped users in and out of a single time-sharing partition.m

Paged memory management

Paged allocation divides the computer's primary memory into fixed-size units called page frames, and the program's
address space into pages of the same size. The hardware memory management unit maps pages to frames. The

physical memory can be allocated on a page basis while the address space appears contiguous.

Usually, with paged memory management, each job runs in its own address space, however, IBM OS/VS/2 SVS ran

all jobs in a single 16MiB virtual address space.

Paged memory can be demand-paged when the system can move pages as required between primary and secondary

memory.

Segmented memory management

Segmented memory is the only memory management technique that does not provide the user's program with a

linear and contiguous address space."[l]:p‘165

Segments are areas of memory that usually correspond to a logical
grouping of information such as a code procedure or a data array. Segments require hardware support in the form of
a segment table which usually contains the physical address of the segment in memory, its size, and other data such

as access protection bits and status (swapped in, swapped out, etc.)

Segmentation allows better access protection than other schemes because memory references are relative to a

specific segment and the hardware will not permit the application to reference memory not defined for that segment.

It is possible to implement segmentation with or without paging. Without paging support the segment is the physical
unit swapped in and out of memory if required. With paging support the pages are usually the unit of swapping and

segmentation only adds an additional level of security.

Addresses in a segmented system usually consist of the segment id and an offset relative to the segment base

address, defined to be offset zero.

The Intel TA-32 (x86) architecture allows a process to have up to 16,383 segments of up to 4GiB each. IA-32
segments are subdivisions of the computer's linear address space, the virtual address space provided by the paging

hardware. 3]

The Multics operating system is probably the best known system implementing segmented memory. Multics
segments are subdivisions of the computer's physical memory of up to 256 pages, each page being 1K 36-bit words
in size, resulting in a maximum segment size of 1MiB (with 9-bit bytes, as used in Multics). A process could have up

to 4046 segments.[4]
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Virtual memory

In computing, virtual memory is a memory management
technique developed for multitasking kernels. This
technique virtualizes a computer architecture's various
forms of computer data storage (such as random-access
memory and disk storage), allowing a program to be
designed as though there is only one kind of memory,
"virtual" memory, which behaves like directly addressable

read/write memory (RAM).

Most modern operating systems that support virtual
memory also run each process in its own dedicated address
space. Each program thus appears to have sole access to the
virtual memory. However, some older operating systems
(such as OS/VS1 and OS/VS2 SVS) and even modern ones
(such as IBM i) are single address space operating systems
that run all processes in a single address space composed of

virtualized memory.

Virtual memory makes application programming easier by
hiding fragmentation of physical memory; by delegating to
the kernel the burden of managing the memory hierarchy
(eliminating the need for the program to handle overlays
explicitly); and, when each process is run in its own
dedicated address space, by obviating the need to relocate
program code or to access memory with relative

addressing.

Virtual memory Physical
(per process) memory

4
e o*
.?-.

Virtual memory combines active RAM and inactive memory on
DASD" " to form a large range of contiguous addresses.

Memory virtualization is a generalization of the concept of virtual memory.

Virtual memory is an integral part of a computer architecture; implementations require hardware support, typically in

the form of a memory management unit built into the CPU. While not necessary, emulators and virtual machines can

employ hardware support to increase performance of their virtual memory implementations.[z] Consequently, older

operating systems, such as those for the mainframes of the 1960s, and those for personal computers of the early to

mid 1980s (e.g. DOS),B] generally have no virtual memory functionality, though notable exceptions for mainframes

of the 1960s include:

* the Atlas Supervisor for the Atlas
e MCEP for the Burroughs B5S000

* MTS, TSS/360 and CP/CMS for the IBM System/360 Model 67
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* Multics for the GE 645
» the Time Sharing Operating System for the RCA Spectra 70/46

The Apple Lisa is an example of a personal computer of the 1980s that features virtual memory.

Embedded systems and other special-purpose computer systems that require very fast and/or very consistent
response times may opt not to use virtual memory due to decreased determinism; virtual memory systems trigger
unpredictable interruptions that may produce unwanted "jitter" during I/O operations. This is because embedded
hardware costs are often kept low by implementing all such operations with software (a technique called

bit-banging) rather than with dedicated hardware.

History

In the 1940s and 1950s, all larger programs had to contain logic for managing primary and secondary storage, such
as overlaying. Virtual memory was therefore introduced not only to extend primary memory, but to make such an
extension as easy as possible for programmers to use.' To allow for multiprogramming and multitasking, many
early systems divided memory between multiple programs without virtual memory, such as early models of the
PDP-10 via registers. Paging was first developed at the University of Manchester as a way to extend the Atlas
Computer's working memory by combining its 16 thousand words of primary core memory with an additional 96
thousand words of secondary drum memory. The first Atlas was commissioned in 1962 but working prototypes of
paging had been developed by 1959, [H(P2ISN6] 1y 1961, the Burroughs Corporation independently released the first

commercial computer with virtual memory, the B5000, with segmentation rather than paging.mm

Before virtual memory could be implemented in mainstream operating systems, many problems had to be addressed.
Dynamic address translation required expensive and difficult to build specialized hardware; initial implementations
slowed down access to memory slightly.[4] There were worries that new system-wide algorithms utilizing secondary
storage would be less effective than previously used application-specific algorithms. By 1969, the debate over virtual

: 4
memory for commercial computers was OVCI';[ 1

an IBM research team led by David Sayre showed that their virtual
memory overlay system consistently worked better than the best manually controlled systems. The first
minicomputer to introduce virtual memory was the Norwegian NORD-1; during the 1970s, other minicomputers

implemented virtual memory, notably VAX models running VMS.

Virtual memory was introduced to the x86 architecture with the protected mode of the Intel 80286 processor, but its
segment swapping technique scaled poorly to larger segment sizes. The Intel 80386 introduced paging support
underneath the existing segmentation layer, enabling the page fault exception to chain with other exceptions without
double fault. However, loading segment descriptors was an expensive operation, causing operating system designers

to rely strictly on paging rather than a combination of paging and segmentation.

Paged virtual memory

Nearly all implementations of virtual memory divide a virtual address space into pages, blocks of contiguous virtual
memory addresses. Pages are usually at least 4 kilobytes in size; systems with large virtual address ranges or

amounts of real memory generally use larger page sizes.

Page tables

Page tables are used to translate the virtual addresses seen by the application into physical addresses used by the
hardware to process instructions; such hardware that handles this specific translation is often known as the memory
management unit. Each entry in the page table holds a flag indicating whether the corresponding page is in real
memory or not. If it is in real memory, the page table entry will contain the real memory address at which the page is
stored. When a reference is made to a page by the hardware, if the page table entry for the page indicates that it is not

currently in real memory, the hardware raises a page fault exception, invoking the paging supervisor component of
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the operating system.

Systems can have one page table for the whole system, separate page tables for each application and segment, a tree
of page tables for large segments or some combination of these. If there is only one page table, different applications
running at the same time use different parts of a single range of virtual addresses. If there are multiple page or
segment tables, there are multiple virtual address spaces and concurrent applications with separate page tables
redirect to different real addresses.

Paging supervisor

This part of the operating system creates and manages page tables. If the hardware raises a page fault exception, the
paging supervisor accesses secondary storage, returns the page that has the virtual address that resulted in the page
fault, updates the page tables to reflect the physical location of the virtual address and tells the translation mechanism

to restart the request.

When all physical memory is already in use, the paging supervisor must free a page in primary storage to hold the
swapped-in page. The supervisor uses one of a variety of page replacement algorithms such as least recently used to

determine which page to free.

Pinned/Locked/Fixed pages

Operating systems have memory areas that are pinned (never swapped to secondary storage). For example, interrupt
mechanisms rely on an array of pointers to their handlers, such as I/O completion and page fault. If the pages
containing these pointers or the code that they invoke were pageable, interrupt-handling would become far more
complex and time-consuming, particularly in the case of page fault interruptions. Hence, some part of the page table

structures is not pageable.

Some pages may be pinned for short periods of time, others may be pinned for long periods of time, and still others

may need to be permanently pinned. For example:

* The paging supervisor code and drivers for secondary storage devices on which pages reside must be permanently
pinned, as otherwise paging wouldn't even work because the necessary code wouldn't be available.

¢ Timing-dependent components may be pinned to avoid variable paging delays.

» Data buffers that are accessed directly by peripheral devices that use direct memory access or I/O channels must
reside in pinned pages while the I/O operation is in progress because such devices and the buses to which they are
attached expect to find data buffers located at physical memory addresses; regardless of whether the bus has a
memory management unit for I/O, transfers cannot be stopped if a page fault occurs and then restarted when the

page fault has been processed.

In IBM's operating systems for System/370 and successor systems, the term is "fixed", and pages may be long-term
fixed, or may be short-term fixed. Control structures are often long-term fixed (measured in wall-clock time, i.e.,
time measured in seconds, rather than time measured in less than one second intervals) whereas I/O buffers are
usually short-term fixed (usually measured in significantly less than wall-clock time, possibly for a few
milliseconds). Indeed, the OS has a special facility for "fast fixing" these short-term fixed data buffers (fixing which
is performed without resorting to a time-consuming Supervisor Call instruction). Additionally, the OS has yet
another facility for converting an application from being long-term fixed to being fixed for an indefinite period,
possibly for days, months or even years (however, this facility implicitly requires that the application firstly be
swapped-out, possibly from preferred-memory, or a mixture of preferred- and non-preferred memory, and secondly
be swapped-in to non-preferred memory where it resides for the duration, however long that might be; this facility

utilizes a documented Supervisor Call instruction).

Multics used the term "wired". OpenVMS and Windows refer to pages temporarily made nonpageable (as for I/O

buffers) as "locked", and simply "nonpageable" for those that are never pageable.
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Virtual-real operation

In OS/VS1 and similar OSes, some parts of systems memory are managed in virtual-real mode, where every virtual
address corresponds to a real address, specifically interrupt mechanisms, paging supervisor and tables in older
systems, and application programs using non-standard I/O management. For example, IBM's z/OS has 3 modes

(virtual-virtual, virtual-real and virtual-fixed).[gl

Thrashing

When paging is used, a problem called "thrashing" can occur, in which the computer spends an unsuitable amount of
time swapping pages to and from a backing store, hence slowing down useful work. Adding real memory is the

simplest response, but improving application design, scheduling, and memory usage can help.

Segmented virtual memory

Some systems, such as the Burroughs BSSOO,UO]

use segmentation instead of paging, dividing virtual address spaces
into variable-length segments. A virtual address here consists of a segment number and an offset within the segment.
The Intel 80286 supports a similar segmentation scheme as an option, but it is rarely used. Segmentation and paging
can be used together by dividing each segment into pages; systems with this memory structure, such as Multics and

IBM System/38, are usually paging-predominant, segmentation providing memory plrotection.[1 H21t3]

In the Intel 80386 and later IA-32 processors, the segments reside in a 32-bit linear, paged address space. Segments
can be moved in and out of that space; pages there can "page" in and out of main memory, providing two levels of
virtual memory; few if any operating systems do so, instead using only paging. Early non-hardware-assisted x86
virtualization solutions combined paging and segmentation because x86 paging offers only two protection domains

whereas a VMM / guest OS / guest applications stack needs three.!14122

The difference between paging and
segmentation systems is not only about memory division; segmentation is visible to user processes, as part of
memory model semantics. Hence, instead of memory that looks like a single large vector, it is structured into

multiple spaces.

This difference has important consequences; a segment is not a page with variable length or a simple way to lengthen
the address space. Segmentation that can provide a single-level memory model in which there is no differentiation
between process memory and file system consists of only a list of segments (files) mapped into the process's

potential address space.“sl

This is not the same as the mechanisms provided by calls such as mmap and Win32's MapViewOfFile, because
inter-file pointers do not work when mapping files into semi-arbitrary places. In Multics, a file (or a segment from a
multi-segment file) is mapped into a segment in the address space, so files are always mapped at a segment
boundary. A file's linkage section can contain pointers for which an attempt to load the pointer into a register or
make an indirect reference through it causes a trap. The unresolved pointer contains an indication of the name of the
segment to which the pointer refers and an offset within the segment; the handler for the trap maps the segment into
the address space, puts the segment number into the pointer, changes the tag field in the pointer so that it no longer
causes a trap, and returns to the code where the trap occurred, re-executing the instruction that caused the trap.[16]
This eliminates the need for a linker completelyw and works when different processes map the same file into

different places in their private address spaces.m]
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Memory protection

Memory protection is a way to control memory access rights on a computer, and is a part of most modern operating
systems. The main purpose of memory protection is to prevent a process from accessing memory that has not been
allocated to it. This prevents a bug within a process from affecting other processes, or the operating system itself.
Memory protection for computer security includes additional techniques such as address space layout randomization

and executable space protection.

Methods

Segmentation
Segmentation refers to dividing a computer's memory into segments.

The x86 architecture has multiple segmentation features, which are helpful for using protected memory on this
architecture.! On the x86 processor architecture, the Global Descriptor Table and Local Descriptor Tables can be
used to reference segments in the computer's memory. Pointers to memory segments on x86 processors can also be
stored in the processor's segment registers. Initially x86 processors had 4 segment registers, CS (code segment), SS
(stack segment), DS (data segment) and ES (extra segment); later another two segment registers were added — FS
and GS.!!!

Paged virtual memory

In paging, the memory address space is divided into equal, small pieces, called pages. Using a virtual memory
mechanism, each page can be made to reside in any location of the physical memory, or be flagged as being
protected. Virtual memory makes it possible to have a linear virtual memory address space and to use it to access

blocks fragmented over physical memory address space.
Most computer architectures based on pages, most notably x86 architecture, also use pages for memory protection.

A page table is used for mapping virtual memory to physical memory. The page table is usually invisible to the
process. Page tables make it easier to allocate new memory, as each new page can be allocated from anywhere in
physical memory.

By such design, it is impossible for an application to access a page that has not been explicitly allocated to it, simply
because any memory address, even a completely random one, that application may decide to use, either points to a
page allocated to that application, or generates a page fault (PF). Unallocated pages, and pages allocated to any other
application, simply do not have any addresses from the application point of view.

As a side note, a PF may not be a fatal occurrence. Page faults are used not only for memory protection, but also in
another interesting way: the OS may intercept the PF, and may load a page that has been previously swapped out to
disk, and resume execution of the application which had caused the page fault. This way, the application receives the
memory page as needed. This scheme, known as swapped virtual memory, allows in-memory data not currently in
use to be moved to disk storage and back in a way which is transparent to applications, to increase overall memory
capacity.

On some systems, the page fault mechanism is also used for executable space protection such as W/AX.
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Protection keys

A protection key mechanism divides physical memory up into blocks of a particular size (e.g., 4 kiB), each of which
has an associated numerical value called a protection key. Each process also has a protection key value associated
with it. On a memory access the hardware checks that the current process's protection key matches the value
associated with the memory block being accessed; if not, an exception occurs. This mechanism was introduced in the
System/360 architecture. It is available on todays system z mainframes and heavily used by System z operating

systems and their subsystems.

Today's mainframes are essentially immune to the most common flaw found desktop and midrange systems
(Windows, Linux, Unix, etc.) - privilege escalation - because mainframe design incorporates use of memory
protection mechanisms, such as protection keys, supported by hardware-assured mechanisms like multiple CPU
protection rings, and specialist cryptographic hardware. These mechanisms significantly, or completely, reduce
user-run process access directly to hardware, or kernel-level services; it also means that if an application
vulnerability is exploited in a user process, to execute 'shell code' in that processes memory space, it is essentially
impossible for this code to affect higher level processes (ie. driver, kernel processes), or processes the exploited
program doesn't have the capability to access (ones with incompatible memory protection keys). Limited use of CPU
protection rings in most desktop/midrange OS's (only using kernel or user, ring 0 and 3) produces an 'all or nothing'
design, where anything needing access to eg. hardware needs kernel-space access to run; and anything compromised

in this mood allows total hijacking of the system by malicious code.

The System/360 protection keys described above are associated with physical addresses. This is different from the
protection key mechanism used by processors such as the Intel Itanium and the Hewlett-Packard Precision
Architecture (HP/PA, also known as PA-RISC), which are associated with virtual addresses, and which allow

multiple keys per process.

In the Itanium and PA processor architectures, translations (TLB entries) have keys (Itanium) or access ids (PA)
associated with them. A running process has several protection key registers (16 for Itanium,[z] 4 for HP/PA[3]). A
translation selected by the virtual address has its key compared to each of the protection key registers. If any of them
match (plus other possible checks), the access is permitted. If none match, a fault or exception is generated. The
software fault handler can, if desired, check the missing key against a larger list of keys maintained by software;
thus, the protection key registers inside the processor may be treated as a software-managed cache of a larger list of

keys associated with a process.

PA has 15—18 bits of key; Itanium mandates at least 18. Keys are usually associated with protection domains, such

as libraries, modules, etc.

Simulated segmentation

Simulation is use of a monitoring program to interpret the machine code instructions of some computer. Such an
Instruction Set Simulator can provide memory protection by using a segmentation-like scheme and validating the
target address and length of each instruction in real time before actually executing them. The simulator must
calculate the target address and length and compare this against a list of valid address ranges that it holds concerning
the thread's environment, such as any dynamic memory blocks acquired since the thread's inception, plus any valid
shared static memory slots. The meaning of "valid" may change throughout the thread's life depending upon context.
It may sometimes be allowed to alter a static block of storage, and sometimes not, depending upon the current mode
of execution, which may or may not depend on a storage key or supervisor state.

It is generally not advisable to use this method of memory protection where adequate facilities exist on a CPU, as
this takes valuable processing power from the computer. However, it is generally used for debugging and testing
purposes to provide an extra fine level of granularity to otherwise generic storage violations and can indicate
precisely which instruction is attempting to overwrite the particular section of storage which may have the same

storage key as unprotected storage. Early IBM teleprocessing systems, such as CICS, multi-threaded commercial
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transactions in shared and unprotected storage for around 20 years.

Capability-based addressing

Capability-based addressing is a method of memory protection that is unused in modern commercial computers. In
this method, pointers are replaced by protected objects (called capabilities) that can only be created via using
privileged instructions which may only be executed by the kernel, or some other process authorized to do so. This
effectively lets the kernel control which processes may access which objects in memory, with no need to use separate
address spaces or context switches. Capabilities have never gained mainstream adoption in commercial hardware,
but they are widely used in research systems such as KeyKOS and its successors, and are used conceptually as the

basis for some virtual machines, most notably Smalltalk and Java.

Measures

The protection level of a particular implementation may be measured by how closely it adheres to the principle of

minimum privil (4]
privilege.

Memory protection in different operating systems

Different operating systems use different forms of memory protection or separation. True memory separation was
not used in home computer operating systems until OS/2 was released in 1987. On prior systems, such lack of
protection was even used as a form of interprocess communication, by sending a pointer between processes. It is

possible for processes to access System Memory in the Windows 9x family of Operating Systems.[5]

Some operating systems that do implement memory protection include:

* Microsoft Windows family from Windows NT 3.1

« OS2

e 0S-9, as an optional module

e Unix-like systems, including Solaris, Linux, BSD, Mac OS X and GNU Hurd

¢ Plan9 and Inferno, created at Bell Labs as Unix successors

On Unix-like systems, the mprotect system call is used to control memory protection.[é]
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File system

A file system (or filesystem) is a means to organize data expected to be retained after a program terminates by
providing procedures to store, retrieve and update data as well as manage the available space on the device(s) which
contain it. A file system organizes data in an efficient manner and is tuned to the specific characteristics of the
device. A tight coupling usually exists between the operating system and the file system. Some file systems provide
mechanisms to control access to the data and metadata. Ensuring reliability is a major responsibility of a file system.

Some file systems allow multiple programs to update the same file at nearly the same time.

File systems are used on data storage devices, such as hard disk drives, floppy disks, optical discs, or flash memory
storage devices, to maintain the physical locations of the computer files. They may provide access to data on a file
server by acting as clients for a network protocol (e.g. NFS, SMB, or 9P clients), or they may be virtual and exist

only as an access method for virtual data (e.g. procfs). This is distinguished from a directory service and registry.

Aspects of file systems

Space management

File systems allocate space in a granular manner, usually multiple

hame Size

. . . . . . - Type: File Folder
physical units on the device. The file system is responsible for Bl som95.tt 1k8 o
2] o9m99.txt 1KB Location: C
organizing files and directories, and keeping track of which areas of ‘”ﬁ_f”ﬁ-t:t ot I 488 KB (500,053 bytes)
mkfile.bal
the media belong to which file and which are not being used. For Blsarcotst 148 || Sieondik 390ME (403508132 byes)
< Containg: 100,002 Files, O Folders

example, in Apple DOS of the early 1980s, 256-byte sectors on 140
kilobyte floppy disk used a track/sector map.

Example of slack space, demonstrated with
4,096-byte NTFS clusters: 100,000 files, each 5
bytes per file, equals 500,000 bytes of actual data,
but requires 409,600,000 bytes of disk space to

store

This results in unused space when a file is not an exact multiple of the
allocation unit, sometimes referred to as slack space. For a 512-byte
allocation, the average unused space is 255 bytes. For a 64 KB clusters,
the average unused space is 32KB. The size of the allocation unit is
chosen when the file system is created. Choosing the allocation size based on the average size of the files expected to
be in the file system can minimize the amount of unusable space. Frequently the default allocation may provide
reasonable usage. Choosing an allocation size that is too small results in excessive overhead if the file system will

contain mostly very large files.

File system fragmentation occurs when unused space or single files are not contiguous. As a file system is used, files
are created, modified and deleted. When a file is created the file system allocates space for the data. Some file
systems permit or require specifying an initial space allocation and subsequent incremental allocations as the file
grows. As files are deleted the space they were allocated eventually is considered available for use by other files.
This creates alternating used and unused areas of various sizes. This is free space fragmentation. When a file is
created and there is not an area of contiguous space available for its initial allocation the space must be assigned in
fragments. When a file is modified such that it becomes larger it may exceed the space initially allocated to it,

another allocation must be assigned elsewhere and the file becomes fragmented.

A file system may not make use of a storage device but can be used to organize and represent access to any data,

whether it is stored or dynamically generated (e.g. procfs).
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File names

A file name (or filename) is used to reference the storage location in the file system. Most file systems have
restrictions on the length of the filename. In some file systems, filenames are case-insensitive; in others, they are

case-sensitive.

Most file system interface utilities have special characters that you cannot normally use in a filename (the file system
may use these special characters to indicate a device, device type, directory prefix or file type). However, you may
be able to use such special characters by, for example, enclosing the file name with double quotes ("). To make

things easy, you may wish to avoid using file names with special characters.

Some file system utilities, editors and compilers treat prefixes and suffixes in a special way. These are usually

merely conventions and not implemented within the file system.

Directories

File systems typically have directories (sometimes called folders) which allow the user to group files. This may be
implemented by connecting the file name to an index in a table of contents or an inode in a Unix-like file system.
Directory structures may be flat (i.e. linear), or allow hierarchies where directories may contain subdirectories. The
first file system to support arbitrary hierarchies of directories was the file system in the Multics operating system.[l]
The native file systems of Unix-like systems also support arbitrary directory hierarchies, as do, for example, Apple's
Hierarchical File System and its successor HFS+ in classic Mac OS (HFS+ is still used in Mac OS X), the FAT file
system in MS-DOS 2.0 and later and Microsoft Windows, the NTFS file system in the Windows NT family of

operating systems, and the ODS-2 and higher levels of the Files-11 file system in OpenVMS.

Metadata

Other bookkeeping information is typically associated with each file within a file system. The length of the data
contained in a file may be stored as the number of blocks allocated for the file or as a byte count. The time that the
file was last modified may be stored as the file's timestamp. File systems might store the file creation time, the time it
was last accessed, the time the file's meta-data was changed, or the time the file was last backed up. Other
information can include the file's device type (e.g. block, character, socket, subdirectory, etc.), its owner user ID and

group ID, and its access permission settings (e.g. whether the file is read-only, executable, etc.).

Additional attributes can be associated on file systems, such as NTFS, XFS, ext2/ext3, some versions of UFS, and
HFS+, using extended file attributes. Some file systems provide for user defined attributes such as the author of the

document, the character encoding of a document or the size of an image.

Some file systems allow for different data collections to be associated with one file name. These separate collections
may be referred to as streams or forks. Apple has long used a forked file system on the Macintosh, and Microsoft
supports streams in NTFS. Some file systems maintain multiple past revisions of a file under a single file name; the
filename by itself retrieves the most recent version, while prior saved version can be accessed using a special naming

convention such as "filename;4" or "filename(-4)" to access the version four saves ago.

Utilities
File systems include utilities to initialize, alter parameters of and remove an instance of the file system. Some

include the ability to extend or truncate the space allocated to the file system.

Directory utilities create, rename and delete directory entries and alter metadata associated with a directory. They

may include a means to create additional links to a directory (hard links in Unix), rename parent links (".." in

Unix-like OS), and create bidirectional links to files.

File utilities create, list, copy, move and delete files, and alter metadata. They may be able to truncate data, truncate

or extend space allocation, append to, move, and modify files in-place. Depending on the underlying structure of the



http://en.wikipedia.org/w/index.php?title=Case-insensitive
http://en.wikipedia.org/w/index.php?title=Table_of_contents
http://en.wikipedia.org/w/index.php?title=Inode
http://en.wikipedia.org/w/index.php?title=Unix-like
http://en.wikipedia.org/w/index.php?title=Multics
http://en.wikipedia.org/w/index.php?title=Unix-like
http://en.wikipedia.org/w/index.php?title=Apple_Inc.
http://en.wikipedia.org/w/index.php?title=Hierarchical_File_System
http://en.wikipedia.org/w/index.php?title=HFS_Plus
http://en.wikipedia.org/w/index.php?title=Mac_OS
http://en.wikipedia.org/w/index.php?title=Mac_OS_X
http://en.wikipedia.org/w/index.php?title=File_Allocation_Table
http://en.wikipedia.org/w/index.php?title=MS-DOS
http://en.wikipedia.org/w/index.php?title=Microsoft_Windows
http://en.wikipedia.org/w/index.php?title=NTFS
http://en.wikipedia.org/w/index.php?title=Windows_NT
http://en.wikipedia.org/w/index.php?title=Files-11
http://en.wikipedia.org/w/index.php?title=OpenVMS
http://en.wikipedia.org/w/index.php?title=File_size
http://en.wikipedia.org/w/index.php?title=Byte
http://en.wikipedia.org/w/index.php?title=System_time
http://en.wikipedia.org/w/index.php?title=Meta-data
http://en.wikipedia.org/w/index.php?title=Device_file
http://en.wikipedia.org/w/index.php?title=Device_file%23Block_devices
http://en.wikipedia.org/w/index.php?title=Device_file%23Character_devices
http://en.wikipedia.org/w/index.php?title=Internet_socket
http://en.wikipedia.org/w/index.php?title=Subdirectory
http://en.wikipedia.org/w/index.php?title=User_%28computing%29
http://en.wikipedia.org/w/index.php?title=Group_%28computing%29
http://en.wikipedia.org/w/index.php?title=File_system_permissions
http://en.wikipedia.org/w/index.php?title=Executable
http://en.wikipedia.org/w/index.php?title=NTFS
http://en.wikipedia.org/w/index.php?title=XFS
http://en.wikipedia.org/w/index.php?title=Ext2
http://en.wikipedia.org/w/index.php?title=Ext3
http://en.wikipedia.org/w/index.php?title=Unix_File_System
http://en.wikipedia.org/w/index.php?title=HFS%2B
http://en.wikipedia.org/w/index.php?title=Extended_file_attributes
http://en.wikipedia.org/w/index.php?title=Hard_link
http://en.wikipedia.org/w/index.php?title=Unix
http://en.wikipedia.org/w/index.php?title=Unix-like

File system

48

file system, they may provide a mechanism to prepend to, or truncate from, the beginning of a file, insert entries into
the middle of a file or delete entries from a file.

Also in this category are utilities to free space for deleted files if the file system provides an undelete function.

Some file systems defer reorganization of free space, secure erasing of free space and rebuilding of hierarchical
structures. They provide utilities to perform these functions at times of minimal activity. Included in this category is
the infamous defragmentation utility.

Some of the most important features of file system utilities involve supervisory activities which may involve
bypassing ownership or direct access to the underlying device. These include high-performance backup and

recovery, data replication and reorganization of various data structures and allocation tables within the file system.

Restricting and permitting access

There are several mechanisms used by file systems to control access to data. Usually the intent is to prevent reading
or modifying files by a user or group of users. Another reason is to ensure data is modified in a controlled way so
access may be restricted to a specific program. Examples include passwords stored in the metadata of the file or
elsewhere and file permissions in the form of permission bits, access control lists, or capabilities. The need for file
system utilities to be able to access the data at the media level to reorganize the structures and provide efficient

backup usually means that these are only effective for polite users but are not effective against intruders.
See also password cracking.

Methods for encrypting file data are sometimes included in the file system. This is very effective since there is no
need for file system utilities to know the encryption seed to effectively manage the data. The risks of relying on
encryption include the fact that an attacker can copy the data and use brute force to decrypt the data. Losing the seed

means losing the data.

See also filesystem-level encryption, Encrypting File System.

Maintaining integrity

One significant responsibility of a file system is to ensure that, regardless of the actions by programs accessing the
data, the structure remains consistent. This includes actions taken if a program modifying data terminates abnormally
or neglects to inform the file system that is has completed its activities. This may include updating the metadata, the

directory entry and handling any data that was buffered but not yet updated on the physical storage media.
Other failures which the file system must deal with include media failures or loss of connection to remote systems.

In the event of an operating system failure or "soft" power failure, special routines in the file system must be invoked

similar to when an individual program fails.

The file system must also be able to correct damaged structures. These may occur as a result of an operating system

failure for which the OS was unable to notify the file system, power failure or reset.

The file system must also record events to allow analysis of systemic issues as well as problems with specific files or

directories.
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User data

The most important purpose of a file system is to manage user data. This includes storing, retrieving and updating
data.

Some file systems accept data for storage as a stream of bytes which are collected and stored in a manner efficient
for the media. When a program retrieves the data it specifies the size of a memory buffer and the file system transfers
data from the media to the buffer. Sometimes a runtime library routine may allow the user program to define a
record based on a library call specifying a length. When the user program reads the data the library retrieves data via

the file system and returns a record.

Some file systems allow the specification of a fixed record length which is used for all write and reads. This

facilitates updating records.

An identification for each record, also known as a key, makes for a more sophisticated file system. The user program
can read, write and update records without regard with their location. This requires complicated management of
blocks of media usually separating key blocks and data blocks. Very efficient algorithms can be developed with

pyramid structure for locating records.

Using a file system

Utilities, language specific run-time libraries and user programs use file system APIs to make requests of the file
system. These include data transfer, positioning, updating metadata, managing directories, managing access

specifications and removal.

Multiple file systems within a single system
Frequently retail systems are configured with a single file system occupying the entire hard disk.

Another approach is to partition the disk so that several file systems with different attributes can be used. One file
system, for use as browser cache, might be configured with a small allocation size. This has the additional advantage
of keeping the frantic activity of creating and deleting files typical of browser activity in a narrow area of the disk
and not interfering with allocations of other files. A similar partition might be created for email. Another partition,
and file system might be created for the storage of audio or video files with a relatively large allocation. One of the

file systems may normally be set read-only and only periodically be set writable.

A third approach, which is mostly used in cloud systems, is to use "disk images" to house additional file systems,
with the same attributes or not, within another (host) file system as a file. A common example is virtualization: one
user can run an experimental Linux distribution (using ext4 filesystem) in a virtual machine under his/her production
Windows environment (using NTFS). The ext4 filesystem resides in a disk image, which is treated as a file (or

multiple files, depend on the hypervisor and settings) in the NTFS host filesystem.

Having multiple file systems on a single system has the additional benefit that in the event of a corruption of a single
partition, the remaining file systems will frequently still be intact. This includes virus destruction of the system
partition or even a system that will not boot. file system utilities which require dedicated access can effectively be
completed piecemeal. In addition, defragmentation may be more effective. Several system maintenance utilities,
such as virus scans and backups, can also be processed in segments. For example it is not necessary to back up the
file system containing videos along with all the other files if none have been added since the last backup. As of the
image files, one can easily "spin off" differential images which contain only "new" data written to the master
(original) image. Differential images can be used for both safety concerns (as a "disposable" system - can be quickly
restored if destroyed or containmated by a virus, as the old image can be removed and a new image can be created in
matter of seconds, even without automated procedures) and quick virtual machine deployment (since the differential

images can be quickly spawned using a script in batches)
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Design limitations

All file systems have some functional limit that defines the maximum storable data capacity within that system.
These functional limits are a best-guess effort by the designer to determine how large the storage systems will be
right now, and how large storage systems are likely to become in the future. Disk storage has continued to increase at
near exponential rates (see Moore's law), so after a few years, file systems have kept reaching design limitations that

require computer users to repeatedly move to a newer system with ever-greater capacity.

File system complexity typically varies proportionally with the available storage capacity. The file systems of early
1980s home computers with 50 KB to 512 KB of storage would not be a reasonable choice for modern storage
systems with hundreds of gigabytes of capacity. Likewise, modern file systems would not be a reasonable choice for
these early systems, since the complexity of modern file system structures would consume most or all of the very

limited capacity of the early storage systems.

Types of file systems

File system types can be classified into disk/tape file systems, network file systems and special-purpose file systems.

Disk file systems

A disk file system takes advantages of the ability of disk storage media to randomly address data in a short amount of
time. Additional considerations include the speed of accessing data following that initially requested and the
anticipation that the following data may also be requested. This permits multiple users (or processes) access to
various data on the disk without regard to the sequential location of the data. Examples include FAT (FATI2,
FATI16, FAT32), exFAT, NTFS, HFS and HFS+, HPFS, UFS, ext2, ext3, ext4, btrfs, ISO 9660, Files-11, Veritas
File System, VMFS, ZFS, ReiserFS and UDF. Some disk file systems are journaling file systems or versioning file

systems.

Optical discs

ISO 9660 and Universal Disk Format (UDF) are two common formats that target Compact Discs, DVDs and Blu-ray
discs. Mount Rainier is an extension to UDF supported by Linux 2.6 series and Windows Vista that facilitates

rewriting to DVDs.

Flash file systems

A flash file system considers the special abilities, performance and restrictions of flash memory devices. Frequently a
disk file system can use a flash memory device as the underlying storage media but it is much better to use a file
system specifically designed for a flash device.

Tape file systems

A tape file system is a file system and tape format designed to store files on tape in a self-describing form. Magnetic
tapes are sequential storage media with significantly longer random data access times than disks, posing challenges

to the creation and efficient management of a general-purpose file system.

In a disk file system there is typically a master file directory, and a map of used and free data regions. Any file
additions, changes, or removals require updating the directory and the used/free maps. Random access to data

regions is measured in milliseconds so this system works well for disks.

Tape requires linear motion to wind and unwind potentially very long reels of media. This tape motion may take

several seconds to several minutes to move the read/write head from one end of the tape to the other.

Consequently, a master file directory and usage map can be extremely slow and inefficient with tape. Writing

typically involves reading the block usage map to find free blocks for writing, updating the usage map and directory
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to add the data, and then advancing the tape to write the data in the correct spot. Each additional file write requires

updating the map and directory and writing the data, which may take several seconds to occur for each file.

Tape file systems instead typically allow for the file directory to be spread across the tape intermixed with the data,

referred to as streaming, so that time-consuming and repeated tape motions are not required to write new data.

However, a side effect of this design is that reading the file directory of a tape usually requires scanning the entire
tape to read all the scattered directory entries. Most data archiving software that works with tape storage will store a
local copy of the tape catalog on a disk file system, so that adding files to a tape can be done quickly without having
to rescan the tape media. The local tape catalog copy is usually discarded if not used for a specified period of time, at

which point the tape must be re-scanned if it is to be used in the future.

IBM has developed a file system for tape called the Linear Tape File System. The IBM implementation of this file
system has been released as the open-source IBM Linear Tape File System — Single Drive Edition (LTFS—SDE)
product. The Linear Tape File System uses a separate partition on the tape to record the index meta-data, thereby

avoiding the problems associated with scattering directory entries across the entire tape.

Tape formatting

Writing data to a tape is often a significantly time-consuming process that may take several hours. Similarly,
completely erasing or formatting a tape can also take several hours. With many data tape technologies it is not
necessary to format the tape before over-writing new data to the tape. This is due to the inherently destructive nature

of overwriting data on sequential media.

Because of the time it can take to format a tape, typically tapes are pre-formatted so that the tape user does not need
to spend time preparing each new tape for use. All that is usually necessary is to write an identifying media label to

the tape before use, and even this can be automatically written by software when a new tape is used for the first time.

Database file systems

Another concept for file management is the idea of a database-based file system. Instead of, or in addition to,
hierarchical structured management, files are identified by their characteristics, like type of file, topic, author, or

similar rich metadata. [2]

IBM DB?2 for i [3] (formerly known as DB2/400 and DB2 for i5/0S) is a database file system as part of the object
based IBM i [4] operating system (formerly known as OS/400 and i5/0S), incorporating a single level store and
running on IBM Power Systems (formerly known as AS/400 and iSeries), designed by Frank G. Soltis IBM's former
chief scientist for IBM i. Around 1978 to 1988 Frank G. Soltis and his team at IBM Rochester have successfully
designed and applied technologies like the database file system where others like Microsoft later failed to
accomplish [5]. These technologies are informally known as 'Fortress Rochester' and were in few basic aspects

extended from early Mainframe technologies but in many ways more advanced from a technology perspective.
Some other projects that aren't "pure" database file systems but that use some aspects of a database file system:

* A lot of Web-CMS use a relational DBMS to store and retrieve files. Examples: XHTML files are stored as XML
or text fields, image files are stored as blob fields; SQL SELECT (with optional XPath) statements retrieve the
files, and allow the use of a sophisticated logic and more rich information associations than "usual file systems".

* Very large file systems, embodied by applications like Apache Hadoop and Google File System, use some

database file system concepts.
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Transactional file systems

Some programs need to update multiple files "all at once". For example, a software installation may write program
binaries, libraries, and configuration files. If the software installation fails, the program may be unusable. If the
installation is upgrading a key system utility, such as the command shell, the entire system may be left in an

unusable state.

Transaction processing introduces the isolation guarantee, which states that operations within a transaction are
hidden from other threads on the system until the transaction commits, and that interfering operations on the system
will be properly serialized with the transaction. Transactions also provide the atomicity guarantee, that operations
inside of a transaction are either all committed, or the transaction can be aborted and the system discards all of its
partial results. This means that if there is a crash or power failure, after recovery, the stored state will be consistent.
Either the software will be completely installed or the failed installation will be completely rolled back, but an

unusable partial install will not be left on the system.

Windows, beginning with Vista, added transaction support to NTES, in a feature called Transactional NTFS, but its
use is now discouraged.[é] There are a number of research prototypes of transactional file systems for UNIX systems,

including the Valor file system,m Amino,[g] LFS,[9] and a transactional ext3 file system on the TxOS kernel,[lo] as

well as transactional file systems targeting embedded systems, such as TFFS.H!

Ensuring consistency across multiple file system operations is difficult, if not impossible, without file system
transactions. File locking can be used as a concurrency control mechanism for individual files, but it typically does
not protect the directory structure or file metadata. For instance, file locking cannot prevent TOCTTOU race
conditions on symbolic links. File locking also cannot automatically roll back a failed operation, such as a software

upgrade; this requires atomicity.

Journaling file systems are one technique used to introduce transaction-level consistency to file system structures.
Journal transactions are not exposed to programs as part of the OS API; they are only used internally to ensure

consistency at the granularity of a single system call.

Data backup systems typically do not provide support for direct backup of data stored in a transactional manner,
which makes recovery of reliable and consistent data sets difficult. Most backup software simply notes what files
have changed since a certain time, regardless of the transactional state shared across multiple files in the overall
dataset. As a workaround, some database systems simply produce an archived state file containing all data up to that
point, and the backup software only backs that up and does not interact directly with the active transactional
databases at all. Recovery requires separate recreation of the database from the state file, after the file has been

restored by the backup software.

Network file systems

A network file system is a file system that acts as a client for a remote file access protocol, providing access to files
on a server. Examples of network file systems include clients for the NFS, AFS, SMB protocols, and file-system-like
clients for FTP and WebDAV.

Shared disk file systems

A shared disk file system is one in which a number of machines (usually servers) all have access to the same external
disk subsystem (usually a SAN). The file system arbitrates access to that subsystem, preventing write collisions.
Examples include GFS2 from Red Hat, GPFS from IBM, and SFS from DataPlow.
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Special file systems

A special file system presents non-file elements of an operating system as files so they can be acted on using file
system APIs. This is most commonly done in Unix-like operating systems, but devices are given file names in some

non-Unix-like operating systems as well.

Device file systems

A device file system represents I/O devices and pseudo-devices as files, called device files. Examples in Unix-like
systems include devfs and, in Linux 2.6 systems, udev. In non-Unix-like systems, such as TOPS-10 and other
operating systems influenced by it, where the full filename or pathname of a file can include a device prefix, devices
other than those containing file systems are referred to by a device prefix specifying the device, without anything

following it.

Others

 In the Linux kernel, configfs and sysfs provide files that can be used to query the kernel for information and
configure entities in the kernel.

* procfs maps processes and, on Linux, other operating system structures into a filespace.

Minimal file system / Audio-cassette storage

In the late 1970s hobbyists saw the development of the microcomputer. Disk and digital tape devices were too
expensive for hobbyists. An inexpensive basic data storage system was devised that used common audio cassette

tape.

When the system needed to write data, the user was notified to press "RECORD" on the cassette recorder, then press
"RETURN" on the keyboard to notify the system that the cassette recorder was recording. The system wrote a sound
to provide time synchronization, then modulated sounds that encoded a prefix, the data, a checksum and a suffix.
When the system needed to read data, the user was instructed to press "PLAY" on the cassette recorder. The system
would listen to the sounds on the tape waiting until a burst of sound could be recognized as the synchronization. The
system would then interpret subsequent sounds as data. When the data read was complete, the system would notify
the user to press "STOP" on the cassette recorder. It was primitive, but it worked (a lot of the time). Data was stored
sequentially in an unnamed format. Multiple sets of data could be written and located by fast-forwarding the tape and
observing at the tape counter to find the approximate start of the next data region on the tape. The user might have to
listen to the sounds to find the right spot to begin playing the next data region. Some implementations even included

audible sounds interspersed with the data.

Flat file systems
In a flat file system, there are no subdirectories.

When floppy disk media was first available this type of file system was adequate due to the relatively small amount
of data space available. CP/M machines featured a flat file system, where files could be assigned to one of 16 user
areas and generic file operations narrowed to work on one instead of defaulting to work on all of them. These user
areas were no more than special attributes associated with the files, that is, it was not necessary to define specific
quota for each of these areas and files could be added to groups for as long as there was still free storage space on the
disk. The Apple Macintosh also featured a flat file system, the Macintosh File System. It was unusual in that the file
management program (Macintosh Finder) created the illusion of a partially hierarchical filing system on top of

EMFS. This structure required every file to have a unique name, even if it appeared to be in a separate folder.

While simple, flat file systems becomes awkward as the number of files grows and makes it difficult to organize data

into related groups of files.
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A recent addition to the flat file system family is Amazon's S3, a remote storage service, which is intentionally
simplistic to allow users the ability to customize how their data is stored. The only constructs are buckets (imagine a
disk drive of unlimited size) and objects (similar, but not identical to the standard concept of a file). Advanced file
management is allowed by being able to use nearly any character (including '/') in the object's name, and the ability
to select subsets of the bucket's content based on identical prefixes.

File systems and operating systems

Many operating systems include support for more than one file system. Sometimes the OS and the file system are so

tightly interwoven it is difficult to separate out file system functions.

There needs to be an interface provided by the operating system software between the user and the file system. This
interface can be textual (such as provided by a command line interface, such as the Unix shell, or OpenVMS DCL)
or graphical (such as provided by a graphical user interface, such as file browsers). If graphical, the metaphor of the

folder, containing documents, other files, and nested folders is often used (see also: directory and folder).

Unix-like operating systems

Unix-like operating systems create a virtual file system, which makes all the files on all the devices appear to exist in
a single hierarchy. This means, in those systems, there is one root directory, and every file existing on the system is
located under it somewhere. Unix-like systems can use a RAM disk or network shared resource as its root directory.

Unix-like systems assign a device name to each device, but this is not how the files on that device are accessed.
Instead, to gain access to files on another device, the operating system must first be informed where in the directory
tree those files should appear. This process is called mounting a file system. For example, to access the files on a
CD-ROM, one must tell the operating system "Take the file system from this CD-ROM and make it appear under
such-and-such directory". The directory given to the operating system is called the mount point — it might, for
example, be /media. The /media directory exists on many Unix systems (as specified in the Filesystem
Hierarchy Standard) and is intended specifically for use as a mount point for removable media such as CDs, DVDs,
USB drives or floppy disks. It may be empty, or it may contain subdirectories for mounting individual devices.
Generally, only the administrator (i.e. root user) may authorize the mounting of file systems.

Unix-like operating systems often include software and tools that assist in the mounting process and provide it new

functionality. Some of these strategies have been coined "auto-mounting" as a reflection of their purpose.

1. In many situations, file systems other than the root need to be available as soon as the operating system has
booted. All Unix-like systems therefore provide a facility for mounting file systems at boot time. System
administrators define these file systems in the configuration file fstab (vfstab in Solaris), which also indicates
options and mount points.

2. In some situations, there is no need to mount certain file systems at boot time, although their use may be desired
thereafter. There are some utilities for Unix-like systems that allow the mounting of predefined file systems upon
demand.

3. Removable media have become very common with microcomputer platforms. They allow programs and data to
be transferred between machines without a physical connection. Common examples include USB flash drives,
CD-ROMs, and DVDs. Utilities have therefore been developed to detect the presence and availability of a

medium and then mount that medium without any user intervention.

1. Progressive Unix-like systems have also introduced a concept called supermounting; see, for example, the Linux
supermount-ng project (121 por example, a floppy disk that has been supermounted can be physically removed
from the system. Under normal circumstances, the disk should have been synchronized and then unmounted
before its removal. Provided synchronization has occurred, a different disk can be inserted into the drive. The

system automatically notices that the disk has changed and updates the mount point contents to reflect the new
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medium. Similar functionality is found on Windows machines.
2. An automounter will automatically mount a file system when a reference is made to the directory atop which it
should be mounted. This is usually used for file systems on network servers, rather than relying on events such as

the insertion of media, as would be appropriate for removable media.

Linux

Linux supports many different file systems, but common choices for the system disk on a block device include the
ext* family (such as ext2, ext3 and ext4), XFS, JFS, ReiserFS and btrfs. For raw flash without a flash translation
layer (FTL) or Memory Technology Device (MTD), there is UBIFS, JFFS2, and YAFFS, among others. SquashFS is

a common compressed read-only file system.

Solaris

The Sun Microsystems Solaris operating system in earlier releases defaulted to (non-journaled or non-logging) UFS

for bootable and supplementary file systems. Solaris defaulted to, supported, and extended UFS.

Support for other file systems and significant enhancements were added over time, including Veritas Software Corp.
(Journaling) VxFS, Sun Microsystems (Clustering) QFS, Sun Microsystems (Journaling) UFS, and Sun
Microsystems (open source, poolable, 128 bit compressible, and error-correcting) ZFS.

Kernel extensions were added to Solaris to allow for bootable Veritas VXFS operation. Logging or Journaling was
added to UFS in Sun's Solaris 7. Releases of Solaris 10, Solaris Express, OpenSolaris, and other open source variants

of the Solaris operating system later supported bootable ZFS.

Logical Volume Management allows for spanning a file system across multiple devices for the purpose of adding
redundancy, capacity, and/or throughput. Legacy environments in Solaris may use Solaris Volume Manager
(formerly known as Solstice DiskSuite.) Multiple operating systems (including Solaris) may use Veritas Volume
Manager. Modern Solaris based operating systems eclipse the need for Volume Management through leveraging

virtual storage pools in ZFS.

OSX

OS X uses a file system that it inherited from classic Mac OS called HFS Plus, sometimes called Mac OS Extended.
HFS Plus is a metadata-rich and case preserving file system. Due to the Unix roots of OS X, Unix permissions were
added to HFS Plus. Later versions of HFS Plus added journaling to prevent corruption of the file system structure
and introduced a number of optimizations to the allocation algorithms in an attempt to defragment files automatically

without requiring an external defragmenter.

Filenames can be up to 255 characters. HFS Plus uses Unicode to store filenames. On OS X, the filetype can come

from the type code, stored in file's metadata, or the filename extension.

HFS Plus has three kinds of links: Unix-style hard links, Unix-style symbolic links and aliases. Aliases are designed
to maintain a link to their original file even if they are moved or renamed; they are not interpreted by the file system

itself, but by the File Manager code in userland.

OS X also supports the UFS file system, derived from the BSD Unix Fast File System via NeXTSTEP. However, as
of Mac OS X 10.5 (Leopard), OS X can no longer be installed on a UFS volume, nor can a pre-Leopard system
installed on a UFS volume be upgraded to Leopard.m]

Newer versions of OS X are capable of reading and writing to the legacy FAT file systems(16 & 32) common on
Windows. They are also capable of reading the newer NTFS file systems for Windows. In order to write to NTFS
file systems on OS X versions prior to 10.6 (Snow Leopard) third party software is necessary. Mac OS X 10.6 (Snow
Leopard) and later allows writing to NTFS file systems, but only after a non-trivial system setting change (third party

software exists that automates this).
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Plan 9

Plan 9 from Bell Labs treats everything as a file, and accessed as a file would be (i.e., no ioctl or mmap): networking,
graphics, debugging, authentication, capabilities, encryption, and other services are accessed via [-O operations on

file descriptors. The 9P protocol removes the difference between local and remote files

These file systems are organized with the help of private, per-process namespaces, allowing each process to have a

different view of the many file systems that provide resources in a distributed system.

The Inferno operating system shares these concepts with Plan 9.

Microsoft Windows

C:\Temp> dir

Windows makes use of the FAT, NTEFS,

. . ¥olume in drive C is C
exFAT and ReFS file systems (the latter is volume Serial Number is 74F5-B93C
Directory of C:\Temp

only supported and usable in Windows
2009-08-25 11:59 <DIR>

. . 2009-08-25 ..
Server 8; Windows cannot boot from it). S007-03-03 11: e Adobeupdater12345 . exe
2009-04-03 5 27,988 dd_depcheckdotnetfx30.txt
. . . 2009-04-03 ) dd_dotnetfx3error.txt
Windows uses a drive letter abstraction at et e i e D install. bt
- finou - 50050420 08: HS139000. 108
—| =, H =1 -
the user level to distinguish one disk or cheer ) e 895 hEEZqeqn-toe
iti 50050714 14: o ches
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partition from another. For example, the iy TARRTI e
h C \WINDOWS t d t -04-03 5 1,7 "u‘?s\zfﬁng1og.txt
. H - 1m,
pat ° represen S a 1rec Ory H 1, {AC?GBABE—?AD?—I(H3—7844—A81200000003}."ln'i
.. 2009-04-20 10:13 617 {AC76BAB6-7AD7-1033-7B44-A81300000003}_ini
WINDOWS on the partition represented by i37File(s) 52,723,795 bytes

4 Dir(s) 83,570,208,768 bytes free

the letter C. Drive C: is most commonly
. . . Directory listing in a Windows command shell

used for the primary hard disk partition, on

which Windows is usually installed and

from which it boots. This "tradition" has become so firmly ingrained that bugs came about in older applications
which made assumptions that the drive that the operating system was installed on was C. The use of drive letters, and
the tradition of using "C" as the drive letter for the primary hard disk partition, can be traced to MS-DOS, where the
letters A and B were reserved for up to two floppy disk drives. This in turn derived from CP/M in the 1970s, and

ultimately from IBM's CP/CMS of 1967.

FAT

The family of FAT file systems is supported by almost all operating systems for personal computers, including all
versions of Windows and MS-DOS/PC DOS and DR-DOS. (PC DOS is an OEM version of MS-DOS, MS-DOS was
originally based on SCP's 86-DOS. DR-DOS was based on Digital Research's Concurrent DOS, a successor of
CP/M-86.) The FAT file systems are therefore well-suited as a universal exchange format between computers and

devices of most any type and age.

The FAT file system traces its roots back to an (incompatible) 8-bit FAT precursor in Stand-alone Disk BASIC and
the short-lived MDOS/MIDAS project.

Over the years, the file system has been expanded from FAT12 to FAT16 and FAT32. Various features have been
added to the file system including subdirectories, codepage support, extended attributes, and long filenames.
Third-parties such as Digital Research have incorporated optional support for deletion tracking, and
volume/directory/file-based multi-user security schemes to support file and directory passwords and permissions

such as read/write/execute/delete access rights. Most of these extensions are not supported by Windows.

The FAT12 and FAT16 file systems had a limit on the number of entries in the root directory of the file system and
had restrictions on the maximum size of FAT-formatted disks or partitions.

FAT32 addresses the limitations in FAT12 and FAT16, except for the file size limit of close to 4 GB, but it remains
limited compared to NTFS.
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FATI12, FAT16 and FAT32 also have a limit of eight characters for the file name, and three characters for the
extension (such as .exe). This is commonly referred to as the 8.3 filename limit. VFAT, an optional extension to
FATI12, FAT16 and FAT32, introduced in Windows 95 and Windows NT 3.5, allowed long file names (LFN) to be
stored in the FAT file system in a backwards compatible fashion.

NTFS

NTEFS, introduced with the Windows NT operating system, allowed ACL-based permission control. Other features
also supported by NTFS include hard links, multiple file streams, attribute indexing, quota tracking, sparse files,
encryption, compression, and reparse points (directories working as mount-points for other file systems, symlinks,

junctions, remote storage links), though not all these features are well-documented.

exFAT

exFAT is a proprietary and patent-protected file system with certain advantages over NTFS with regards to file
system overhead.

exFAT is not backwards compatible with FAT file systems such as FAT12, FAT16 or FAT32. The file system is
supported with newer Windows systems, such as Windows 2003, Windows Vista, Windows 2008, Windows 7 and
more recently, support has been added for Windows xp.l4 Support in other operating systems is sparse since
Microsoft has not published the specifications of the file system and implementing support for exFAT requires a

license.

Other file systems

e The Prospero File System is a file system based on the Virtual System Model.!'> The system was created by Dr.
B. Clifford Neuman of the Information Sciences Institute at the University of Southern California.l'®!

* RSRE FLEX file system - written in ALGOL 68

* The file system of the Michigan Terminal System (MTS) is interesting because: (i) it provides "line files" where
record lengths and line numbers are associated as metadata with each record in the file, lines can be added,
replaced, updated with the same or different length records, and deleted anywhere in the file without the need to
read and rewrite the entire file; (ii) using program keys files may be shared or permitted to commands and
programs in addition to users and groups; and (iii) there is a comprehensive file locking mechanism that protects

both the file's data and its metadata.“ﬂﬂg]

Limitations

Converting the type of a file system

It may be advantageous or necessary to have files in a different file system than they currently exist. Reasons include
the need for an increase in the space requirements beyond the limits of the current file system. The depth of path may
need to be increased beyond the restrictions of the file system. There may be performance or reliability
considerations. Providing access to another operating system which does not support existing filesystem is another

reason.

In-place conversion

In some cases conversion can be done in-place, although migrating the file system is more conservative, as it
involves a creating a copy of the data and is recommended.!'*! On Windows, FAT and FAT32 file systems can be
converted to NTFS via the convert.exe utility, but not the reverse.[]g] On Linux, ext2 can be converted to ext3 (and

20
)2

converted back), and ext3 can be converted to ext4 (but not back and both ext3 and ext4 can be converted to

btrfs, and converted back until the undo information is deleted.*!! These conversions are possible due to using the
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same format for the file data itself, and relocating the metadata into empty space, in some cases using sparse file

support. [21]

Migrating to a different file system

Migration has the disadvantage of requiring additional space although it may be faster. The best case is if there is
unused space on media which will contain the final file system.

For example, to migrate a FAT32 file system to an ext2 file system. First create a new ext2 file system, then copy the
data to the file system, then delete the FAT32 file system.

An alternative, when there is not sufficient space to retain the original file system until the new one is created, is to

use a work area (such as a removable media). This takes longer but a backup of the data is a nice side effect.

Long file paths and long file names

In hierarchical file systems, files are accessed by means of a path that is a branching list of directories containing the
file. Different file systems have different limits on the depth of the path. File systems also have a limit on the length
of an individual filename.

Copying files with long names or located in paths of significant depth from one file system to another may cause

undesirable results. This depends on how the utility doing the copying handles the discrepancy. See also pathmunge
[22]
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